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Foreword

This book is intended to serve as an introduction to the gradually crystallising field of data law, building a bridge between academia and practice. Data law has developed rapidly since the publication of the European Digital and Data Strategy and is based on a large number of European legal acts aimed at regulating and controlling the use, exchange and security of data. The aim of this book is to provide a sound introduction to data law and, in particular, to help lawyers working in practice to navigate through the jungle of European legal acts.

The book is divided into three chapters. It begins with an introductory chapter on data law, in which we outline the cross-cutting issue of data law and explain the legal policy references to the Commission's digital and data strategy from 2020. The second chapter then deals in detail with the various data acts in the narrower sense. Here, we have taken inspiration from the bracket principle of the German Civil Code (BGB) and divided data law into a General Part and a Specific Part. The General Part consists of the horizontal legal acts such as the Data Act, the Data Governance Act and the GDPR – these regulations apply to all sector-specific legal acts, as the Union legislator regularly emphasises in the recitals to the various legal acts. The Specific part consists, among other things, of the sectoral legal acts such as the Regulation on the European Health Data Space (EHDS) or the Regulation on Access to Financial Data (FiDAR). This structuring of data law has not yet been presented in the literature in this form, and we hope to be able to enrich the still recent discussion on the systematisation of data law.

The third chapter deals with the European regulation of data-based business models. In our view, data-based business models are the common denominator of all legal acts that do not relate to data law in the narrower sense, but are nevertheless part of the overarching digital and data strategy and can be charac-terised as data law in the broader sense. When regulating data-based business models, the legislator pursues either a product-based approach, as seen in the AIA and the Cyber Resilience Act, or a function-based approach, which comes into play in the regulation of platforms through the Digital Services Act and the Digital Markets Act. The legislator's regulatory strategy is explained independently and supple-mented with relevant examples and evidence.

The presentation of the individual legal acts follows a structured approach. After a brief introduction, we first outline the scope of each legal act and explain the respective rights and obligations of the parties involved. This is typically followed by a discussion on the supervision and enforcement of the regula-tions. Each section concludes with a summary and an examination of the practical implications. Throughout, we strived to emphasize issues of practical significance and, in some instances, propose potential solutions. Where feasible, we have included illustrations and diagrams to present the subject matter as clearly as possible.

Legislation, case law, and the continually expanding body of literature have been considered up to October 2024. All online sources were last accessed on 1 November 2024.
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Chapter 1: Introduction to data law
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I. Introduction

This script provides an introduction to the legal field of data law. But what lies behind this colourful term? Data law refers to the totality of all standards that regulate the access, use and protection of data, regardless of whether it is personal or non-personal data. It is a classic cross-sectional subject with bor-rowings from various areas of law such as antitrust law, competition law and consumer protection law.1 The best-known sub-area of data law to date is probably data protection law, which has undergone sig-nificant further development with the introduction of the General Data Protection Regulation (GDPR) in 2017.2 At the same time, the technology underlying the generation and processing of data has devel-oped rapidly. One example of this is the major progress made in the field of artificial intelligence, which has moved to the centre of social debate thanks to chatbots such as ‘ChatGPT‘. No less dynamic is the technical development in the area of the Internet of Things (IoT), which has produced a large number of products connected to the Internet, such as smartphones, smartwatches and smart home assistants, whose use has become a matter of course in consumers' everyday lives. The technological progress of the information society goes hand in hand with the growth in the amount of data generated. By way of comparison, while 33 zettabytes of data were generated worldwide in 2018, this figure is expected to rise to 175 zettabytes by 2025, or the equivalent of 175,000,000,000,000 gigabytes.3 This data harbours considerable potential for value creation, as it can be used for the further development and improvement of connected products on the secondary market.4 However, the reality paints a different picture: a study commissioned by the European Commission has shown that the economic potential of data is currently not being fully utilised, as an estimated 80% of industrial data remains unused.5


II. The European digital strategy as a legal policy turning point in data law

The European Commission has recognised this imbalance and, with the presentation of the digital strat-egy in February 2020, has set the political course for a "fundamental social change"6 , which redefines the fundamental importance of data in the economic, social and political spheres. The digital strategy is a comprehensive strategic concept for shaping Europe's digital future, comprising a total of over 50 key measures.7 The aim is to develop and deploy trustworthy technologies that improve the everyday lives of European citizens without undermining European values. The Commission is also endeavouring to promote a fair and competitive economy that is strengthened by digital innovations and guarantees com-prehensive consumer protection. It also aims to support an open, democratic and sustainable society in which digital technologies contribute to upholding and strengthening democratic values and fundamen-tal rights.8

To realise these goals, the Commission has defined a series of measures aimed at expanding digital infrastructures, strengthening cyber security and promoting digital skills.9 The digital strategy also addresses the dark sides of the digital economy. These include, above all, the market power of large (tech) companies, which the Commission believes needs to be curbed, and the lack of access to data for a large number of market participants, which makes it almost impossible to share data.10

1. The European data strategy

A key measure on the path to a fair and competitive economy is the European data strategy, which aims to give Europe a "global leadership role in the data-agile economy"11.12 The data strategy aims to create a European data economy by 2025 that is efficient, innovative and closely aligned with European values and fundamental rights.13 At the centre of this strategy is the idea of a European data space in the sense of a common internal market for data, in which both personal and non-personal data can be made accessible and used under predefined conditions.14

The European Union is currently still a long way from the ideal of a European data space, as the Com-mission states in its data strategy.15 A number of problems have been identified in this regard: a central problem is the fragmentation of the internal market due to different and in some cases non-existent regulations in the Member States regarding the access and use of data. While some Member States already have corresponding laws, other Member States lack such regulations.16 The resulting legal uncertainty and the different levels of cyber security in the European Union lead to a lack of trust in the (voluntary) sharing of data both between companies and between companies and public authorities or private individuals.17 Regardless of the legal framework, the lack of availability of data is another fundamental problem. Although more and more data is being generated, it is often not available to a sufficient extent for the (economic) players involved, especially in the private sector.18 One reason for this and another problem, is the power imbalance between large platform companies on the one hand and smaller companies such as SMEs on the other.19 As a rule, platform companies already have con-siderable amounts of data at their disposal due to their business model, which gives them a competitive advantage over less data-rich market participants who have little or no access to such data. In addition, the quality and interoperability of the sporadically available data is often inadequate, which may rep-resent an insurmountable hurdle for companies operating in the same sector, but at the very least mas-sively impairs the cross-sector utilisation of data.20 Last but not least, the European Economic Area also lacks the data expertise required to prepare and analyse data, as making data accessible alone does not bring any benefits for companies.21 Appropriately qualified specialists are always needed to be able to draw the right conclusions from the data for companies.

For its part, the data strategy is based on four pillars, all of which are aimed at overcoming the afore-mentioned problems in the internal market through targeted measures.

a) Pillar 1: A cross-sector governance framework for data access and use

The first pillar consists of a horizontal legal framework for data access and use in the European Union to ensure that data can be used across sectors and in a harmonised manner throughout Europe.22 With the Data Governance Act, which came into force on 23 June 2022, the European legislator has put its words into action and launched a uniform governance framework for the voluntary sharing23 of data and, in particular, for the reuse of data held by public sector bodies.24

In order to improve the quality and availability of public sector data, the Commission has also adopted the implementing regulation on high-quality datasets provided for in Art. 14(1) of the PSR Directive. The regulation has been applicable since 9 June 2024 and defines the list of high-quality datasets belonging thematically to the categories of geospatial, earth observation, environment, meteorology, sta-tistics, companies and ownership of companies and mobility, and prescribes quality standards. Data held by public authorities must now be published by the Member States under free licences.

What was still cautiously announced in the data strategy as a Commission review mandate can now be described as the centrepiece of the European data economy.25 We are talking about the Data Act, which came into force on 11 January 2024. The Data Act is to be understood as a comprehensive horizontal regulatory framework that - like the Data Governance Act - applies to all sectors and whose core element is the right of access to data from connected products and related services.26

Finally, as part of Pillar 1, the Commission plans to set up data pools through appropriate measures to provide data for corresponding analyses and machine learning. The Data Act is also linked to the announced revision of competition law guidelines with relevant stakeholders and the review of the conse-quences of data accumulation as a result of company acquisitions. Finally, the Commission vows to make greater use of data-based decision-making in politics in order to set a good example.

While the provisions of the Data Governance Act and the Data Act are intended to counteract the prob-lem of legal fragmentation of the internal market, the implementing regulation on high-quality datasets addresses the problem of insufficient data quality, even though the regulation only relates to data held by public bodies.

b) Pillar 2: Investment in data infrastructures and European capacities

The second pillar of the data strategy focuses increasingly on the technical infrastructure required for the digital transformation and data-based business models. The massive amounts of data that will be processed, stored and used in the future will require investment in cloud and computing infrastructure.27 Specifically, this includes public investment in decentralised computing capacities (edge computing), high-performance computing, quantum computing, cyber security, low-power processors and 6G net-works.28 In particular, the aim is to create the technical conditions for an interoperable European data space. The flagship project is the High-Impact Project, which aims to mobilise total investment of 4 - 6 billion euros, of which around two billion will be contributed by the Commission. As part of the High Impact Project, the member states are to come together for the purpose of a cloud merger and, among other things, create synergy effects with the ‘Gaia-X project‘.29

c) Pillar 3: Strengthening data competences and skills

The third pillar of the data strategy aims to strengthen the competences of EU citizens and companies in dealing with data.30 This is not just about improving technical expertise in the sense of educational measures, but also about improving the data sovereignty of individuals by giving them more control and decision-making power over their data.31 This concern is expressed in the review mandate, which is referred to as a key measure, according to which the Commission is considering the extension of the right to data portability standardised in Art. 20 GDPR.32 The shortage of skilled labour in the digital sector, on the other hand, is to be overcome by giving greater consideration to women and through technological progress in the area of big data and learning analytics.33

d) Pillar 4: Creation of common European data spaces

The final pillar of the strategy relates to the creation of sector-specific European data spaces in strategi-cally important areas such as health, mobility, energy and agriculture.34 The common European data spaces are intended to improve the availability of data in the respective sectors and facilitate the exchange of data between public and private stakeholders. As a result, the Commission hopes that the establishment of data spaces will strengthen innovation in the relevant sectors for the common good.35 One example is the planned European Health Data Space, which is intended to promote the secure exchange of health data between researchers, clinics and patients.36
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2. Evaluation

The political endeavours of the European Data Strategy mark an overdue change of course in data law, as they place a clear focus on the use of data for the first time, instead of focusing exclusively on the protection of personal data as has been the case to date - the Commission is thus restoring the balance between the overemphasis on the protection of privacy and the commercial use of data since the GDPR came into force.37 While harmonised EU data protection law aims to minimise the processing of personal data through the principle of prohibition, the data strategy rightly emphasises the economic value and  innovation potential of data, which exists regardless of the personal nature of the data. This realisation leads to a shift away from a purely restrictive perspective towards a balanced view that promotes the free flow of data within the internal market without tearing down the walls of data protection that have been erected. The extent to which the individual key measures actually pave the way for a common internal market for data cannot be conclusively assessed here. From today's perspective, however, the digital strategy can rightly be described as a turning point in data law in terms of legal policy, in view of the numerous European legal acts adopted in recent years.


III. Data law - An attempt at systematisation

Based on the division of the Union legislator into horizontal and sectoral legal acts, data law can be subdivided into a general part and a specific part. The general part comprises the horizontal legal acts that apply to all types of data and their use across all sectors.38 The horizontal provisions are thus, so to speak, drawn in front of the parenthesis and also apply to the sectoral legal acts, unless otherwise stipu-lated.39 The horizontal legal acts of the General Part include, above all, the Data Act, the Data Govern-ance Act and the provisions of the GDPR. In contrast, the Specific Part of data law includes legal acts aimed at regulating certain categories or sectors of data.40 Recent examples that should be mentioned here in particular include the Commission's proposals for a regulation on the European Health Data Space41 and the proposal for a regulation on a framework for access to financial data42. In addition, the sector-specific regulations43 that already applied before the adoption of the data strategy are also cov-ered by the special section of data law. These include, in particular, the provisions of the PSI Directive44 , the ITS Directive45 , the Payment Services Directive46 , the Electricity47 and Gas Directives, the Type Approval and Vehicle Emissions Regulation48 and the General Data Protection Regulation49. What all legal acts have in common is that they contain regulations on the collection, access or use of certain data in a specific sector. These sector-specific standards apply in addition to the general rules of data law and take account of the particularities of each sector.

For the application of the law, this subdivision of data law means that in the absence of sectoral provi-sions on a specific issue, the corresponding provisions of the horizontal legal acts can be used. For example, the horizontal provisions on consideration for the provision of data pursuant to Art. 9(2) DA should apply equally to the determination of remuneration pursuant to Art. 5(2) FiDAR.50 The applica-tion of horizontal provisions in the context of data exchange on the basis of sectoral provisions is some-times expressly ordered by the legislator.51 If the application of horizontal provisions is not expressly prescribed in the sectoral legislation, a case-by-case examination of the respective provisions is always required.

Data law in a broader sense also includes a number of other legal acts that do not directly regulate data, but also affect other areas of law. Although the NIS 2 Directive, the Cyber Security Act and the Cyber Resilience Act are primarily aimed at product-specific or functional cybersecurity standards, they share the overarching goal of protecting data in digital infrastructures and thus strengthening trust in the internal market. The Digital Markets Act and the Digital Services Act also address data-related issues by establishing market rules for large digital platforms whose core business model includes the collection and processing of a large amount of (user) data. Also inextricably linked to the processing of data is the provision of AI models, which the European legislator intends to regulate with the Artificial Intelligence Regulation adopted in June 2024.

The lecture notes take up this tripartite division of data law: In the first part, the basic regulations of data law AT are presented, consisting of the Data Act and the Data Governance Act. The second part deals with sector-specific data law, which for capacity reasons is limited to the more recent legal acts in the area of European data spaces. Finally, Chapter 3 presents the legal acts on European cybersecurity law, the regulation of artificial intelligence and platform regulation under the heading of data-based business models.
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Chapter 2: Data law

A. General part of Data law

I. Data Act - Regulation (EU) 2023/2854
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1. Introduction

The Internet of Things (IoT) is the infrastructural cornerstone of the digital economy, as it enables the generation of large amounts of data through the networking of physical and virtual objects, which in turn form the basis for data-driven business models, innovative services and a more efficient use of resources. For the European domestic market, the data streams generated by IoT technologies mean enormous potential for value creation: it is estimated that the value of IoT-related products and services could be between 5.5 and 12.6 trillion US dollars worldwide by 2030.52 Nevertheless, up to 80% of IoT data remains unutilised as access to data is often limited to a few large players, which leads to market fragmentation and a lack of competition and ultimately inhibits innovation.53 Against this backdrop, the Data Act54 (German: Datenverordnung), which came into force on 11 January 2024, represents a legis-lative move aimed at facilitating access to and use of data and moving closer to the goal of a single  European market for data as proclaimed in the European data strategy55 - Europe should take a leading position in the global data economy.56 The Data Act is the world's first horizontal legal frame-work for the cross-sectoral access, exchange and use of data, and it is complementary to the Data Gov-ernance Act57 (DGA), which came into force in 2022.58

Specifically, the Data Act establishes binding EU-wide rights for data owners, users and third parties that guarantee access to and use of the data generated by smart products. At the same time, the Data Act contains provisions to prevent disproportionate contractual conditions and the misuse of data access rights, as well as measures for switching between cloud providers and promoting the interoperability of data and connected products. In order to improve the management of social emergencies and exceptional situations, the Data Act also includes provisions for facilitating access to data by public authorities.

2. Scope and definitions, Art. 1–2 DA

The scope of the Data Act is largely determined by the provisions of the first chapter: While Art. 1(1)– (3) DA positively describes the territorial, material and personal scope , Art. 2 No. 1–43 DA establishes legal definitions for the undefined legal terms used in the regulation. Finally, Art. 1(5)–(9) DA clarifies that the legal acts and voluntary agreements on data exchange between private and public bodies (6) listed therein remain unaffected by the Data Act. In the event of a conflict between the Data Act and the General Data Protection Regulation59 (GDPR), the latter takes precedence, Art. 1(5) DA.

a) Territorial scope

The territorial scope is determined by the market place principle (Art. 1(3) (a)–f) DA). The connecting factor is therefore the activity within the Union described in Art. 1(3) DA, irrespective of the registered office of the natural or legal person.60 The establishment of the legal person is therefore not relevant.61 The only decisive factor is the placing on the market of a connected product by the manufacturer or the offering of related services in the Union, i.e. the first making available of a connected product on the Union market (Art. 2 No. 22 DA). The time of first making available is likely to be a factual consider-ation, so that only the actual making available of a specific product type or product series on the Union market is relevant and not the time of the conclusion of a contract or the fulfilment of a sales contract for a specific connected product.62

b) Temporal scope

The provisions of the Data Act apply from 12 September 2025 in accordance with Art. 50 DA, whereby the obligation to make product data and related service data available to the user in accordance with Art. 3(1) DA only applies to connected products and services related to them placed on the market after 12 September 2026. In addition, the provisions of Chapter 3 (Obligations of data holders) only apply to data provision obligations that come into force after 12 September 2025. Finally, the provisions of Chap-ter Four (Unfair contractual terms related to data access and use between enterprises) only apply to contracts concluded after 12 September 2025 or, from 12 September 2027, to contracts concluded on or before 12 September 2025, provided that they are concluded for an indefinite period (a) or their term of validity ends no earlier than 10 years after 11 January 2024 (b).

c) Material scope

The material scope of the Data Act is initially determined declaratively by Art. 1(2) DA, according to which the regulation extends to both personal and non-personal data.63 Art. 1(2) DA then declares chap-ters two to seven to be applicable to various categories of data:

Chapter 2 (BUSINESS TO CONSUMER AND BUSINESS TO BUSINESS DATA SHAR-ING) to data, with the exception of content, concerning the performance, use and environment of connected products and related services (a);

Chapter 3 (OBLIGATIONS FOR DATA HOLDERS OBLIGED TO MAKE DATA AVAILA-BLE PURSUANT TO UNION LAW) to any private sector data that is subject to statutory data sharing obligations (b);

Chapter 4 (UNFAIR CONTRACTUAL TERMS RELATED TO DATA ACCESS AND USE BETWEEN ENTERPRISES) to any private sector data accessed and used on the basis of con-tract between enterprises (c);

Chapter 5 (MAKING DATA AVAILABLE TO PUBLIC SECTOR BODIES, THE COMMIS-SION, THE EUROPEAN CENTRAL BANK AND UNION BODIES ON THE BASIS OF AN EXCEPTIONAL NEED) to any private sector data with a focus on non-personal data (d);

Chapter 6 (SWITCHING BETWEEN DATA PROCESSING SERVICES) to any data and ser-vices processed by providers of data processing services (e);

Chapter 7 (UNLAWFUL INTERNATIONAL GOVERNMENTAL ACCESS AND TRANS-FER OF NON-PERSONAL DATA) to any non-personal data held in the Union by providers of data processing services (f).

The most important definitions that characterise the material scope of the Data Act are presented below.

aa) Data, Art. 2 No. 1 DA

The central concept of data is defined in Art. 2 No. 1 DA as

any digital representation of acts, facts or information and any compilation of such acts, facts or information, including in the form of sound, visual or audio-visual recording.

A look at Art. 2 No. 1 DGA and Art. 2 No. 24 DMA shows that the European legislator has opted for a standardised definition of data within the framework of the Digital Rights Act.64

(1) Primary data

According to the recitals, primary data in particular is covered by the scope of the Data Act.65 Primary data is data in raw form that relates to data points and is generated automatically without any further form of processing, which is why it is also referred to as source data or raw data.66

(2) Processed data

In addition to primary data, processed data is also covered by the definition of data in Art. 2 No. 1 DA.67 Processed data is data that is contextualised prior to further processing as part of the processing procedure in order to make it understandable and usable.68 For example, this could be data from a robotic mower that uses sensors to measure the physical conditions of the environment, such as the temperature or pH value of the ground to be mowed.69 However, this only applies if the processing of the data is not the result of significant additional investment, as is the case with processing using complex proprietary algorithms.70 Such data often affects the intellectual property rights of the data owner and can also be characterised as highly processed data due to the complex processing it undergoes.71 In practice, such investments are often passed on to the customer and included in the sales price. This raises the question of whether the criterion of significant additional investment requires the data owner to incur ongoing costs for the data preparation process or whether one-off costs in the development process are sufficient, even if the costs are borne indirectly by the customer.

Although the clarification provided by the Commission in the FAQ72 helps to clarify the concept of data, difficult questions of demarcation are likely to continue to arise in practice, as the following examples illustrate.73 For example, the temperature of a connected product is likely to be indisputably regarded as primary data. However, it is difficult to categorise the result of a temperature error message that occurs, as a comparison between the target and actual temperature takes place in a separate step. The target temperature may even be calculated with the aid of complex algorithms from data from other sensors (e.g. altitude above sea level, humidity, air pressure), meaning that the data from the connected product could be primary data (temperature) and processed or highly processed data (the result of the error mes-sage). In practice, the decisive factor will therefore be when the criterion of significant additional investment is fulfilled.

Delimitation difficulties also arise when the data is processed within a connected product: For exam-ple, the longitude and latitude of a GPS datum must be categorised as primary data. However, the spe-cific address can be determined using proprietary software in the connected product. This again raises the question of whether the determination of the address is processed data or whether the software, viewed in isolation, represents a related service, which would qualify the address as related service data. From this perspective, however, it is not necessary to distinguish between processed data and primary data. More helpful than the investment criterion in such cases could be the differentiation according to whether the processing of the data takes place inside or outside the connected product.

Furthermore, the demarcation criterion of significant investment is unlikely to provide any relief in many cases, as the preparation process may be complex but is based on the design of the product and does not always require a high level of investment. In a connected product, for example, there may be numerous sensors that measure the effects on the product. The manufacturer of such a product has divided the sensors into groups (zones) in order to be able to better describe the localisation of the impact on the product. It is difficult to classify the data filtered by the zone categorisation as processed data, as the product only passes on aggregated information about the affected zones and not the detailed sensor information to the backend. Whether this filtering is considered sufficient processing to speak of highly processed data remains questionable, as there is no complex and cost-intensive processing in the nar-rower sense. In cases where data is merely filtered or aggregated within the product, it is therefore more likely to be derived data or even primary data that is covered by the data concept of Art. 2 No. 1 DA.

(3) Metadata, Art. 2 No. 2 DA

Unlike processed data, metadata serves to give other data a certain context74 and to enable structured use of this data.75 It is a structured description of the content or use of data that makes it easier to find or use that data (Art. 2 No. 2 DA). Metadata can have a positive impact on innovation and the develop-ment of digital services, for example by being used for the maintenance and repair of connected prod-ucts.76 For this reason, the basic context and, where applicable, timestamps of the metadata should also be recorded.77 If metadata is collected in connection with the data brokerage services offered, it may only be used for selected purposes, such as the further development of the service or to promote infor-mation security.78 The definition of data in Art. 2 No. 2 DA of the DA does not include metadata that is generated during the creation of text, audio or audiovisual content.79

Metadata must be distinguished from data resulting from additional expenditure (derived data); such data are excluded from the scope of the DA.80

(4) Product data, Art. 2 No. 15 DA

Another important category of data is that of product data. Art. 2 No. 15 DA defines this as data gener-ated by the use of a connected product and designed by the manufacturer to be accessible via an elec-tronic communication service, physical connection or on-device access by a user, data holder or third party, including, where applicable, the manufacturer. This includes not only data generated during active use, but also data generated while the user is inactive.81 However, data that is purely descriptive of the product does not fall under product data according to Art. 2 No. 15 DA.82 The DA itself does not give rise to any claims that certain data can be collected; such a claim can only arise from sector-specific regulation.83

(5) Related service data, Art. 2 No. 16 DA

In addition, the DA also applies to related service data, i.e. data that represents the digitisation of user actions or processes in connection with the connected product and is intentionally recorded by the user or generated as a by-product of the user's action during the provision of a related service by the provider (Art. 2 No. 16 DA). Whether the data is generated intentionally or accidentally by the user's actions is irrelevant for the application of the DA.84 For related service data, however, it is important that they are generated by the user in the networked use.85 Data that is generated in connection with a related service, but which cannot itself be attributed to the actual product, is not subject to the Data Act. This includes, for example, repair or maintenance services.86

(6) Readily available data, Art. 2 No. 17 DA

Furthermore, readily available data is also addressed. This is product data and related service data that a data holder lawfully obtains or can obtain from the connected product or related service without dis-proportionate effort, going beyond simple processing (Art. 2 No. 17 DA). However, there are no further indications in the Data Act as to when data is readily available.87 It is only clear that data generated during product use is exempt, unless the product is designed to store or transmit such data.88 In this respect, however, an economic approach is appropriate, which involves comparing the economic cost of making the data available with the value of the consideration.89 If the economic cost is low, the date is one that is readily available.

(7) Data generated by virtual assistants, Art. 1(4) DA

Finally, the data generated by virtual assistants is also partially covered by the scope of the Data Act. This is based on the legal provision of Art. 1(4) DA, according to which the rules for connected products or related services also apply to virtual assistants if they interact with a connected product or related service. In this respect, the data collected by the virtual assistant from the relationship between the user and the related service or connected product is also covered by the scope of the Data Act.90 This is also the case if the virtual assistant service used is neither a connected product nor a related service.91

(8) Data and content not recorded

A synopsis of Art. 1(2) (a) DA and recital 16 shows that content, i.e. text, audio or visual representa-tions, are not covered, which requires separate clarification in light of the very vague definition.92 Con-tent generated by connected products such as smartphones, tablets or computers, as well as the metadata created when the content is generated, are therefore not data within the meaning of Art. 2 No. 1 DA.93 Nevertheless, difficult questions of demarcation also arise here, especially when connected products consist of many components. For example, almost every smartphone contains a camera. A camera only captures light signals and converts them electrically into an overall image. This raises the question of whether the images from the camera installed in a connected product are to be regarded as derived data or as content within the meaning of recital 16. The fact that the brightness of the individual pixels rep-resents primary data, from which the overall image is derived, speaks in favour of classification as derived data. On the other hand, the fact that the customer has purchased a connected product (smartphone) with a camera and therefore expects a camera image speaks in favour of classifying the overall image as content. The decisive factor for the question of whether it is content or derived data is therefore likely to be the perspective to be adopted for the legal assessment.

As shown above, information derived from processed data also does not fall within the scope of the Regulation, according to recital 15.94 This applies in particular to information obtained from the pro-cessing of data using complex algorithms, as this is (possibly) information protected by intellectual property rights. Examples include information obtained by means of sensor data fusion95.96

In summary, primary data, processed data, metadata, product data, related service data, readily available data and data generated by virtual assistants are covered by the scope of the Data Act, but not content and derived data.97

bb) Connected product, Art. 2 No. 5 DA

Another central concept of the Data Act is that of the connected product. According to Art. 2 No. 5 DA, a connected product is an object that obtains, generates or collects data about its use or environment and that can transmit product data via an electronic communications service, physical connection or on-device access and whose primary function is not the storage, processing or transmission of data on behalf of any party other than the user.

The term "connected product" is concretised by recital 14, according to which connected products obtain, generate or collect data by means of their components or operating systems. In particular, terrestrial telephone networks, cable television networks, satellite networks and near-field communication net-works are cited as examples of electronic communication services.98 In practice, this will regularly involve Internet of Things (IoT) products such as smartphones, smart home devices, wearables, net-worked household appliances, smart TVs or modern manufacturing machines that are networked in pro-duction processes in order to exchange operating data.99 Data from prototypes, on the other hand, is excluded.100 However, the Data Act only covers connected products that have been placed on the Union market in accordance with Art. 2 No. 22 DA. Placing on the market always refers only to an individual product and never to all products of this type or the entire product category.101

cc) Related service, Art. 2 No. 6 DA

A related service is defined in Art. 2 No. 6 DA as a digital service, other than an electronic communi-cations service, including software, which is connected to the product at the time of purchase, rental or lease in such a way that the connected product could not perform one or more of its functions without it, or which is subsequently connected to the product by the manufacturer or a third party in order to supplement, update or customise the functions of the connected product.

Related services are therefore usually a functional addition to the connected product, which are either already integrated when the product is purchased or can be added later as an option.102 Neither the con-tractual typological assessment of the service nor by whom the service is provided is relevant for the classification as a related service. It is therefore not decisive whether the service is provided by the provider of the connected product or by an independent third party.103 The decisive factor for the legal assessment is that the related service transmits data or commands to the connected product that have an influence on the functions, behaviour or operation of the product.104 It is necessary that the data exchange between the connected product and the provider is bilateral.105 One such command from the related service would be the transmission of a software update to the connected product. Cloud-based services, which are necessary to fully utilise the functions of smart products such as networked household appli-ances, vehicles or consumer electronics, are also a practical example.

The courts will have a crucial role to play in determining the function of a connected product, in partic-ular in distinguishing between a digital service and a related service.106 There is no related service within the meaning of the standard if the service does not have a direct impact on the operation or function of the product and if no data or commands are transmitted to the product.107 Recital 17 gives the examples of consultancy services, analyses, financial services or maintenance services - such services are not directly related to the functions of the connected product. Basic infrastructure services such as power supply or the provision of an internet connection are also expressly not a related service within the meaning of Art. 2 No. 6 DA.108

In summary, related services are usually services provided by the provider of connected products or an independent third party that are closely functionally related to the operation of a connected product, enabling or extending its functions by transmitting data or commands that influence the behaviour of the product.

dd) Virtual assistants, Art. 2 No. 31 DA

The DA not only covers connected products and related services, but also extends to so-called virtual  assistants, insofar as they interact with the connected product or related service (Art. 1(4) DA).

According to the legal definition in Art. 2 No. 31 DA, this is software that can process orders, tasks or questions, including on the basis of input in audio and written form, with gestures or movements, and that grants access to other services or controls the functions of connected products on the basis of these orders, tasks or questions.

By including virtual assistants in the scope of the Data Act, the legislator is recognising the increasing importance of services such as ‘Apple's Siri’, ‘Google Assistant’ and ‘Amazon's Alexa’, which are becoming more and more important in people's everyday digital lives. They often act as a means of com-munication between people and the connected products and related services they use.109 Based on the data collected, they can provide information about how people use smart products and interact with them.110 This is explicitly not intended to apply to data that is collected by the virtual assistant but is not related to the connected product or service.111

However, it is unclear to what extent virtual assistants can be distinguished from related services, as overlaps are conceivable in this respect.112

ee) Data processing service, Art. 2 No. 8 DA

A data processing service is a digital service that is provided to a customer and that enables ubiquitous and on-demand network access to a shared pool of configurable, scalable and elastic computing resources of a centralised, distributed or highly distributed nature that can be rapidly provisioned and released with minimal management effort or service provider interaction (Art. 2 No. 8 DA).

Data processing services are therefore generally characterised by the fact that they store, process or analyse (large) amounts of data on behalf of the user and make it available to the user on demand.113 The term data processing service therefore includes providers of cloud services such as ‘Amazon Web  Services’ (AWS) or web analytics services such as ‘Google Analytics’.114

Network access, which is made possible via the data processing services, should be location-independ-ent, i.e. via web browsers and mobile devices as well as workstation computers.115

In simple terms, switching refers to a process in which a customer switches from one data processing service to another service of the same or a similar type. This process may occur either between different providers of data processing services or to an in-house ICT infrastructure and involves the extraction, conversion and transfer of data.

d) Personal scope

The personal scope is determined by the triangular relationship defined by the Data Act, consisting of the user, the data holder and the data recipient.116

aa) User, Art. 2 No. 12 DA

According to Art. 2 No. 12 DA, a user is a natural or legal person that owns a connected product or to whom temporary rights to use that connected product have been contractually transferred, or that receives related services.

In accordance with the legislative concept, the user under Art. 2 No. 12 DA will therefore regularly be the purchaser and owner of the connected product117. However, it should be noted that tenants or lessees can also be considered users.118 With regard to related services, the user is defined as the individual who utilises the related service.119 In addition to consumers as natural persons, companies in the sense of legal entities and public bodies can also be considered users.120

The DA is intended to ensure that the user has timely access to the data that has been generated by their utilisation of the connected product or related service.121 In addition to the utilization of data, the user may also elect to make it available to third parties of their choosing.122 This is based on the idea that the user benefits from the advantages of use, but also bears the risks of use and as such should be entitled to a right of access.123

Art. 2 No. 12 DA is linked both to the legal situation in rem (owns)124 and alternatively (or)125 to the causal transaction underlying the use ("to whom temporary rights to use that connected product have been contractually transferred"). Recital 18 appears to contradict this, according to which it is not the contractually granted use of the connected product that is important, but rather temporary rights of access to data from the connected product.126 This concretisation of the concept of user is not convincing for the following reason: The primary regulatory objective of the Data Act is to strengthen the position of users of connected products, as data is only generated through their digital user actions.127 Neverthe-less, the granting of temporary access rights to data can occur without the involvement of the user, thereby rendering the user's actual and contractual rights to the connected product irrelevant for the determination of the user within the meaning of Art. 2 No. 12 DA. Such a consideration would rather weaken the position of the (actual) user than strengthen it.

By linking both the real and the contractual position of the user to the connected product, the legislator opens up the possibility that there may be several users of a connected product, for example as a result of co-ownership or other contractual agreements.128 For such connected products, manufacturers should set up mechanisms that allow either the use of one account by multiple individuals or the creation of multiple user accounts.129 It is evident that the Data Act acknowledges the fact that, in specific scenarios, multiple individuals are involved in the generation of data. A prime example of this is car sharing, wherein the data is generated by the car manufacturer, the car sharing provider, and the user.130

Access to the product data or related service data should only be granted to the user upon explicit request.131 This can be implemented by means of a request procedure.132

The sphere of the user also includes the data subject within the meaning of Art. 4 No. 1 GDPR. It may or may not be the same person as the user.133 If the user and the data subject are different, the user assumes the role of controller in accordance with Art. 4 No. 7 GDPR.134 This is because the assertion of the right of access by the user results in data processing in accordance with Art. 4 No. 2 GDPR.135

bb) Data holder, Art. 2 No. 13 DA

Data holder is defined in Art. 2 No. 13 DA as a natural or legal person that has the right or obligation, in accordance with this Regulation, applicable Union law or national legislation adopted in accordance with Union law, to use and make available data, including, where contractually agreed, product data or related service data which it has retrieved or generated during the provision of a related service.

In contrast to the English version of the Data Holder, the legal definition of the data holder according to the German translation of the Data Act can - as has already been criticised in the literature - give the impression that it is only about data that was retrieved or generated during the provision of a related service, which means that product data from connected products falls outside the scope.136 Furthermore, it is criticised that, according to the German definition, product and related service data incorrectly only appear to be relevant in the context of a contractual agreement.137 Therefore, according to the English wording, a data holder under Art. 2 No. 13 DA is a person who has the right or obligation to use and provide data, including - if contractually agreed - product data or related service data that they have retrieved or generated during the provision of a related service.138

The definition of data holder has also been heavily criticised elsewhere for its lack of precision and circularity:139 For example, an authorisation or obligation is assumed under applicable Union law, but this is only determined by the DA.140 In order to determine the data holder, it will therefore be necessary to look at who has de facto control over the data.141 Although it does not matter who manufactured the software or hardware142, in practice, the manufacturer of the connected product will regularly be the data holder, as it has control over the technical design of the product.143 Control over the technical design was a feature of the data holder that was still provided for in the Commission's draft DA, but this does not necessarily mean that this is a deliberate departure from de facto control as a limiting feature.144 However, without a de facto possibility of access, the categorisation as data holder is unlikely, as a possibility of control by the data holder is implicitly assumed in Art. 4(1) and Art. 5 (1) DA.145 In this context, the question of the extent to which technical obstacles to performance affect categorisation as data holder is also raised.146

However, it is also conceivable that a company that offers a service associated with a connected product, i.e. an related service, is the data holder.147

cc) Data recipients and third parties, Art. 2 No. 14 DA

According to the legal definition of Art. 2 No. 14 DA, a data recipient is a natural or legal person, acting for purposes which are related to that person’s trade, business, craft or profession, other than the user of a connected product or related service, to whom the data holder makes data available, including a third party following a request by the user to the data holder or in accordance with a legal obligation under Union law or national legislation adopted in accordance with Union law. In contrast to the user and the data holder, data recipients therefore have no relationship to the connected product or the related ser-vice.148 According to the definition, data recipients cannot be consumers, as a commercial, business, craft or professional activity is always assumed.149

As indicated by the wording, the DA stipulates a distinction between the data holder and the data recip-ient, who, by definition, should not be the same individual. Instead, the legislation outlines the require-ment for a relationship to be established between these two parties.150 Art. 8 DA deals in more detail with the conditions under which data holders provide data to data recipients. The data recipient is there-fore the party who receives data from a data holder at the request of the user.151 Since a data holder retrieves or generates its own data in accordance with Art. 2 No. 13 DA by virtue of de facto control152 - and thus controls it in this respect - it cannot therefore receive this data in accordance with Art. 2 No. 14 DA. Within the context of a single legal relationship, it is therefore not possible for a data holder to concurrently serve as a data recipient.153 The situation is only different if a data holder is provided with other data by another data holder at the request of a user: Then the legal nature of the data holder ceases to apply to this relationship and he becomes the data recipient, Art. 2 No. 14 DA.

At the request of the user, certain data may be provided to a third party.154 In this particular instance, the third party is considered to be the data recipient, as outlined in Art. 2 No. 14 DA.155 The term data recipient also includes third parties to whom data is provided in accordance with a legal obligation under other Union law or under national legislation adopted in accordance with Union law (Art. 2 No. 14 DA).156

dd) Manufacturer

The term "manufacturer" is not legally defined, but is assumed in various regulations.157 However, the recitals offer some insights into this matter, stating that the manufacturer exercises control over the design and development of the connected product or related service and therefore plays a pivotal role in the generation of IoT data.158 Based on the recitals, the manufacturer is therefore the legal or natural person who develops and designs a connected product and can influence the design of the product by virtue of factual or legal relationships.159

ee) Contractual partner of the user

Contractual partners of the user play a comparatively subordinate role in the personal structure of the Data Act. They may be the seller, lessor or lessee of a connected product or a related service. According to the wording of Art. 3(2) DA, the legislator assumes that the contractual partner and the manufacturer can be identical. Only the legal relationship with the user is likely to be decisive for determining the user's contractual partner.160 The information obligations of Art. 3(2), (3) DA apply to them.

3. Rights and obligations of data holders, users and data recipients

a) Introduction

The core of the Data Act consists of the rights and obligations of the parties involved with regard to the access, use and transfer of data (Chapters II, III, IV, X DA). The relationships between data holders, users and data recipients can be summarised as follows:161
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All of these persons can - and are authorised to - use, request or pass on the data concerned in accordance with the requirements of the Data Act. The following description attempts to illustrate their rights and obligations to the data concerned and between each other in accordance with the underlying concept of the Data Act: Firstly, the data holder has de facto control162 over the data generated163 . They are also at liberty to utilise the data, provided that a contract is in place with the user.164 In contrast, the user pos-sesses comprehensive authorisation to utilise the data.165 However, in order to access the data, they must be granted access by the data holder. At the request of the user, data recipients can also be granted access to the data in question. If a dispute arises over the individual legal relationships, the Data Act provides for dispute resolution procedures before so-called dispute resolution bodies.

b) Obligations of the data holder when using the data

The principal objective of the Data Act is to grant the user of a connected product or related service greater autonomy in the management of data generated through its utilisation.166 The starting point is initially the de facto control of the data holder over the generated data.167 This corresponds to previous industry practice, as manufacturers can freely dispose of all generated data through design decisions.168 The legislator did not aim to exclude the control of the data holder by granting the user absolute rights of access and use.169 In this respect, a decision was made at the executive level against recognising so-called data ownership170.171 Instead, the user is granted access to the data alongside the data holder, either through direct access (so-called accessibility-by-design, Art. 3(1) DA) or through access on request (Art. 4(1) DA). The Data Act does not stand in the way of the data holder's technical data sover-eignty.172 Some even have interpreted the regulation as an endorsement.173

It is imperative to establish the extent to which the data controller may utilise the data, and the purpose for which this utilisation is intended. In principle, the data holder may only use available, non-personal data without further ado on the basis of a contract with the user in accordance with Art. 4(13) DA. The data may only be made available to third parties in accordance with Art. 4(14) DA for the fulfilment of the contract with the user. The data holder may contractually prohibit third parties from re-disclosing the data, Art. 4(14) DA. In addition to the Data Act (Art. 1(5) DA, the requirements of Art. 6(1) GDPR apply to personal data due to the application of the GDPR.

In the following, the use of the data by the data holder will be analysed in more detail on the basis of practical questions. De facto, the data holder has control over the data. However, a user agreement pur-suant to Art. 4(13) DA is required for its use (see 3.b)aa)); the deletion of the data can also be categorised as use in the broadest sense.174 Whether the data holder is authorised to delete data or obliged to store data without an express agreement must also be discussed (see 3.b)bb)). Finally, the question arises as to which technical protective measures data holders can take (Art. 11 DA) in order to protect their own use of the data and their other interests (see 3.b)cc)).

aa) Usage agreement requirement for readily available data (Art. 4(13) DA)

According to Art. 4(13) DA, the usage agreement requirement only applies to readily available data. According to Art. 2 No. 17 DA, this refers to data that a data holder lawfully obtains or can obtain from the connected product or related service without disproportionate effort. Data that is not stored or trans-mitted outside of the components generating it or the product as a whole is not intended by the legislator to be readily available data.175 Any other categorisation would appear to be inappropriate anyway, at least with regard to the usage agreement requirement under Art. 4(13) DA, as the data holder cannot use data that they cannot retrieve from the device.

The criterion of "without disproportionate effort" is unlikely to be of particular importance in the context of Art. 4(13) DA; rather, it is unclear why the data holder should be allowed to use data that is difficult to obtain without a user agreement. This feature is more likely to be relevant for the data disclosure request pursuant to Art. 4(1) DA.176 As a result, according to the view expressed here, the use of all generated, accessible (non-personal) data by the data holder requires the consent of the user in the form of a contract.177

(1) Buy-out contracts

Cases are conceivable in which the data holder only provides the connected product or only grants the user use of the service if the user in turn authorises full use of the data within the meaning of Art. 4 (13) DA (so-called buy-out contracts).178 The situation is exacerbated if this contract extends to the sale of the generated data.179

The Commission's draft was criticised for not adequately addressing the problem of buy-out contracts.180 According to the Commission's draft, the data holder would be free to unilaterally impose such con-tracts.181 Corresponding measures were not included in the final version of the Data Act. This means that, for example, sales contracts for connected products that are linked to comprehensively granted rights of use and sale are legally permissible under current law.182

(2) Statement

Buy-out contracts appear to be an obstacle to far-reaching protection of user interests, particularly in the B2C business.183 Originally, the Commission identified "fairness in the digital environment"184 and con-sumer participation rights as objectives.185 Recital 5 DA also speaks of "[preventing] the exploitation of contractual imbalances that hinder fair access to and use of data". Recital 1 DA, however, indicates an intention to promote sustainable economic growth through more data utilisation in general. With the Data Act, the Commission wanted to keep investments in the development of connected products attractive.186 The Data Act is to be understood as a strongly commercially motivated regulation.187 While buy-out contracts are likely to be difficult to reconcile with the prohibition of discrimination in Art. 7(2) DA, because they disadvantage the user by depriving him of the opportunity to negotiate the rights to the data generated by him under better conditions, they promote the economically lucrative use of data by the data holder.188 The Data Act therefore falls short of its expectations with regard to the specifically formulated goal of "fairness in the digital environment"189, at least in the B2C sector.

In business transactions, on the other hand, there is no or at least less informational and behavioural inequality.190 In some cases, it is even assumed that the product manufacturer is in a weaker position in contract negotiations.191 In any case, there is no recognisable objective reason to consider buy-out con-tracts in B2B transactions to be inadmissible in contrast to B2C transactions.

If one of the contracting parties is a consumer, in particular the user, the current version of the Terms Directive192 applies (Art. 1(9) DA)193 and sets limits to the contractual freedom of the data holder. In the B2B context, Art. 13 DA applies.

bb) No authorisation for deletion of the data by the data holder

Deletion of data is a special form of data utilisation in the broadest sense.194 Whether data holders are authorised to erase data beyond Art. 4(13) DA is not directly apparent from the text of the regulation. The question of an authorisation to erase data is of significant practical relevance, as an absence of such authorisation effectively obliges the storage of data.

In the Commission's draft of the Data Act, the holder of non-personal data was anyone who can provide it to others.195 This would have allowed the data holder to release themselves from their obligations by deleting the generated data, as the Commission's draft did not provide for an obligation to store the generated data.196

The final version of the Data Act defines data holder in Art. 2 No. 13 DA differently than in the draft: the status of data holder is only linked to the legal obligation to provide data. The reasons for the legis-lator's decision to reorganise the standard remain unclear. However, it is evident that the final legal definition is considerably more compact. This suggests that the objective may have been to enhance the clarity and accessibility of the provision for those who are tasked with the application of the law. On the other hand, entire elements of the offence have been omitted - at least in the wording.

The Data Act does not affect national contract law.197 If the legislator had intended to amend the regu-lation not only editorially but also in terms of substantive law through the reorganisation, liability for damages under national contract law198 would be possible. This would result in the data holder being unable to evade at least secondary liability, which would appear to be in the interests of the data holder, as he is no more worthy of protection in the event of wilful or negligent deletion of the data than the holder of the199 right to data access that expires as a result. Originally, Specht-Riemenschneider had proposed a user's right to data access prior to erasure.200 However, her underlying criticism of the lack of legal consequences of an unauthorised release of the data holder from liability was addressed by enabling secondary liability.

Overall, it can be assumed that in the final Data Act, the deletion of data by the data holder is not permitted, at least immediately after it has been generated. The wording has now been clarified. The data holder is the party that generated the data (Art. 2 No. 13 DA). Moreover, the purpose of user data access would be undermined if the law permitted immediate erasure. In the event of culpable deletion, the data holder is liable.

cc) Technical protective measures, Art. 11 DA

The data holder is entitled to protect itself against unauthorised access to data and violations of Art. 5, 6, 8 and 9 DA by applying suitable technical protection measures (Art. 11(1) DA). However, the provision is not intended to extend the far-reaching possibilities of the data holder to protect his interests; rather, it is intended to set limits to them.201 Of particular relevance in this context is Art. 11(1) DA, which prohibits technical protection measures that treat data recipients differently or restrict the rights of users.202 A distinction must be made between technical protection measures pursuant to Art. 11(1) DA and technical and organisational measures for the protection of trade secrets (Art. 4(6) DA).203

Art. 11(1) DA cites smart contracts204 and data encryption as examples of permissible protective measures.

If the user violates his obligations under Art. 11(3) DA, the data holder can demand the deletion of the data obtained in this way (Art. 11(3), (2)(a) DA). If the user has gained knowledge from the data and used it to develop a product, the data holder can demand the cessation of the production of the product and the destruction of any stocks (Art. 11(3), (2)(b) DA); the injured party, usually the data holder, must be compensated (Art. 11(3), (2)(d) DA).205 In contrast, Art. 11(2) DA does not contain any claim for the recall of goods placed on the market or regulations regarding data that has already escaped the access of the unauthorised data recipient. This results from the non-absolute effect of the data holder's rights to the data.206

The measures pursuant to Art. 11(2) DA are also available to the data holder if technical protection measures or technical and organisational measures for the protection of business secrets207 are changed or cancelled or not maintained. The rights of the data holder pursuant to Art. 11 DA cannot be deviated from to the detriment of the data holder (Art. 12(12) DA).

c) Use of the data by users

The Data Act pursues a user-related concept - the user bears the risks of using connected products and utilising related services and should therefore also benefit from their digitalised user actions, which are represented by IoT data.208 Users must therefore have a claim against the holders of the data to the provision of the same to themselves or to third parties.209 Conceptually, the Data Act pursues a dual  data access model for the user: Data access is either by virtue of (technical) design (Art. 3(1) DA) or at the simple request of the user by electronic means (Art. 4(1) DA). Access can mean, for example, the transmission of a copy of the data or a transmission in real time.210 With regard to the issue of access rights, the distinction between intentional and indirect generation of data is irrelevant; even data gener-ated during inactivity is subject to the requirements of usability.211 However, data that has been derived, for example by combining several sensor signals into an overall image, is exempt from this requirement. The interpretation through such a combination creates its own added value (worthy of protection).212

The Data Act does not explicitly regulate any specific data usage authorisations for users.213 However, the user should be free to use the data for any lawful purpose.214 The user may even pass the data on to third parties.215 According to Art. 4(10) DA, however, there is a non-compete obligation on the primary market with regard to the data obtained.216

Small and medium-sized enterprises (SMEs) are exempt from the obligation to utilise the data in accordance with Art. 7(1) DA.

To summarise, the user - unlike the data holder - is not subject to any restrictions when using the data, provided the data is not used for the development of competing products or the data holder's business secrets are not affected.

aa) Data access by design, Art. 3(1) DA

According to Art. 3(1) DA, connected products shall be designed and manufactured, and related services shall be designed and provided, in such a manner that product data and related service data, including the relevant metadata necessary to interpret and use those data, are, by default, easily, securely, free of charge, in a comprehensive, structured, commonly used and machine-readable format. Where relevant and technically feasible, direct access must be provided.

Unlike most other obligations under the Data Act, the design obligation under Art. 3(1) DA applies to the manufacturer, who is not necessarily the subsequent data holder.217 As there does not have to be a contract between the manufacturer and user, Art. 3(1) DA creates a legal obligation.218 So-called by-design regulation models are already familiar from European data protection law.219 In light of this, however, there are considerable differences: unlike Art. 25(1) GDPR, for example, Art. 3(1) DA does not intend to protect against risks to the rights and freedoms of natural persons through the technical design of connected products and related services.220 Rather, Art. 3(1) DA establishes a legal model in the sense of a default221 for efficient data access: in the best case scenario, users should be able to retrieve the relevant product and related service data from the corresponding product or service without any further intermediate step.

The so-called accessibility-by-design regulation in the Data Act is therefore a completely new instru-ment, the practical effects of which are difficult to predict. However, the vagueness of the data access modalities could mean that the product concept does not change significantly.222 This is particularly true because Art. 3(1) DA makes direct data access dependent on technical feasibility. However, Art. 3(1) DA does not specify when direct data access is technically feasible. Technical feasibility can therefore be regarded as a legal and factual limit to data access by design, which is likely to weaken rather than strengthen the position of the user.223

Finally, the data must be available in the same quality as for the data holder, at the latest upon request of the user (Art. 4(1) DA).224 Unlike Art. 4(1), 5(1) DA, Art. 3(1) DA does not regulate access to data in real time.225

(1) Legal consequences of a breach of duty

The legal consequences of a breach by manufacturers of their legal obligations under Art. 3(1) DA remain unclear. These arise implicitly from national contract law.226 Since the standard does not contain any provisions on this either, the burden of proof for a breach of the standard is probably on the user in accordance with the general provisions.227 This suggests that the standard is merely appellative in nature.228 A judicial review of the obligation under Art. 3(1) DA could ultimately be limited to proven violations: Deleting the data before the user can request access in accordance with Art. 4(1) DA would undoubtedly be in breach of duty.229 In essence, Art. 3(1) DA is therefore intended to protect the enforceability of data access claims under Art. 4 et seq. DA.

According to Art. 7(1)(d) Directive 2019/771/EU230 (or Art. 8 (1)(b) Directive 2017/770/EU), the seller of a product designed in violation of Art. 3(1) DA could be held liable for defects.231 According to Art. 18 Directive 2019/771/EU232, the seller would in turn be able to take recourse up to the manufac-turer.233 Due to the vagueness of Art. 3(1) DA and the linking of Art. 7(1)(d) Directive 2019/771/EU to what can reasonably be expected, customary practice is of great importance here. Only the European Court of Justice can ultimately clarify what is to be understood by this in individual cases. Because Art. 3(1) DA can be seen as a rule of market behaviour,234 liability under competition law pursuant to § 3a UWG is also conceivable.235

(2) Direct access where relevant and technically feasible, Art. 3(1) DA

In instances where relevant and technically feasible (Art. 3(1) DA), the user must be granted direct access by the manufacturer. If direct access is not relevant and feasible, the data access claim pursuant to Art. 4(1) DA applies. Direct data access and the right to data access are mutually exclusive.236 The data access claim is also the legal consequence of a breach of a direct access obligation pursuant to Art. 3(1) DA.237

Direct access in accordance with Art. 3(1) DA must not be misunderstood as an assignment of the data to the user. The data is and remains technically and factually assigned to the data holder by the Data Act; the data holder continues to have so-called de facto control over the data.238 Rather, the de facto control of the data holder is limited by the provisions in favour of the user, even though the user must take action himself to exercise his rights.239 The legislator assumed that data would only be made avail-able if the user actually requested access.240 Models such as easy-to-use241 user interfaces or the storage of data on user-accessible servers or the device itself are possible.242 The Data Act leaves unanswered the question of which view is relevant for categorising access as direct in accordance with Art. 3(1) DA. Depending on whether it is the average user in the form of a consumer or the technically qualified expert that is relevant, the legal consequence, i.e. the mode of access to be granted, differs considerably.243

What needs to be clarified is what relevance and technical feasibility mean within the meaning of Art. 3(1) DA.

The legislator has used a legal concept similar to technical feasibility in Art. 20(2) GDPR. According to this, data must be transmitted directly to a controller within the meaning of the GDPR insofar as this is technically feasible. As with Art. 20(2) GDPR, the obligation under Art. 3(1) GDPR is free of charge. Therefore, the legal term in question for objectively unusual modes of provision or data formats must be interpreted more narrowly.244 On the other hand, the use of common file formats or low-friction provision via the internet, for example by cloud providers, objectively speaks in favour of technical feasibility.245

Subjective circumstances such as the size and capacity of the data holder (or controller) are increasingly being cited for considerations in the context of Art. 20(2) GDPR.246 In any case, subjective aspects cannot be disregarded in the required overall assessment. However, they open up a very narrow case-by-case assessment that could make the enforceability and practical significance of the right to direct access under Art. 3(1) GDPR significantly more difficult.247

In addition, the characteristic of relevance must not be neglected. Direct data access should be consid-ered particularly relevant where it is closely related to the purposes of data access: better use of devices or services,248 the strengthening of a secondary market in favour of users,249 the promotion of innova-tion250 and the development of a new data economy.251

(3) Duty to inform, Art. 3(1), (2),(3) DA

The data holder's duty of conception (Art. 3(1) DA) is flanked by extensive information obligations pursuant to Art. 3(2) and (3) DA. The user has a claim against the contractual partner to a pre-contrac-tual, one-off provision of information. The information that must be provided prior to the conclusion of the contract depends on whether it is a contract for connected products (Art. 3(2) DA) or related services (Art. 3(3) DA). In most cases, the user's contractual partner will be a (wholesale) trader, not the data holder itself.252 In particular, it is essential for the enforcement of other user rights that the contractual partner informs the user of the identity of the data holder.253 In practice, compatibility with consumer contract law, which is not affected by Art. 1(9) DA, could prove difficult.254

bb) Data access claim of the user for readily available data, Art. 4 DA

Pursuant to Art. 4(1) DA, the data holder is obliged, at the request of the user, to provide the user with the readily available data if the user cannot obtain it directly from the product or service (Art. 3(1) DA). A transfer of the statutory data access claim is not possible in accordance with its meaning and pur-pose.255

(1) Provision modalities

The provision must be simple, secure, free of charge and, where relevant and technically feasible, con-tinuous and in real time. As far as possible, data must be provided in the same quality as for the data holder.256 The legal terms used must be interpreted independently of national law.257

It does not matter whether the data is actually made available to the user or whether access to a computer belonging to the data holder is set up.258 However, this so-called in-situ access259 means a significant additional effort for the user.260 Continuous real-time in-situ access would probably be easy for the data holder to realise. On the other hand, application programming interfaces (APIs) offer direct access and are also preferable in terms of interoperability.261 As a result, in-situ access should therefore be possible, but the exception. Otherwise, the promotion of innovation and a secondary data economy would be significantly hindered.262 This position is further reinforced by the specific wording of recital 22, which uses the permissive form "may". In addition, in-situ solutions harbour the risk that the data holder mon-itors the use of the data on its server and gains competitive advantages over users and third parties.263 A judicial clarification to the effect that in-situ provision is regarded as the standard model also appears conceivable.264

(2) Concept of readily available data

As with the requirement for a user agreement (Art. 4(13) DA),265 the right to data access is linked to the legal concept of readily available data (Art. 2 No. 17 DA).266 The user can only request access to such data in accordance with Art. 4(1) DA. It can be concluded from the parallel that data used by the data holder can be the subject of a request for access.

Concerning the second alternative of readily available data under Art. 2 No. 17 DA, issues of certainty emerge, specifically in relation to the data that the data holder is capable of obtaining. In this case, as opposed to the first alternative and thus also in the context of Art. 4(13) DA,267 the characteristic of not disproportionately high effort is important. This is because the user should also be able to request access to data that the data holder has not yet received, but can do so without disproportionate effort.268 What constitutes a disproportionate effort can only be determined on a case-by-case basis.

In addition, as in the context of Art. 4(13) DA, data that was not designed to be stored or transmitted outside the component generating it or the product as a whole is excluded.269

A restriction of access can only be contractually agreed if the processing of the data affects the legally defined safety requirements of the connected product and this could lead to serious effects on the health or safety of natural persons, Art. 4(2) DA. In the event of a complete refusal of disclosure by the data holder, the data holder must inform the competent authority (Art. 37 DA). The user can lodge a com-plaint against unauthorised restrictions (Art. 4(3)(a) DA) or agree that a dispute resolution body will deal with the matter (Art. 4(3)(b) DA).

The exercise of the rights under Art. 4 DA must not be made unreasonably difficult for the user by the data holder. An unreasonable impediment exists, among other things, if the user is offered choices in a non-neutral manner, Art. 4(4) DA.

(3) Separation of producer and data holder

Data holders and manufacturers are usually, but not always, identical.270 It is unlikely that data will be generated by a connected product and collected in a system that is controlled by a third-party data holder who is not the manufacturer.271 If the manufacturer and data holder are not identical, the following prob-lems arise:

According to the legal definition in Art. 2 No. 13 DA, the data holder can be anyone who is only authorised to use the data but cannot provide it. In order to hand over the data to the user, which the data holder is obliged to do at the request of the user in accordance with Art. 4(1) DA, the technical support of the manufacturer may be required.272 However, the Data Act does not contain an explicit obligation for the manufacturer to do so.273

It is possible that the characteristic of availability will now become significant without further ado. Data that the holder can only obtain with the assistance of the manufacturer, but which the latter refuses to provide due to a lack of legal obligation, would not be readily available under Art. 4(1) DA. Therefore, the data holder would not be obliged to hand it over. However, this would mean that the loophole in the Data Act would be to the detriment of the user. The manufacturer could evade a data disclosure claim by using a data holder without the possibility of making the data available. In the sense of a secondary market, as intended by the Data Act, this could274 not be intended by the legislator.

A broad interpretation of Art. 3(1) DA could offer a solution: For example, it could be argued that a model that immediately fulfils the user's rights excludes comprehensive access by the user, but that this would have to be taken into account in the production and design in accordance with Art. 3(1) DA. As a legal consequence, recourse by the user to the manufacturer or a (third-party) effect of the standard in the relationship between the manufacturer and the data holder would be conceivable in individual cases. If the manufacturer transfers data management to a data holder, this is usually done on the basis of a contract. An enabling obligation could be inferred from this by interpreting it in the light of Art. 3 (1) DA.

Ultimately, it is highly unlikely that uncertainties will arise to the detriment of the user in circumstances where producers and data holders diverge, due to the unambiguous nature of the Data Act, at least in terms of its aim of ensuring the free flow of data.275

(4) Checking the user status

If a person requests access to data in accordance with Art. 4(1) DA, the data holder must check whether they are also the user within the meaning of Art. 2 No. 12 DA. However, the data holder may only request the necessary information for this purpose (Art. 4(5) DA). This means that data holders may at least not make it difficult to establish the identity through active behaviour.276 According to the recitals, user identification should generally take place via a user account.277

If several individuals are users within the meaning of Art. 4(1) DA, the effort required to establish iden-tity increases.278 In particular, checking which individual has generated the data in question through their use of a connected product or service (Art. 2 No. 15, 16 DA) can be very time-consuming.279 This argues in favour of interpreting the concept of user more narrowly based on interests: in individual cases, it depends on who has a legitimate interest in the data.280 For example, if an employee is travelling by car in his employer's car, only the latter would be a user within the meaning of Art. 4(1) DA.281 In case of doubt, however, the legislator also considers cases of multiple users possible, for example in the case of car-sharing services.282 According to Art. 4(5) DA, the data holder remains obliged to assess whether a legitimate interest exists.

Art. 4(5) GDPR is also related to Art. 4(12) GDPR. According to this, the data holder may also provide the user with personal data generated during the use of a connected product or related service if a valid legal basis pursuant to Art. 6 GDPR exists and, if applicable, the requirements of Art. 9 GDPR and Art. 5(3) ePrivacy Directive283 are met. However, Art. 4(5) DA and Art. 4(12) DA do not contain any specific information on how the verification, including the examination of the legal basis, is to be carried out in accordance with the GDPR. The requirements for verification criteria require a proportionate balance to be struck between ease of access and the prevention of abuse. If the competent authorities set high requirements for verification in relation to both the Data Act and the GDPR, data holders will find themselves in an almost irresolvable conflict of objectives, as the following example illustrates: As part of the verification process, the data holder could require the user to scan their rental agreement and submit it via an app for verification, assuring that they are an authorised user. The data holder would then check the validity of the rental agreement, which is difficult and time-consuming in mass transac-tions. Only after a positive check result would the user be able to request data transfer; this check would have to be repeated regularly. This example illustrates that strict application of the Data Act and the GDPR could result in prohibitively high hurdles for the user, forcing them to refrain from requesting the provision of data.

(5) Handling of business secrets, Art. 4(6) – (9) DA

According to Art. 4(6) DA, trade secrets are protected and only disclosed if the data holder and the user have taken all measures necessary to protect the confidentiality of the trade secrets, in particular vis-à-vis third parties, prior to disclosure. The determination of which data are considered to be trade secrets is made by the proprietor of the trade secret (Art. 4(6) DA). In accordance with the provisions of the Data Act, the data holder is typically designated as the data proprietor.284

(a) Definition of trade secret

In accordance with Art. 2 No. 18 DA, the definition of a trade secret is based on Art. 2 No. 1 of Directive (EU) 2016/943 (Directive on the protection of confidential know-how and business information (trade secrets) against their unlawful acquisition and unlawful disclosure; hereinafter referred to as "Trade Secrets Directive"): Trade Secrets Directive). Accordingly, trade secrets are

Information[s] that fulfil all of the following criteria:

(a) it is secret in the sense that it is not, as a body or in the precise configuration and assembly of its components, generally known among or readily accessible to persons within the circles that normally deal with the kind of information in question;

b) it has commercial value because it is secret;

(c) it has been subject to reasonable steps under the circumstances, by the person lawfully in control of the information, to keep it secret;

The conditions stated in the definition must be met cumulatively.

German law covers information of all kinds, including details, formulas and images.285 The characteris-tic of secret information depends on the practical possibility of access for groups of people who usually process this type of information.286 The economic value of information is determined by its relevance to economic or corporate strategy.287

(b) Burden of proof of the trade secret holder, Art. 4(6) DA

The data or trade secret holder identifies the data protected as a trade secret, Art. 4(6) DA. The disclosure requirements for the existence of such data are low, as premature publication of data classified as a trade secret can have serious economic and legal consequences. Under the Trade Secrets Directive, the requirements for demonstrating the existence of trade secrets for applications for procedural protective measures are also set low, meaning that a prima facie case would already exceed the requirements. It would be a contradiction in terms to set higher requirements for the presentation of trade secrets under the Data Act, which refers to the Trade Secrets Directive via Art. 2 No. 18 DA.288

(c) Disclosure under technical and organisational measures, Art. 4 DA

Data that constitutes business secrets may only be disclosed subject to the necessary technical and  organisational measures (TOMs). This is intended to ensure that the confidentiality of business secrets is maintained, particularly vis-à-vis third parties.289

The TOMs required by the user to ensure confidentiality are the subject of an agreement between the data holder or the holder of the trade secret and the user, Art. 4(6) DA. The TOMs must meet the stand-ards of appropriateness. The indeterminate legal concept of adequacy is concretised by standard exam-ples (Art. 4(6) DA). The vagueness of the term also leads to uncertainties with regard to confidentiality agreements between data holders and data users.290 It remains unclear who should draw up the confi-dentiality agreement and which modalities must be adhered to.291 The question arises as to how far-reaching such agreements can be.292 In practice, the model contractual clauses to be drawn up by the Commission in accordance with Art. 41 DA will be of decisive importance.293

According to Art. 4(7) DA, the data holder has the right to refuse or subsequently suspend the disclosure of data classified as trade secrets. The prerequisite for this is that the agreed TOMs have not been ad-hered to, none were agreed in the first place or the confidentiality of the trade secret has nevertheless been breached. If the data holder decides to refuse or suspend the disclosure, it is obliged to duly justify its decision and to inform the user of this in writing without delay (Art. 4(7) DA). In addition, a notifi-cation must be issued to the designated competent authority in accordance with Art. 37 DA. This noti-fication must include, among other things, information regarding the trade secret that has been compro-mised (Art. 4(7) DA).

A refusal of the data access request is also possible if the data holder can prove that, despite the agree-ment of the necessary TOMs in accordance with Art. 4(6) DA and compliance with them by the user, he would have to fear serious economic damage if the data were passed on (Art. 4(8) DA). The Data Act already assumes from its wording ("in exceptional circumstances") that a right of refusal under Art. 4(8) DA is the glaring exception. As a rule, the regime of Art. 4(6), (7) DA applies. Even in the event of a refusal pursuant to Art. 4(8) DA, the data holder must submit the reasoned decision to the user in writing and inform the designated competent authority pursuant to Art. 37 DA. In contrast to a refusal under Art. 4(7) DA, the reasons must be based on objective facts. As standard examples of this, Art. 4(8) DA cites the enforceability of the protection of trade secrets in third countries, the type and degree of confidentiality of the requested data and the uniqueness and novelty of the connected product.

Complaints and dispute resolution are admissible against the refusal of disclosure, Art. 4(9) DA.294 The designated competent authority decides with effect for and against the parties whether and under what conditions the data will be disclosed. Art. 33 DA allows Member States to adopt supplementary provi-sions on the protection of trade secrets.295

cc) Prohibition of data misuse, Art. 4(10) DA

Art. 4(10) DA limits the use of data obtained. The user may not use the data received from the data holder in accordance with Art. 4(1) DA or pass it on to third parties in order to develop a connected product in competition with the contractual connected product. Furthermore, the user is prohibited from utilising or transmitting data for the purpose of drawing conclusions regarding the economic situation, assets and production methods of the manufacturer (of the contractual connected product).

However, commercial use of data by the user is not excluded per se. In principle, the user may use the data provided to him under Art. 4(1) DA for both commercial and non-commercial purposes.296 Subject to compliance with the provisions of data protection law (Art. 1(5) DA), there is nothing to prevent the data from being commercialised. However, data obtained through the data access claim pursuant to Art. 4(1) DA may not be passed on to gatekeepers within the meaning of Art. 3 DMA.297

dd) Obligation to use devices or services in good faith, Art. 4(11) DA

Users may not gain access to data by coercive means or exploit gaps in the data holder's existing infra-structure to protect the data (Art. 4(11) DA). This means that the user does not have a so-called right to  hack.298 It is true that the prohibition standard is based on the provisions on trade secrets (Art. 4(6) –(9) DA). However, according to its wording, Art. 4(11) DA refers to all data. The provision thus manifests the recognition and protection of the data holder's de facto control over all generated data.299

In order to counteract violations of this obligation, the data holder can take technical protective measures (Art. 11(1) DA).300

d) Use by and provision of data to third parties

The term third party is not defined in the Data Act. However, it can be deduced from the definition of data recipient pursuant to Art. 2 No. 14 DA that a third party within the meaning of the Data Act is defined as an entity that acts for commercial, business, trade or professional purposes. The third party must not be a user, which follows from a reverse conclusion from Art. 5(1) DA ("Upon request by a user"). In contrast to the average user, the third party has an interest in processing the data and the means to do so.301 By utilising the data, for example for the development of innovative products, the third party increases the overall economic potential of the data. The inclusion of third parties in the regime of the Data Act is therefore fundamental to the creation of a European data economy as the central objective of the regulation.302

aa) Provision of data only at the request of the user, Art. 8(4) DA

Third parties are generally prohibited from using the data303, as outlined in Art. 4(13) DA: If the data holder is already prohibited from using readily available data without a contractual basis, this applies a fortiori to third parties not involved in the original value creation process. Furthermore, the system of data access and use claims conclusively regulated in the Data Act also speaks in favour of a fundamental prohibition of use by third parties, as the European legislator has evidently dispensed with such an offence.304

The data initially belongs to the user.305 However, data holders, who generally have de facto control over the data,306 can make the data available to third parties. This must either serve the "fulfilment of their contract with the user"307 as a form of data use by the data holder (Art. 4(13) DA) or the user must have requested the provision (Art. 8(4) DA). If the user has obtained control over the data by design  (Art. 3(1) DA) or by request (Art. 4(1) DA), they may disclose the data to third parties.

bb) Provision of readily available data to third parties at the request of the user,  Art. 5(1) DA

At the request of a user, the data holder must make readily available data and the metadata required for its use available to a third party (Art. 5(1) DA). The user may request data access in favour of the third party that corresponds to their own data access.308 Small and medium-sized enterprises are exempt from the obligation under Art. 7(1) DA.

(1) Modalities of provision, Art. 8 - 13 DA

If the user requests the provision of the data to a third party in accordance with Art. 5(1) DA, the modalities must comply with the requirements set out in Art. 8 et seq. DA must be complied with.

(d) Agreement of appropriate conditions, Art. 8(1) DA

For business relationships between companies in which a data holder undertakes to provide data (Art. 5(1) DA), the Data Act provides for an obligation to contract. As this only applies to business-to-business relationships according to the wording, Art. 8(1) DA cannot be applied if a consumer receives the data.309 If a contract must be concluded in accordance with this provision, the structure for the provision of the data must be agreed. The data must also be provided to the data recipient on fair, reasonable and non-discriminatory terms and in a transparent manner.310 The provision must also be in accordance with Chapter IV DA (Art. 8(1) DA). Art. 8(1) DA thus refers to the control of general  terms and conditions according to Art. 13 DA.311 Since a full review of agreed terms and conditions against the GTC and FRAND standards would be both impracticable312 and generally too broad313, the relationship between the review standards requires special consideration. Art. 13 DA sets substantive requirements on which the effectiveness of the contractual clauses depends.314 However, these require-ments only apply if the clauses were imposed unilaterally (Art. 13(1) DA); there is no such restriction in Art. 8(1) DA. A substantive review based on the FRAND criteria would therefore mean a massive restriction of contractual freedom. However, the legislator wanted to leave the parties free to negotiate the provision modalities in the spirit of private autonomy.315 The FRAND criteria are therefore not designed as substantive effectiveness requirements, but as procedural requirements for the negotiation of conditions as a basis for negotiation or guidance for decisions by dispute resolution bodies (Art. 10(1) DA), courts or authorities.316 If a negotiation fails and, as a result, data is not provided in accordance with Art. 5(1) DA, an authority or court should be able to enforce the provision of data in accordance with FRAND standards.317 In its Huawei decision on telecommunications technology patents, the ECJ set out several FRAND procedural requirements such as information and consultation obligations for patent holders.318 It is unlikely that details of the decision will be applied. However, it can be assumed that the ECJ will also develop procedural requirements for Art. 8(1) DA.319

Art. 8(2) DA declares unfair terms within the meaning of Art. 13 DA to be non-binding.320 This could also be the case if the clause was not determined unilaterally.321 However, Art. 8(2) DA would only apply – even if not expressly so stipulated – to data provision that is mandatory under EU law, for example under Art. 5 DA, but not to voluntary provision.322 This would leave Art. 13 DA with its own scope in line with the intention of the legislator, even if this is very limited. Understood in this way, Art. 8(2) DA is therefore a partial reference to a legal basis.

Bearing in mind the importance of private autonomy in EU law and the element of unilateral imposition, an interpretation as a complete reference323 to all requirements of Art. 13 DA, including unilateral imposition, also appears conceivable. From a systematic point of view, the fact that the preceding first paragraph deals with the FRAND criteria suggests that Art. 8(2)(1) DA does not establish an independ-ent standard of review, but declares unfairness to be an additional FRAND criterion.324 This means that dispute resolution bodies are primarily addressed.325

According to Art. 8(2) DA, the user rights from Art. 3 to 7 DA may not be deviated from to the detriment of the user.

In Art. 8(1) DA, the Regulation refers to the data recipient instead of the third party as in Art. 5(1) DA. This is due to the literal applicability of Art. 8(1) DA to data provision claims from other legal sources.

In the context of a consideration of Art. 8(1) DA in the typical constellation of persons under the Data Act, data recipient and third party can therefore be used practically synonymously.

(e) Prohibition of discrimination, Art. 8(3) DA

The data holder is prohibited from discriminating between comparable categories of data recipients by changing the respective modalities of data provision (Art. 8(3) DA). The data recipient who feels dis-criminated against by the modalities provided by the data holder must be provided with information immediately upon his justified request, which shows that there is no discrimination (Art. 8(3) DA). The burden of proof lies with the data holder, as the data recipient generally has no insight into the typical structures and modalities of the data holder's provision.326

(f) Consideration for the provision of data, Art. 9 DA

Art. 9 DA enables the data holder to agree a consideration for the provision of the data. This must be non-discriminatory and reasonable. The consideration may also include a margin, i.e. go beyond the actual costs of providing the data (Art. 9(1) DA). The consideration may be of a monetary nature, but is not limited to this.

The requirements for non-discrimination can be taken from Art. 8(3) DA.327

The Data Act also does not define what constitutes appropriate consideration. In addition to the measures in Art. 6(2), (3) DA, comparable market prices or market-oriented approaches from practice can also be used for orientation when determining an appropriate consideration.328 This means that the consideration can be based on circumstances such as product development costs, contributions to the generation of the data concerned (both Art. 9(2)(b) DA) or the scope of the data (Art. 9(3) DA).329 It is true that Art. 9 DA does not set a framework for the amount of the consideration, so that this could be unlimited in both directions. However, the requirements of Art. 9 DA prohibit overcompensation, meaning that compen-sation can only be demanded for the provision of the data itself.330 The scope of the compensation can also be limited by regulations of the member states or the Union in accordance with Art. 9(6) DA. This means that the criterion of reasonableness in the context of Art. 9(1) DA is more specific than for the agreement of the provision modalities according to Art. 8 DA.331

In the context of the consideration, small and medium-sized enterprises are also relieved.332 For them, the consideration may not exceed the costs of providing the data, including and in particular the neces-sary costs for formatting the data, processing by electronic means and storage (Art. 9(2)(a) DA), Art. 9(4) DA. The same applies to non-profit research organisations. According to Art. 9(7) DA, the data holder is obliged to provide the data recipient with information that enables him to verify the calculation of the consideration and compliance with the requirements of (1) – (4).

(g) Handling of business secrets (Art. 8(6) DA)

The obligation to provide data does not automatically oblige the disclosure of trade secrets (Art. 8(6) DA). The standard is viewed critically in light of the incentives it creates for the data holder to thwart data access.333

(2) Obligations of third parties who receive data at the user's request (Art. 6 DA)

Third parties who have received data at the user's request are subject to the obligations set out in Art. 6 DA. The provisions in Art. 6 DA are partially mandatory, Art. 7(2) DA. This seems inappropriate, as the potentially most powerful third parties, gatekeepers within the meaning of the DMA, are not addressees of the norm from the outset and users can also be entrepreneurs above the SME threshold.334 However, the wording of Art. 6 DA does not provide a differentiation criterion.

Whether the respective provisions in Art. 6 DA constitute mandatory law must be determined by way of interpretation, in the context of which the meaning and purpose of the provision is of decisive importance.335 Art. 6(1), (2)(a), (b) DA are probably mandatory.336 On the other hand, it is not clear why the user should not be able to dispense with the protection of Art. 6(1), (2)(c), (f) DA. These provisions are therefore dispositive.337 Since otherwise the purpose of Art. 5(3) DA would be undermined, Art. 6(2)(d) DA should be a mandatory provision.

(a) Individual obligations of the third party

Like the user, the third party may not use coercive means or exploit loopholes in protection in order to gain access to data (Art. 5(5) DA). According to Art. 6(1)(a) DA, the third party is obliged not to make it excessively difficult for the user to exercise his rights under Art. 5 and 6 DA, for example by deception or manipulation. This provision is intended to provide far-reaching protection for the autonomy of the user.338

The third party is prohibited from using the data provided for profiling purposes, with the exception of the necessity to provide the service requested by the user (Art. 6(2)(b) GDPR). This is specified in recital 39, which states that processing activities must be strictly necessary to provide the service, including in the context of automated decisions.

The third party is obliged not to use the data received to develop a product that is in competition with the product from which the data originates or to pass the data on to other third parties for this purpose.

The product data may also not be used to gain insights into the economic situation or production methods of the holder (Art. 6(2)(e) DA). However, innovative connected products or related services may be developed using the data provided as long as no competing connected product is developed as a result.339 In this way, the promotion of innovation on the aftermarket is encouraged.340 However, it remains unclear in several respects when a competing connected product is involved: for example, the question arises as to whether data from a refrigerator may be used for the development of an icebox, whereby this problem also arises analogously for the use of data from a car for the development of a lorry. It is also unclear whether data from a discontinued model may be used for the development of a future model. Furthermore, it remains unclear whether data from a product manufactured within the EU can be used for a comparable product in a third country, such as China.341 Similar uncertainties exist with regard to the use of data from a conventional product for the development of a product based on artificial intelli-gence or for the mere improvement of a competing product. Finally, the question arises as to whether a review of the origin of the data is necessary in the context of a company acquisition.

Art. 6(2)(f) DA obliges the third party to ensure that the use of the data does not adversely affect the security of the connected product or related service.

In addition, the third party is obliged to take all measures agreed in accordance with Art. 5(9) DA to protect business secrets and to maintain the confidentiality of business secrets (Art. 6(2)(g) DA).

The Data Act standardises an obligation for the third party to delete data in Art. 6(1) GDPR; this is based on Art. 17 GDPR. The third party is obliged to erase the data as soon as it is no longer required to fulfil the agreed purpose.342

(b) Re-disclosure of data to other third parties, Art. 6(2)(c) DA

In principle, third parties are prohibited from passing on the data to another third party, unless the pro-vision is based on a contractual agreement with the user (Art. 6(2)(c) DA). In addition, the other third party must also take all necessary measures to ensure the confidentiality of business secrets (Art. 6(2)(c) DA). Art. 6(2)(d) DA imposes the obligation not to disclose data to gatekeepers within the meaning of Art. 3 DMA. Thus, the prohibition of disclosure from Art. 5(3) DA is stringently continued.343 However, it can be deduced from the system of Art. 6 that Art. 6 (2)(c) DMA exclusively refers to the data that is made readily available in accordance with Art. 5(1) DMA.344 If the data holder himself provides data to third parties, he may contractually oblige them not to disclose the data again (Art. 4(14) DA). The word-ing of the provision ("where appropriate" instead of, for example, "the data holder may") suggests that there may be an obligation to enter into such a contractual agreement when sharing data. In any case, the standard emphasises that Art. 6(2)(c) DA cannot apply to direct transfers by the data holder on the basis of the contract with the user. It seems logical to assume an obligation to agree on a prohibition of disclosure if the contract with the user does not contain any authorisation for repeated data disclosure. However, it is not necessary to expressly provide for repeated disclosure. For example, the contractual authorisation of the data holder to sell the data by the user would probably imply that the data acquirer may freely use the data, i.e. also pass it on.345

(3) Exclusion for gatekeepers (Art. 5(3) DA)

Companies that have been designated as gatekeepers in accordance with Art. 3 DMA are excluded from this possibility.346 According to Art. 5(3)(b) DA, they are not authorised to request users to provide data to them within the meaning of Art. 5(1) DA; the same applies to data access according to Art. 4(1) DA. On this point, the Data Act admittedly lacks stringency and regulatory density, as there is no provision for a ban on gatekeepers receiving (directly) accessible data from users by design (Art. 3(1) DA). There is also no prohibition on the direct transfer of data from the data holder to a gatekeeper.347

Gatekeepers are companies with a significant influence on the internal market that provide a centralised platform service that serves as the main gateway for commercial users to access end users and that have an established and lasting position with regard to their activities or it is foreseeable that they will attain such a position in the near future (Art. 3(1) DMA). Which companies are to be considered gatekeepers within the meaning of the DMA is determined by the Commission by way of designation (Art. 3(1) DMA). These currently include ‘Amazon’ (central platform service provided: ‘Amazon’ and ‘Amazon  Marketplace’) and ‘ByteDance’ (central platform service provided: ‘TikTok’).348 Consequently, even at the request of a user, data may not be provided by the data holder to the (still) six gatekeepers designated by the Commission.

The exclusion for gatekeepers is based on the view that it is disproportionate to grant data access to companies that already have a unique ability to acquire data.349 In addition, data access would hinder the fair distribution of data value creation in the market.350

Before a company is appointed as a gatekeeper, a market investigation is carried out in accordance with Art. 17 DMA. If a company is then appointed as a gatekeeper, a review of the gatekeeper status must be carried out at least every three years in order to ensure legal certainty for all market participants, includ-ing the gatekeepers.351

In practice, the ban on passing on usage-generated data to gatekeepers can lead to difficulties for other data holders. A great deal of (organisational) effort is required to ensure that usage-generated data is not transmitted back when using the platform services provided, for example in the event of maintenance by a gatekeeper.352 Users' rights will also be severely curtailed, as they will no longer be able to freely choose third-party service providers.353 This is detrimental to the publicly proclaimed goal of strength-ening a secondary market for the benefit of users.354 The comprehensive exclusion of gatekeepers may also harm innovation due to a lack of competition355 – a declared aim of the Data Act.356 Since the exclusion for gatekeepers only covers their access to data as third parties within the meaning of Art. 5(1) DA, not as data holders, Art. 5(3) DA may also lead to gatekeepers buying up operators of connected products and further expanding their dominant market position.357 On the other hand, it should be noted that while the possibilities of passing on data to gatekeepers of the user are massively restricted, data holders and manufacturers are not subject to any restrictions.358 The extent to which the regulation is practicable therefore remains questionable.359

cc) Disclosure of data to third parties by the user himself

Cases are also conceivable in which the data is passed on directly from the user to the third party.

If a data holder is obliged to provide data to a third party in accordance with Art. 5(1) DA, it may demand non-discriminatory and appropriate consideration (Art. 9(1) DA). However, data contracts between the data holder and the user may not provide for any consideration (Art. 3(1), Art. 4(1) DA). The right to a consideration with a profit margin for the data holder could be circumvented if users and third parties work together (collusively) in that the user first requests the data from the data holder as an agency for the third party and then passes it on. Such cooperation could ultimately lead to a deviation from Art. 5(1), Art. 9(1) DA in favour of third parties and at the expense of the data holder.360 On paper, this would not benefit the user either. This is because the user request required for the direct provision of data to a third party is also regularly based on a paid business relationship.361

On the other hand, the user should be free to provide the data to third parties.362 Accordingly, the possi-bility of circumvention could have been intended by the legislator or was at least accepted: Since the data holder does not incur any additional expense, he can also be expected to waive his remuneration in accordance with Art. 9(1) DA. However, a restriction applies in any case to business secrets, the disclo-sure of which the data holder can prohibit (Art. 4(6), (7) DA), which could already protect the interests of the data holder.

There are also some indications that the maintain the possibility of users transferring data to third par-ties.363 This is because Art. 5(39)(c) DA prohibits gatekeepers from receiving data that users have obtained in accordance with Art. 4(1) DA. Conversely, this means that direct provision of data by the user to non-gatekeepers is generally permissible.364 This would also correspond to the user's fundamental freedom to use data for "any lawful purpose"365.

In practice, the transfer of data by the user to third parties will likely only be feasible in exceptional circumstances. This is due to the fact that the process necessitates a well-developed technical infrastruc-ture and equipment on the part of the user, and is generally likely to be particularly complex.366

Otherwise, no agreement between the data holder and the third party is required, as there is no obligation to provide data under Art. 5 DA or other law (Art. 8(1) DA).

e) Dispute resolution by dispute resolution bodies (Art. 10 DA)

Users, data holders and data recipients (third parties) have access to certified dispute resolution bodies in accordance with Art. 10(1) DA. Dispute resolution bodies are responsible for disputes regarding the scope of trade secret protection in the relationship between data holder and user and data holder and third party (Art. 10(1) in conjunction with Art. 4(9), 5(12) DA). In the relationship between the data holder and the user, recourse to a dispute resolution body can be agreed in the event of disputes over a refusal of data access pursuant to Art. 4(1) DA due to impairment of state-imposed security requirements (Art. 4(2), (3) DA). If a dispute arises between a third party and the data holder regarding the definition of FRAND conditions, both parties also have access to a dispute resolution body (Art. 10(1) DA). The parties are free to choose the dispute resolution body. Whether it is within or outside their Member State of establishment is irrelevant.367

Some argue that the competence of the dispute resolution bodies to examine the material aspects also extends to the question of whether a right to data access exists.368 The main argument in favour of this is the amended wording of the standard compared to the Commission draft.369 Nevertheless, both text versions of Art. 10(1) DA are almost identical and refer to the FRAND conditions according to Art. 8(1) DA, and not to the "conditions" of a data access claim, due to the designation corresponding to Art. 8(1) DA.370 The alleged text amendment can therefore only refer to the English version of the text, which originally read as follows in Art. 10(1) DA:

"disputes in relation to the determination of fair, reasonable and non-discriminatory terms for and the trans-parent manner of making data available" and

"disputes relating to the fair, reasonable and non-discriminatory terms and conditions for, and transparent  manner of, making data available".

This makes the relevant change for the argument clear: the phrase "conditions for [...] making data  available" is interpreted to mean that the legal requirements for the provision of data are also part of the subject matter of the dispute resolution bodies. However, this fails to recognise that Art. 10(1) DA refers to "terms and conditions". The legal term corresponds to the "terms and conditions" used in Art. 8(1) DA. In Art. 8(1) COM(2022) 68 FINAL, the term was still only "terms". The amendment in Art. 10(1) DA is therefore only intended to harmonise the standard with the amended Art. 8(1) DA. The terms "terms and conditions" and "terms" refer to the standardised FRAND terms in the German version.

In terms of substantive law, the legislator did not intend to change the English language version of Art. 10(1) DA with the editorial amendment. Consequently, the argument put forward in the literature does not hold water. The assessment of whether a data access claim exists under substantive law is not within the competence of the dispute resolution bodies.

The possibility of taking legal action against the decision of a dispute resolution body remains unaffected for all parties involved (Art. 4(3), (9), Art. 5(12), Art. 10(13) DA).371 Furthermore, the decisions are only binding if the parties have expressly agreed this before the start of the proceedings (Art. 10(1)2 DA). This explains the purpose of the new procedure: the extremely labour-intensive and costly FRAND disputes would place an immense burden on the courts.372 Dispute resolution bodies, on the other hand, are intended to be particularly efficient and cost-effective and,373 similar to arbitration tribunals, relieve the burden on state courts.374 The importance of procedural efficiency is expressed not least in Art. 10(7) and (9) DA.375 An application that has already been submitted to another body or a member state376 court must be rejected (Art. 10(7) DA). Decisions must be made within 90 days (Art. 10(9) DA).

The provision on the bearing of costs pursuant to Art. 10(3) DA is also advantageous for users and third parties. Fees or other costs charged by the dispute resolution body only have to be reimbursed to the data holder in the event of a decision unfavourable to them if they have acted in bad faith (Art. 10(3) DA). On the other hand, if a decision is made in their favour, they can demand reimbursement of the fees as well as all other reasonable expenses (Art. 10(3)DA). The parties must be informed of the amount of the fees in advance of the proceedings. This enables them to assess the financial benefits and risks of the proceedings at an early stage.377 The fact that the cost-sharing regulation penalises the data holder could significantly reduce their willingness to agree to a dispute resolution procedure and thus damage the practical relevance of the mechanism.378

In order to be certified by a Member State, the dispute resolution body must be impartial, have the necessary expertise and be easily accessible by electronic means of communication (Art. 10(5)(a) – (c) DA). It must also be able to decide quickly, efficiently and cost-effectively in at least one official lan-guage of the Union (Art. 10(5)(d) DA). The Commission shall publish a list of all certified dispute resolution bodies (Art. 10(6) DA). In the Data Act Commission draft, Art. 10(2) COM(2022) 68 FINAL still provided for an obligation to set up dispute resolution bodies for Member States in the event that no dispute resolution body has yet been authorised in the Member State. This provision was deleted without replacement in the final version of the Data Act. As a result, there are no longer any provisions for state dispute resolution bodies.379 However, state dispute resolution bodies are still possible – pro-vided they fulfil the requirements of Art. 10(5) DA – in the absence of deviating provisions.380 This is because, in principle, they can also fulfil the purpose of the proceedings before a dispute resolution body, i.e. efficient dispute resolution that relieves381 the burden on the courts.382

4. Unfair contract terms unilaterally imposed on another company , Art. 13 DA

Art. 13 DA regulates the handling of unfair contractual terms that are unilaterally imposed on a com-pany. The background to the regulation stems from the potential for power imbalances among the parties subject to the provisions of the Data Act.383 As part of their cooperation, which is partly voluntary and partly mandatory by law, the aim is to prevent one party from abusing its dominant market position.384

This idea is particularly evident in the fact that Art. 3 to 12 DA stipulates obligations that force compet-ing companies to cooperate (obligation to contract) in order to fulfil the user's claims to the transfer of product data and associated service data to data recipients.

In order to fulfil their obligations, companies conclude contracts. According to the legislator, they should act autonomously in principle.385 In order to ensure fair contractual conditions with regard to mandatory data access and to prevent the exploitation of any existing market power by one of the contracting par-ties, the legislator considered a provision necessary to prevent the realisation of the aforementioned risks.386 Art. 13 DA can therefore be understood as a comprehensive clause control for B2B contracts. In this respect, the provisions of Art. 3 to 12 DA refer to the clause control of Art. 13 DA.387

The wording and structure of the clause control are based on various existing regulations: For example, the similarity to Annex 1 Chapter 8 of the failed proposal for the Common European Sales Law (CESG) has already been noted in the literature.388 In addition, parallels to the Late Payment Directive389 are obvious, even though Art. 13 DA only contains the instrument of clause control and does not address detrimental commercial practices in general or the lack of transparency of contractual terms.390 Others see Art. 13 DA as largely modelled on Directive 93/13/EEC391 in terms of its structure and wording.392 The latter is noteworthy insofar as Directive 93/13/EEC had a considerable influence on the standards of German law on general terms and conditions.393 Due to the similar regulatory structure, it could there-fore be considered to transfer large parts of the dogmatics and case law on Directive 93/13/EEC to Art. 13 DA, taking into account the restriction that Directive 93/13/EEC only applies to B2C relationships, while Art. 13(1) DA only applies to B2B relationships.394

b) Scope  of the clause control: B2B contracts

Art. 13(1) DA determines, on the one hand, the legal consequences in the event of the use of unfair contractual terms and, on the other hand, the scope of the clause control: According to this, contractual clauses relating to data access and use or liability and remedies for breach or termination of data-related obligations unilaterally imposed by one company on another company are not binding on the latter if they are unfair. The provision is not at the disposal of the contracting parties (Art. 13(9) DA). In contrast to the first Commission draft of the Data Act, micro-enterprises and SMEs are not privileged.395 There it was still stated that the abuse control was only applicable if the party affected by the clause was a micro-enterprise or SME, so that larger companies could not have invoked their advantages.396 This differentiation no longer exists.

In addition to the B2B context, Art. 13(1) DA stipulates two further requirements that must be met cumulatively. These are (aa) contractual clauses relating to data access and use or liability and remedies for breach or termination of data-related obligations that (bb) one company unilaterally imposes on the other company.

aa) Contractual clauses relating to data access and use or liability and remedies  for breach or termination of data-related obligations

The first requirement is an expression of the idea that the clause control should only apply to those parts of a contract that relate to the provision of data.397 In practice, this can lead to a "split review of con-tent".398 Accordingly, the provisions of Art. 13 DA would apply to some clauses of a contract, while general GTC law would have to be used for other clauses. Furthermore, the contractual clauses do not have to be pre-formulated for a large number of contracts.399

The first requirement refers to the already mentioned reference to Art. 3 to 12 DA, which regulate data access and data use claims in more detail. Art. 8(1) and (2) DA declares Art. 13 DA to be directly applicable to these chapters, in particular to Art. 5 DA. The exact relationship between the control under Art. 13 DA and the FRAND conditions defined in Art. 8(1) DA is doubtful. It is argued that in such cases, Art. 13 DA should apply as a differentiation of the FRAND conditions, irrespective of whether a clause is unilaterally imposed.400 However, this view fails to recognise that, according to the wording, the scope should only apply to unilaterally imposed clauses.401 If, on the other hand, the general applicability of Art. 13 DA to Art. 3 to 12 DA were to be rejected, only a very limited scope would remain.

The question of whether the switching of data processing services under Art. 23 DA can also be regarded as data access or use is also problematic. In some cases, it has been suggested that the evaluations of Art. 13 DA should be taken as a basis in order to characterise the inappropriateness of a "switching fee" in more detail.402 However, the answer to this question is largely irrelevant, as contractual clauses relat-ing to liability and remedies in the event of a breach or termination of data-related obligations pursuant to Art. 13(1) DA are also subject to clause control under this article; the provisions on data processing services in Art. 23 et seq. DA undoubtedly contain data-related obligations.

bb) Imposed unilaterally

The second requirement of Art. 13(1) DA concerns the unilateral imposition by a company. According to Art. 13(6) DA, a contractual clause is deemed to be unilaterally imposed if it is introduced by a contracting party and the other contracting party cannot influence its content despite attempting to negotiate it.

If one asks about the purpose of this regulation, one can refer back to what has already been said about the position of dominant companies.403 If companies are under a legal obligation to co-operate or in cases where new or small companies are seeking to participate in a market, in many situations they will have to give their consent to conditions that they would not have agreed to as an equal partner. The legislator obviously had so-called "take-it-or-leave-it situations"404 in mind when drafting Art. 13 DA, as is made clear in recital 59. This refers to

Situations without room for negotiation where one party introduces a specific contractual term and the other com-pany cannot influence the content of this term despite attempts to negotiate. Contractual clauses that are only introduced by one party and accepted by the other company, or clauses that are negotiated between the parties and subsequently agreed in a modified form, should not be considered unilaterally imposed.

(1) Requirement of a negotiation attempt?

This principle is also reflected in Art. 13(6) DA. However, the scope of the clause control is consider-ably limited by the restriction to such situations: Accordingly, the company on which the clause was imposed must at least attempt to negotiate to amend the relevant clause. In this respect, it is not important whether the user was actually subjectively prepared to enter into negotiations.405 Rather, the decisive factor is whether, from an objective point of view, attempts at negotiation have taken place. The user party cannot invoke the unfairness of the term, Art. 13(6) DA. Furthermore, the party who introduced the clause has the burden of proof that the clause was not introduced unilaterally, Art. 13(6) DA. The negative wording could be an indication of a legal presumption to the effect that introduced clauses are generally considered to be unilaterally imposed.

In practice, the requirement of an attempt to negotiate could have the effect that a formal attempt is made to open up the scope of clause control. This approach harbours the risk that less experienced contracting parties introduce clauses and more experienced contracting parties feign attempts to negotiate in order to subsequently subject the contract to clause control in their favour through legal action, which would run counter to the intended protection of new entrants to the market.406 If, on the other hand, the intro-ducing party wishes to avoid clause control, it is argued that the inclusion of a simple accept button is appropriate, with the result that no attempt at negotiation can take place.407 This view is based on the wording of recital 59, which states that contractual clauses which are accepted by the other company are not deemed to be unilaterally imposed.408 The wording "accept" is therefore interpreted as an exter-nally perceptible act. If, on the other hand, a subjective component is emphasised, according to which acceptance presupposes an actual, internal agreement, it could be argued in the sense of a first-right conclusion that the person who is merely offered an accept button is more worthy of protection than the person who was even able to attempt to negotiate. Such an understanding is supported not least by the fact that the legislator's aim was precisely to cover take-it-or-leave-it situations through Art. 13 DA.409 In addition, this also prevents the exploitation of dominant market positions to an even greater extent.410

Finally, the question arises as to whether an attempt to negotiate must be made for each individual clause or whether an attempt to negotiate a single clause is sufficient. The plural wording of Art. 13(6) DA ("contractual clauses") is in favour of this.411 However, in view of the wording formulated in the singular in other language versions, this must be a translation error.412 The narrow understanding of recital 59 also speaks in favour of this.413 An attempt at negotiation must therefore be made for each clause for the applicability of Art. 13 DA.

(2) Statement

According to the view expressed here, it follows from Art. 13(6) DA that contractual clauses can only be regarded as unilaterally imposed within the meaning of the standard if the other contracting party has previously attempted to negotiate. When an attempt at negotiation has been made must be determined on the basis of objective circumstances. The subjective willingness of the other contracting party to negotiate is at most of indicative significance. This assessment is necessary in view of the clear wording of Art. 13(6) DA, even if the legislator thereby severely limits the scope of Art. 13 DA and the objective pursued of strengthening new entrants in negotiations with market-dominant companies is at least par-tially missed. The performance or non-performance of a negotiation attempt can thus serve as an instru-ment for one or both parties to circumvent the clause control at will. Attempts to negotiate must be made for each clause; an attempt to negotiate a single clause is not sufficient.

The use of accept buttons means that no attempts at negotiation have been made and the clauses are not to be regarded as unilaterally imposed. Rather, accept buttons regularly represent take-it-or-leave-it sit-uations, which Art. 13 DA, according to the recitals, aims to prevent.

In terms of time, the provisions of Art. 13 DA apply to all contracts concluded after 12 September 2025 in accordance with Art. 50 DA. In addition, according to Art. 50 DA, Art. 13 DA applies to contracts concluded on or before 12 September 2025 from 12 September 2027, provided that they are of indefinite duration (a) or their term of validity ends at the earliest 10 years after 11 January 2024 (b).

cc) Relationship to the control of general terms and conditions under national  law, Art. 1(9) DA

In addition to the control of unfair contract terms for B2B contracts on data access and data use in accordance with Art. 13 DA, there is a general control of general terms and conditions in the national law of the member states, which goes back to Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts. The aim of the directive was to establish uniform minimum standards in the European Union to protect consumers from unfair contract terms. It obliges the member states to create regulations that declare unfair terms in contracts between companies and consumers invalid.

The question arises as to the relationship between the national provisions on the control of general terms and conditions and Art. 13 DA. According to Art. 1(9) DA, the provisions are merely supplemented by the Data Act and remain otherwise unaffected. While Directive 93/13/EEC only lays down requirements for the B2C relationship, Art. 13 DA only applies in the B2B area (Art. 13(1) DA). Therefore, direct overlaps between the two legal acts are initially excluded.

German law is characterised by the fact that the national legislator has transposed Directive 93/13/EEC excessively and extended the scope of the control of general terms and conditions in § 305 et seq. BGB to B2B relationships.414 This actually raises the question raised above about the relationship between § 305 et seq. BGB to Art. 13 DA. The differentiation already mentioned in view of the data-relatedness is continued by the characteristic of unilateral imposition. However, if it is a unilaterally imposed clause with data reference, the relationship to German GTC law is problematic. The distinction becomes par-ticularly virulent with regard to the different evaluations and legal consequences of both regulatory regimes in the event of an unfair term, as the following example illustrates: A term that excludes liability for breaches of duty caused by (simple) negligence in a data-related duty context would be considered an unreasonable disadvantage within the meaning of § 307(2) No. 2 BGB and would therefore be inva-lid.415 In contrast, the same clause would be compatible with Art. 13 DA because Art. 13(4)(a) DA only prohibits the exclusion of liability for intentional and grossly negligent acts or categorises them as abu-sive. The Data Act does not contain any provisions for such a collision case with deviating results, meaning that the outcome would remain open until clarified by case law.416 In the event of the scope of § 305 et seq. BGB and Art. 13 DA, which is likely to be the case in many constellations due to the similar requirements, the question of the competing relationship arises. In the absence of an explicit provision in the Data Act, recourse could be made to the primacy of Union law, whereby it could be problematic in detail how far the primacy of the Data Act extends compared to German law on general terms and conditions.417 In addition, the question arises as to whether national provisions can concretise European regulations without an opening clause; this has always been controversial.418 If the answer is no, this means that in some member states, which previously had no T&C control in the B2B area, this is now possible for the first time, even if only in the area of data-related use, while in other member states, such as Germany, an existing system is broken up by an area exception.419 Ultimately, this ques-tion will have to be clarified by the ECJ.

c) Abuse control

In the instance that the scope is deemed to be open, the question of whether the content of the clause is considered to be unfair in detail arises. Art. 13(2) and (8) DA exempt clauses with certain contents from abuse control. This is initially plausible for clauses in which essentialia negotii of the contract (Art. 13(8) DA) are defined. Accordingly, the appropriateness of the price in particular is not subject to review on the basis of Art. 13 DA. Conversely, only clauses relating to ancillary contractual obligations fall within the scope of Art. 13 DA. The categorisation of Art. 13(2) DA is more difficult, according to which contractual clauses that comply with mandatory provisions of Union law (first alternative) or, in the absence of contractual clauses regulating the matter, applicable provisions of Union law (second alternative), are not considered unfair. At first glance, it is difficult to determine the content of the second alternative. The English translation of the text of the standard provides insight into the matter: It can thus be concluded that the terms in question are not to be considered as unfair on the basis that they (1.) are in compliance with the mandatory provisions of Union law or (2.) merely reproduce the provisions of Union law; that is to say, they are of a purely declaratory nature.420 This means that only provisions for which Union law makes no stipulations and those that represent deviations from mandatory Union law, but not the mandatory law itself, can be reviewed.421If a term fulfils these requirements, Art. 13(3) – (5) DA sets out standards by which the unfairness of the terms is to be assessed. The regulatory struc-ture is similar to the provisions in German law, namely §§ 307–309 BGB, with the special feature that, unlike in the BGB, the specific prohibitions on terms also apply in B2B relationships. The system of abuse control is as follows: Art. 13(3) DA contains a general clause as to when a contractual term should be considered unfair. Art. 13(4)(a) –(c) DA lists a non-exhaustive ("in particular") catalogue of various terms without evaluation options ("black list").422 Art. 13(5)(a)–(g) DA, on the other hand, con-tains a catalogue of various clauses with the possibility of evaluation, the existence of which is presumed to be unfair ("grey list").423The system of abuse control and the principle of speciality424 determine the order in which the clauses are reviewed: First, the contractual clauses in question must be examined for their compatibility with the special requirements of Art. 13(5)(a)–(g) DA, followed by the catalogue of clauses with evaluation options in accordance with Art. 13(4)(a)–(c) DA. If the clause does not violate either Art. 13(5) DA or (4), the clause must be checked for compatibility with the (subsidiary) general clause of Art. 13(3) DA.

aa) "Blacklist" (Art. 13(4) (a)–(c))

According to Art. 13(4) DA, a contractual term is considered unfair in particular if it has the purpose or effect of excluding liability for grossly negligent breaches of duty by a party (a).425 The same applies to clauses that have the purpose or effect of excluding the legal defence options of the party on whom the clause is imposed or excluding liability for breaches of duty by the imposing party (b).426

Furthermore, Art. 13(4) DA applies to such clauses which have the purpose or effect that the imposing party has the possibility to determine whether the data provided is in accordance with the contract and thus unilaterally enable it to interpret the contract (c).427

bb) "Grey list" (Art. 13(5)(a) – (g) DA)

According to Art. 13(5) DA, a term is considered unfair if it unreasonably limits the remedies of the party on whom the term is imposed or the liability of the imposing party in the event of non-performance or poor performance or extends the liability of the former party (a).428

The aforementioned assertion is equally applicable if the clause contains access rights for the imposing party and this significantly harms the party on which the clause is imposed, in particular through access to business secrets (b),429 and if the company that provides the data and on which the clause was imposed is prevented or unreasonably hindered from accessing or using its data (c).430

This also applies if the party is prevented from terminating the contract within a reasonable period of time (d)431 or if the party is prevented from obtaining a copy of the data provided by it during the term of the contract or within a reasonable period of time after termination (e).432 In addition, the granting of an unreasonably short notice period by the imposing party with the associated consequences without serious grounds (f) is covered.433

A unilateral right to amend the contract with regard to certain contents of the contract (g) is also included, but not if the imposing party sets out in the contract, stating valid reasons, why a unilateral right to amend the contract is required and the other party is notified of intended amendments with a reasonable period of notice and is entitled to a right of termination free of charge in such a case, Art. 13(5) DA.434

The contractual clause in question must have as its object or effect the content of the aforementioned prohibitions, Art. 13(5) DA. The wording suggests that it is not the intention of the party imposing the clause that is important, but only an objective consideration of the clauses. It is also irrelevant whether the clause has actually impaired the other party to the contract. Overall, this makes it easier for the party on whom the clause was imposed, as it does not have to prove that the other party intended to use the clause in bad faith or that it was actually disadvantageous.

cc) General clause (Art. 13(3) DA)

If none of the clause prohibitions in Art. 13(4), (5) DA apply, the contractual clause must be examined against the general clause in Art. 13(3) DA.435 According to this, contractual clauses are unfair if their application constitutes a gross deviation from good business practice in data access and use or violates the principle of good faith.

In contrast to German GTC law, the basic idea of the statutory provision, the transparency of the clause or the prevention of the fulfilment of the purpose of the contract are not taken into account, but rather "good commercial practices and customs."436 It has been rightly argued in the literature that it is unclear what can be considered good commercial practice, or even whether such practice currently exists.437 The latter could be questioned, in particular, in the absence of binding legal provisions on data access and use, or (at least for the time being) model contract clauses from which to derive the legislator's judgements on what is generally regarded as good business practice.438 Recital 61 can also be used for interpretation: It states that, as a rule, terms are not unfair and that unfairness cannot be inferred solely from the fact that a term is more favourable to one party than to the other. In view of this assessment, a deviation from good business practice appears conceivable in particular if the party on which the clause is imposed is impaired in its ability to protect its legitimate business interest in the data concerned.439

d) Legal consequences and enforcement

If, following the clause review, the conclusion is reached that the clause is indeed unfair, the question arises as to the resulting legal consequences. Art. 13(1) DA stipulates in this respect that unfair terms are not binding on the party on whom the term is imposed. This legal consequence applies by operation of law and does not require prior judicial determination.440 As explained, only the party on whom the clause was unilaterally imposed can invoke the unfairness of a clause, but not the party introducing it, Art. 13(6) DA.

According to Art. 13(7) DA, the other contractual clauses remain effective if the unfair clause is sever-able from the other clauses.441 This raises several questions. Firstly, it is unclear when a clause is to be regarded as severable. Based on common usage, the contract must still be able to exist in some mean-ingful way. The legislator was keen to preserve the validity of as many contracts as possible.442 This interpretation is also supported by recital 62, which states that the contract should continue to apply in the event of the unfairness of a term, unless the unfair term is not severable from the other contractual terms. When exactly the contract can still exist is not clear from Art. 13 DA – in contrast to Art. 6 (1) Directive 93/13/EEC, which refers to national legislation – so that only European law provisions are to be taken into account.443 In accordance with the case law on Art. 6 (1) of Directive 93/13/EEC, the decisive factor is therefore whether the contract, when viewed objectively, represents a balanced regu-lation of mutual rights and obligations according to its purpose even without the unfair term.444 This applies in particular if the contract is still capable of fulfilment.445 This must be assessed objectively. In particular, it is not necessary to consider whether the imposing party would otherwise not have con-cluded the contract or whether it would realise less profit from an economic perspective.446

If a clause can be separated from the other contractual clauses, the question arises as to what applies instead of the unfair clause. The Data Act does not contain any explicit provisions on this, which is why general provisions on the law on general terms and conditions can be used until clarification is pro-vided.447 In particular, it should be clarified whether purely national provisions can be used for supple-mentary contract interpretation. In the past, the ECJ clarified that Art. 6(1) of Directive 93/13/EEC can-not be used to close contractual loopholes by means of general national provisions.448 The same could therefore apply to Art. 13(7) DA due to the similar wording.449

If, on the other hand, the clause is not severable, the reverse of Art. 13(7) DA applies, i.e. the contract as a whole is not binding on the parties. However, this could result in particular hardship for the "disad-vantaged" counterparty if it wishes to adhere to the contract despite this.450 Therefore, if it seems rea-sonable for him, he can, under certain circumstances, refrain from asserting the invalidity of the clause if he would be worse off if the contract did not exist than if it existed with an unfair clause.451

If the clause check under Art. 13 DA shows that the contractual term in question is unfair, the question arises as to whether enforcement is carried out by the disadvantaged contracting party itself (private  enforcement) or, if applicable, by public authorities (public enforcement). In principle, according to Art. 37(1) DA, one or more authorities are to be designated by each Member State for the application and enforcement of the Regulation. 452 Overall, it appears doubtful whether the legislator had private enforcement of the provisions in mind when designing the Data Act.453

Notwithstanding this, national measures are still possible: For German law, a duty not to use unfair terms could be derived from the duty of consideration under § 241(2) BGB, for example, so that claims for damages under §s 280(1), 241(2), 311(2), (3) BGB could be considered.454 In certain constellations, intentional immoral damage pursuant to § 826 BGB also appears conceivable.455 Claims under § 8 UWG may also be possible for claimants under § 8(3) UWG, as the ban on unfair terms constitutes a market behaviour regulation within the meaning of § 3a UWG.456

e) Practical recommendations

Until the Commission adopts model contract terms pursuant to Art. 41 DA, there will therefore be a certain degree of uncertainty for companies as to what constitutes an unfair term within the meaning of Art. 13 DA. The standard contract terms will not only be helpful because they (indirectly) concretise the concept of unfairness, but also because they will be an indication of what the Commission considers to be good commercial practice under Art. 13(3) DA.457 Finally, from an economic point of view, model contract clauses help to reduce the transaction costs for the companies involved that arise from negoti-ating complex contracts.458 Until they are published, it is advisable to use soft law instruments such as the ALI-ELI Principles for a Data Economy459 or the Default rules for data provision contracts460 , which are still being drafted by UNCITRAL.461

No recourse may be had, or only within narrow limits, to "substitute clauses" which, in the event of the clause being unfair, are intended to agree another clause that corresponds as far as possible to the purpose of the unfair clause.462 Severability clauses, which provide for the maintenance of the remainder of the contract if a clause is to be null and void, are also inadmissible.463 Only the provision of Art. 13(7) DA applies here. If the opposing party wishes to come within the scope of the clause control, it must attempt to negotiate; the common negotiating tactic of not negotiating in order to benefit from the GTC control cannot be used.464

5. Provision of data to public authorities, the Commission, the European Central Bank and Union bodies on grounds of exceptional necessity, Art. 14–22 DA

Chapter V DA regulates the provision of data to public authorities, the Commission, the European Cen-tral Bank (ECB) or a Union body on grounds of exceptional necessity.465 For the interpretation of Art. 14 et seq. DA, recitals 63 to 77 can be consulted. In the following, the central regulations will be pre-sented, whereby the scope will first be outlined and then the regulations on the manner of the data provision request and its fulfilment as well as the handling of the data on the recipient side will be discussed.

a) Area

The scope is largely determined by Art. 14, 15 DA. Art. 14 DA constitutes the obligation to provide data at the request of a public sector body, the Commission, the ECB or a Union body in case of excep-tional necessity.

aa) Exceptional necessity of data use, Art. 15 DA

Art. 14 DA initially presupposes the exceptional necessity of the use of certain data for the provision of data to the designated bodies. The undefined legal concept of exceptional necessity is further specified in Art. 15 DA and differentiates between two scenarios in which an exceptional necessity for the use of certain data should exist.

(1) Management of a public emergency, Art. 15(1)(a) DA

According to Art. 15(1)(a) DA, this is the case if the requested data (i.) is necessary to deal with a public emergency and (ii.) the requesting party cannot obtain this data under equivalent conditions by other means in a timely and effective manner. Both characteristics must be present cumulatively to fulfil this variant. The term "public emergency" is defined in Art. 2 No. 29 DA as

an exceptional and temporary situation, such as public health emergencies, emergencies caused by natural disasters and major man-made disasters, including major cybersecurity incidents, which has a negative impact on the population of the Union or of a Member State or part thereof, poses a risk of serious and lasting conse-quences for living conditions, economic stability or financial stability, or a risk of significant and immediate damage to economic assets in the Union or in the Member State concerned, and which has been declared and officially recognised in accordance with the relevant procedures under Union or national law.

In contrast to circumstances that are planned or scheduled or that occur regularly or frequently, the temporary exceptional situation is intended to cover circumstances that are unforeseeable and limited in time.466 The fact that in some national legal systems a state of emergency does not necessarily have to be determined and declared is problematic, which could lead to contradictions in interpretation with the constituent element.467 The wording or or used in the English version of the Data Act468 suggests that the translation of Art. 2 No. 29 DA is a translation error, meaning that the declaration or official procla-mation of a state of emergency does not have to be cumulative, but is possible as an alternative.469

In addition, Art. 15(1)(a) DA requires that the designated organisation cannot obtain the data under equivalent conditions by other means in a timely and effective manner. According to the recitals, this should not be the case if the data is provided voluntarily by another company or can be obtained by consulting public databases.470

(2) Enabling the fulfilment of tasks, Art. 15(1)(b) DA

The second scenario, in which there is an exceptional necessity for the use of data, is set out in Art. 15 (1)(b) DA. According to this, an exceptional necessity may also arise outside the circumstances covered in (a) and insofar as only non-personal data are concerned, if (i.) the requesting party lacks specific data that it needs to fulfil a task assigned to it by Union or national law and if (ii.) it has exhausted all other possibilities to obtain such data in good time.

From the wording ("and") it can initially be deduced that both requirements must be met cumulatively. Practical problems could arise from the fact that the requesting body must exhaust all other means avail-able to it according to the standard, Art. 15(1)(b)(ii) DA. According to recital 65, the requesting authority must prioritise attempts to obtain the data it requires through voluntary agreements, including the acqui-sition of non-personal data on the market, whereby the relevant market price is offered, or through recourse to existing obligations to provide data or the adoption of new legislation that could ensure the timely availability of the data, so that a request under Chapter V DA should be the last resort.471 This raises the question of whether the data must actually be available on the market or whether the requesting party must obtain offers from potential contractual partners.472 It is also questionable how the market  price is to be determined, especially if only a few companies have specific data, so that the risk of monopoly positions being exploited becomes virulent.473 In addition, the possibility of enacting legisla-tion to make data available could be problematic in the sense that it does not provide precise information on whether and to what extent the enacted legislation promises success, nor on whether the legislative measures must actually be initiated in order to fall within the scope of Art. 15(1)(b)(ii) DA.474

(3) Exemption for micro and small enterprises and exemption from the obligation  to provide evidence, Art. 15(2), (3) DA

Art. 15(1)(b) DA does not apply to micro and small enterprises, Art. 15(2) DA. These are defined in more detail in Art. 2 No. 25, No. 26 DA with reference to Art. 2(2) of the Annex to Recommendation 2003/361/EC.

It is also worth noting that Art. 15(3) DA stipulates that the public sector body is not obliged to prove that it was not able to obtain the non-personal data through acquisition on the market if the specific task carried out in the public interest is the production of official statistics and the acquisition of such data is not permitted under national law. The obligation to provide evidence under Art. 15(3) DA therefore does not apply to the Commission, the ECB or other EU institutions.475

bb) Authorised applicants, Art. 14 DA

According to Art. 14 DA, public authorities, the Commission, the ECB or a Union body are authorised to assert a request for provision.

According to Art. 2 No. 28 DA, a public sector body is a national, regional or local authority, body or organisation governed by public law of the Member States or associations consisting of one or more of these authorities, bodies or organisations.

By contrast, according to Art. 2 No. 27 DA, Union bodies, offices and agencies are those bodies, offices and agencies of the Union that have been established in accordance with legal acts adopted on the basis of the TEU, the TFEU or the Treaty establishing the European Atomic Energy Community. The distinc-tion between Member State public bodies and supranational bodies of the Union is relevant, as Art. 15 (3) DA privileges the Commission, the ECB and other bodies to a certain extent. Public undertakings under private law are excluded from the wording of Art. 2 No. 28 DA.476 Research institutions and research funding organisations may also be established as public bodies or bodies governed by public law.477

cc) Obligated parties

The data holders who hold the data and who are legal entities other than public bodies are obliged to provide data, Art. 14 DA. The data holder is legally defined in Art. 2 No. 13 DA.478 From the wording of the definition, it can be concluded that only legal persons can be data holders within the meaning of Art. 14 DA.479 This also includes public companies.480 However, those acting as public bodies within the meaning of Art. 2 No. 28 DA are excluded.

The data must also be held by the data holder, which conversely rules out an obligation to obtain data.481 Finally, the question also arises as to whether data holders must be authorised to dispose of the data.482 If the data is not held by the data holder, the data holder may refuse to provide the data in accordance with Art. 18(2)(a) DA.


dd) Further requirements

The requesting party must need the data in order to fulfil its legal duties in the public interest, Art. 14 DA. It must provide proof of this. The requirements for the proof are specified in Art. 17 DA. At the same time, the request for provision requires a duly substantiated application. The requirements for this can also be found in Art. 17 DA.

ee) Exceptions, Art. 16 DA

Art. 16 DA constitutes exceptions in which Chapter V DA should not be applicable. Art. 16(1) DA confirms the subsidiary nature of Chapter V DA in relation to existing Union or national law with regard to reporting, the fulfilment of requests for access to information or the proof and verification of compli-ance with legal obligations.483 Furthermore, Art. 16(2) DA states that Chapter V DA is blocked for activities of the aforementioned bodies in relation to criminal offences and administrative offences.484

b) Requirement for data provision requests and prohibition of further use, Art. 17(1) – (3) DA 78 c) Fulfilment of data requests, Art. 18 DA

Art. 17 DA lists in (1)(a) – (j) a catalogue of substantive and formal requirements for the data provision requests pursuant to Art. 14 DA in order to make the data provision request specific, transparent and proportionate and to keep the costs and administrative burden for data holders as low as possible.485 Art. 17(1) DA sets out substantive information obligations that the requesting party must provide to the data holder, while Art. 17(2) DA lists various other requirements.486 The information obligations include details of the required data and metadata (a), proof of the existence of the exceptional necessity (b) and details of the purpose of the request and the intended use (c).

The requesting party may not make the data provided available for further use (Art. 17(3) DA) in order to take appropriate account of the protection of potential business secrets of the data holder.487 Among other things, the further use of the data in accordance with the Data Governance Act (DGA) and the PSI Directive488, Art. 17(3) DA is therefore to be excluded. 489

The prohibition of further use does not affect the disclosure to other public authorities, the Commission, the ECB or another EU institution in order to exchange information with them regarding the circum-stance pursuant to Art. 15 DA, or to disclose the data to a third party to whom the requesting party has delegated the task, Art. 17(4) DA. The data subject has the right to lodge a complaint if he or she con-siders that his or her rights under Chapter V have been infringed by the transfer or provision of the data, Art. 17(5) DA in conjunction with Art. 37 DA. Art. 37 DA. In addition, the Commission is to develop a model form for requests for provision that meets the requirements of Art. 17 DA, Art. 17(6) DA.

c) Fulfilment of data requests, Art. 18 DA

If a data holder receives a data access request pursuant to Art. 14 et seq. DA, it shall provide the request-ing party with the data without delay, taking into account the necessary technical, organisational and legal measures, Art. 18(1) DA. According to the prevailing view, the provision does not include the obligation to transmit the data to the requesting party, but rather merely an "in-situ right".490 This is intended to reduce the effort for the providing company.491

The data holder may refuse the request for provision under the conditions of Art. 18(2), (3) DA or request its amendment. According to Art. 18(2)(a) DA, he may refuse the request if he has no control over the requested data, according to Art. 18(2)(b) DA, if a similar request for the same purpose has already been made by another party and the data holder has not been informed of the deletion of the data previously provided (the requesting party is therefore required to first obtain the data from other authorised parties in accordance with Art. 17(4) DA), or in accordance with Art. 18(2)(c) DA, if the request does not meet the requirements of Art. 17(1), (2) DA. If one of these cases applies, the data holder shall, in the event of a public emergency (Art. 15(1)(a) DA), immediately and in any case within five working days of receipt of the data request and in other cases (Art. 15(1)(b) DA) immediately and in any case within 30 working days of receipt of the data request in question, refuse it or request its amendment, Art. 18(2) DA. Reasons must be given for the refusal or amendment.492 If the data holder invokes Art. 18(2)(b) DA, he must name the public sector body or the Commission, the ECB or the Union body that previously requested data for the same purpose, Art. 18(3) DA.

Personal data must be anonymised by the data holder or, if the disclosure of personal data is necessary, at least pseudonymised, Art. 18(4) DA. In the event of divergent views of the requesting party and the data holder regarding the lawfulness of the data holder's objection, the matter shall be referred to the competent authority of the Member State in which the data holder is established in accordance with Art. 37 DA, Art. 18(5) DA.

d) Obligations in handling the data received, Art. 19 DA

If the public sector body, the Commission, the ECB or the Union body has received the data, it must comply with the provisions of Art. 19 DA when handling the data. Art. 19(1) DA stipulates that the requesting party may not use the data for any other purpose (a), must take protective measures (b) and must delete the data as soon as they are no longer required for the stated purpose and must also inform the data holder of this (c). The obligation to erase may be waived on the basis of Union and national regulations within the framework of transparency obligations (Art. 19(1)(c) DA); it may also be waived by contract.493

According to Art. 19(2) DA, the core area of the purpose-related duty of use also includes the fact that the data obtained may not be used to develop or improve products that compete with those of the data holder or to pass them on to a third party for this purpose. If the data to be provided includes trade secrets within the meaning of Art. 2 No. 18 DA, they must be specifically labelled as such by the trade secret holder – the requesting party must take appropriate and necessary measures to maintain confidentiality before disclosing the trade secrets, Art. 19(3) DA. As the benefiting party, it is responsible for the secu-rity of the data received, Art. 19(4) DA.

e) Compensation in the event of exceptional necessity, Art. 20 DA

Art. 20 DA regulates the possibility for data holders to demand compensation for the provision. Accord-ing to Art. 20(1) DA, in the event of a public emergency within the meaning of Art. 15(1)(a) DA, there is no right to compensation unless the data holder is a micro or small enterprise. The reasoning behind this is that in rare cases of threats to important public goods, no compensation should be expected in principle, and that due to the exceptional nature of the situation, too great a negative impact on the data holder's business activities is unlikely.494 Requests for provision pursuant to Art. 15(1)(b) DA occur more frequently.495 Therefore, according to Art. 20(2) DA, the data holder is entitled to fair consideration for the provision of data, which should not be understood as payment and not as mandatory, but which should at least cover the technical and organisational costs incurred in fulfilling the request, including, where appropriate, the costs of anonymisation, pseudonymisation, aggregation and technical adaptation, and an appropriate margin.496 At the request of the requesting body, the basis of the calculation must be provided, Art. 20(2) DA.

Art. 20(3) DA requires clarification: This does not refer solely to Art. 20(2) DA, to which micro and small enterprises are subject anyway; rather, it is to be read in conjunction with Art. 20(1) DA and is to be understood in such a way that in cases of public emergency pursuant to Art. 15(1)(a) DA, the stand-ards on fair consideration from Art. 20(2) DA are to be applied to micro and small enterprises.497 This is justified from the perspective of the legislator in view of the greater burden on smaller companies.498

No consideration is provided for the production of official statistics under the conditions of Art. 20(4) DA. If the requesting party does not agree with the amount of the consideration requested from the data holder, there is the possibility of lodging a complaint with the competent authority of the Member State in which the data holder is established, designated in accordance with Art. 37 DA, Art. 20 (5) DA.

The public sector body, the Commission, the ECB or the Union body is authorised to disclose the data if necessary for research or statistical purposes, if these are compatible with the purpose of the data request, Art. 21(1) DA.499 The prerequisite for this is that the recipient of the data is a non-profit organ-isation or acts in the public interest in the sense of a task recognised under national law and is not subject to significant influence by commercial companies that could potentially gain access to the research results, Art. 21(2) DA.

The receiving bodies must comply with the provisions on handling data pursuant to Art. 17(3) and Art. 19, Art. 21(3) DA. They may retain the data for up to six months after their erasure by the public sector body, the Commission, the ECB or the Union body, Art. 21(4) DA. If a disclosure pursuant to Art. 21(1) DA is intended, the disclosing party shall inform the data holder without undue delay, Art. 21(5) DA, and the data holder shall have the right to lodge a complaint with the competent authority of the Member State in which the data holder is established, designated pursuant to Art. 37 DA.

The wording of Article 22(1) DA merely states that the public authorities, the Commission, the ECB and the Union bodies shall cooperate with a view to implementing the provisions of Chapter V DA. However, it is also intended to provide a basis for a right to data transmission across Member States.500 The data exchanged by way of administrative assistance may not be used improperly, Art. 22(2) DA. Art. 22(3) and (4) DA describe the procedure envisaged for the transfer.

6. Switching between data processing services, Art. 23–31 DA

a) Preliminary considerations and background to the regulation of data processing services 81 b) Data processing service, Art. 2 No. 8 DA

The Data Act contains harmonised provisions on the facilitation of switching between data processing  services (Art. 1(1)(d) DA). These are regulated in Chapter VI DA (Art. 23 to 31 DA), which apply to all personal and non-personal data and services processed by providers of data processing services (Art. 1 (2)(e) DA). From a territorial and personal perspective, Chapter VI DA applies to providers of data  processing services that offer such services to customers in the Union, regardless of their place of establishment (Art. 1(3)(f) DA).501 Chapter VI DA is organised as follows:

Removal of obstacles to an effective bill of exchange (Art. 23 DA)

Limitation of certain obligations to the original provider (Art. 24 DA)

Contractual clauses for the bill of exchange (Art. 25 DA)

Information obligations for the provider of data processing services (Art. 26 DA)

Duty to act in good faith (Art. 27 DA)

Contractual transparency obligations (Art. 28 DA)

Abolition of exchange fees (Art. 29 DA)

Technical aspects of the bill of exchange (Art. 30 DA)

Exceptions for certain data processing services (Art. 31 DA)

With its provisions, Chapter VI DA addresses the general contractual relationship between providers of data processing services and their customers, so that, in contrast to Chapters II and III DA, it regulates less the use of data or access to data.502 Chapter VI DA therefore has a largely independent signifi-cance.503 Nevertheless, it is embedded in the system of the Data Act in that Chapter VI DA regulates the creation of data spaces and the interoperability between them, particularly from a legal perspective.504

The cloud market can currently be described as an oligopoly dominated by hyperscalers such as ‘Amazon Web Services’, ‘Microsoft Azure’ and ‘Google Cloud Platform’.505 The purpose of this chapter is to remove those barriers that "prevent the effective implementation of switching between data pro-cessing services"506. Competition is to be increased and the (vendor) lock-in effect counteracted by creating easier exit options for customers and removing barriers to market entry for new providers.507

The provisions of Chapter VI DA apply to both B2B and B2C business508 and do not differentiate between free509 and paid offers (Art. 23(c) DA). If the user makes the switch in relation to a data processing service of the same type of service, the user should benefit from functional equivalence after the switch (Art. 23(d) DA).510

The background to these provisions from Chapter VI DA is that the development of rules of conduct for self-regulation under the Free Flow of Data Regulation511 has been restrained and there is a lack of open interfaces and standards.512 In accordance with Art. 1(7) DA, the regulation is therefore now supple-mented by the minimum obligations of Chapter VI DA.513

b) Data processing service, Art. 2 No. 8 DA

A data processing service514 is a digital service515 that is provided to a customer and enables ubiquitous and on-demand network access to a shared pool of configurable, scalable and elastic computing resources of a centralised, distributed or highly distributed nature that can be rapidly provisioned and released with minimal administrative effort or interaction by the service provider (Art. 2 No. 8 DA).516 This definition largely corresponds to the definition of the National Institute of Standards and Technol-ogy (NIST)517. It is merely expanded to include the characteristics "centralised, distributed or highly distributed".

aa) Scope of the area in question

As a starting point, the definition should be understood very broadly.518 Data processing services are a variety of services with diverse areas , functions and technical structures,519 which are used in different areas and can vary in terms of their complexity and type of service.520

The DA does not restrict the scope with regard to provider size, meaning that not only the large cloud providers mentioned above, such as ‘Google’, ‘Amazon’ and ‘Microsoft’, but also smaller service pro-viders fall under the scope.521 However, it would be wrong to make a blanket categorisation, as the providers can be distinguished from one another from a technical and functional perspective.522

The DA fills the definition with examples that include cloud and edge services.523 The latter is notewor-thy because the highly decentralised nature of data processing in edge computing and the predominantly centralised nature of data processing in cloud computing are in tension. The term data processing ser-vice is likely to regularly refer to cloud computing.524 Whether a data processing service in the form of edge computing falls under Art. 23 et seq. DA therefore requires a precise case-by-case assessment.525 Furthermore, online storage locations and data service providers should also be included.526

Online search engines (Art. 3(j) DSA) and online platforms (Art. 3(i)) DSA) as well as telecommunica-tion services are also regularly not classified as data processing services due to a lack of configurabil-ity.527

Furthermore, services that provide content, such as video sharing platform services (§ 1 (4) No. 8 of the Digital Services Act (DDG)528 ) and online content services (Art. 2 No. 5 of Regulation (EU) 2017/1128 (Portability Regulation) )529 should not be considered data processing services.530

Application service provisioning and shared hosting are also unlikely to be data processing services, as they are not provided in an elastic or scalable manner.531

In contrast to the intermediaries and their data brokerage services under the Data Governance Act532, the DA aims to include cloud providers.533

bb) Further characteristics of the data processing service

The legal definition of Art. 2 No. 8 DA is concretised by recital 80, which describes the other charac-teristics of the data processing service in more detail. Firstly, it refers to the usual categorisation based on the models for the provision of Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS).534 These are specially prefabricated combinations of ICT resources. Other variants such as Storage-as-a-Service and Database-as-a-Service can also be added.535 The fol-lowing characteristics are also described:

Computing resources are networks, servers or other virtual or physical infrastructures, software – including software development tools –, storage, applications and services;

Minimal administrative effort means that customers can allocate computing capacities such as server time or network storage space to themselves without interacting with the provider of data processing services;

Location-independent describes the provision of computing capacities via the network and access to them via mechanisms that promote the use of heterogeneous thin or thick client platforms (from web browsers to mobile devices and workstations);

Scalable refers to computing resources that are flexibly allocated by the provider of data pro-cessing services, regardless of their geographical location, in order to compensate for fluctua-tions in demand;

Elastic means computing resources that are provided and released according to demand in order to be able to quickly increase or decrease available resources depending on the workload;536

Shared pool describes computing resources that are provided to multiple users who access the service via a common access point, but where processing is performed separately for each user, even though the service is provided via the same electronic equipment;537

Distributed describes computing resources that are located on different networked computers or devices and that communicate and coordinate with each other by exchanging messages;

Highly distributed describes data processing services where data is processed closer to where it is generated or collected, e.g. in a networked data processing device. Edge computing, a form of this highly distributed data processing, is likely to give rise to new business models and cloud services that should be open and interoperable from the outset;

In the definition of the data processing service, ubiquitous was translated as ubiquitous, whereas in the recitals it is translated as location-independent. Irrespective of this editorial error, the criterion should be understood as device-independent.538 The criteria configurable, scalable and elastic refer primarily to the concept of virtualisation, which is not further defined in the DA. Virtualisation generally refers to a technology in which several operating systems or programs are run simultaneously on one computer by sharing resources such as the processor and memory. This allows different applications to run inde-pendently of each other on the same hardware as if they were running on their own computers.539

The main question is then whether the provision is to be understood technically or contractually and to what extent a data processing service in the value chain – for example by passing on app providers – falls outside the scope via the criterion of configurability.540

Of the four classic deployment models – private cloud, community cloud, public cloud and hybrid  cloud541 – the private cloud is unlikely to be categorised as a data processing service because the pool of computing resources used is only operated for one specific customer and is therefore not shared. Finally, SaaS should only fall within the scope of the DA if the customer can configure the computing resources such as storage space, memory or processors.

c) The switching process

The switching process is of central importance for the DA's aim of facilitating exit options for customers. A basic understanding of the switching process is also a prerequisite for being able to implement the contractual requirements of Art. 25 DA.542 This basic understanding also includes the contractual typo-logical categorisation of switching.543 Although the DA leaves this question open, a contract for work is to be assumed teleologically.544

The switching process results as a three-phase model545 essentially from the definitions in Art. 2 No. 34 DA and Art. 23 DA and is to be contractually depicted in accordance with Art. 25 DA.546 The three phases consist of, firstly, the request to switch and the subsequent cancellation period, secondly, the transition period for the implementation of the switch, and thirdly, a period following the switch for further data retrieval. The switch takes place between data processing services, which is why the term cloud switching chosen by the legislator in Art. 1(7) DA is probably to be interpreted as a drafting error, which can also be found in the English version of the DA ("cloud switching").

aa) Change, Art. 2 No. 34 DA

The starting point is the definition of switching, which means the process involving a source provider547 of data processing services, a customer of a data processing service and, where applicable, an acquiring provider of data processing services, in which the customer of a data processing service switches from the use of one data processing service to the use of another data processing service of the same service type or another service, offered by another provider of data processing services or by an ICT infra-structure on its own premises, including by extracting, converting and uploading the data (Art. 2 No. 34 DA).

This allows four switching constellations to be depicted, although it is not entirely clear whether switch-ing to another service is included:548

For the same type of service to another provider;

With the same type of service for the ICT infrastructure on your own premises;

To another service from another provider;

To another ICT infrastructure service on your own premises.

bb) Customer, Art. 2 No. 30 DA

According to Art. 2 No. 30 DA, the customer is a natural or legal person who has entered into a con-tractual relationship with a provider of data processing services in order to utilise one or more data processing services. However, the term provider is not defined.

cc) ICT infrastructure on own premises, Art. 2 No. 33 DA

The ICT infrastructure on the customer's own premises (so-called "insourcing"549 ) is defined in Art. 2 No. 33 DA as ICT infrastructure and computing resources that are owned, rented or leased by the customer and that are located in the customer's data centre and are operated by the customer or a third party.

dd) Same type of service, Art. 2 No. 9 DA

According to Article 2(9) DA, the same type of service is a set of data processing services that have the same main objective and the same service model for data processing as well as the same main functions. Recital 81 adds by way of example that while services belonging to the same type of service may have the same model for the provision of data processing services, while two databases may appear to have the same main objective, they could fall into a more detailed sub-category of comparable services after taking into account their data processing model, their distribution model and the use cases they are targeted at.

The criterion of the same service model can therefore be understood to mean that a switch from IaaS to SaaS, for example, does not fall under the scope of the same type of service.550 Nevertheless, services of the same service type can have "different and competing characteristics such as performance, security, robustness and quality of service".551 The aim is that the change can be made "while maintaining a minimum set of service functions".552

The concept of the type of service is therefore essentially determined by the service provided to the customer.553 Despite the definition and the further explanations in the recitals, the concept of the same type of service remains in need of clarification.554

ee) Functional equivalence, Art. 2 No. 37 DA

The goal of achieving functional equivalence is closely linked to the change to the same type of ser-vice.555 This is defined in Art. 2 No. 37 DA as the restoration – on the basis of the customer's exportable  data and digital assets – of a minimum level of functionality in the environment of a new data pro-cessing service of the same service type after the switch, if the acquiring data processing service provides a materially comparable result in response to the same input for common functions provided to the customer under the contract.

This once again demonstrates the Janus-faced nature of the provisions of the DA: on the one hand, the DA creates an obligation to achieve functional equivalence in the IaaS provision model (recital 86, Art. 30(1) DA),556 at the same time, the DA should not oblige providers to develop new categories of data processing services in order to be able to guarantee functional equivalence.557

ff) Distinctions from the switching process

The parallel use of several providers of data processing services, as indicated in Art. 23 DA ("[...] or, where applicable, to use several providers of data processing services simultaneously"), must be distinguished from the definition of switching in Art. 2 No. 34 DA.558 In this respect, Art. 23 sentence 1 DA contradicts the definition of switching in Art. 2 No. 34 DA. While Art. 2 No. 34 DA does not provide for parallel use, but for switching to another service or type of service, Art. 23 DA is limited to switching within the same type of service, but at the same time opens up the scope of the obligations under Art. 23 et seq. DA for parallel use. In the latter case, the purpose is already questionable because the parallel use of data processing services of the same type of service – except for reasons of (data) security – makes less sense. These divergences emphasise the "dichotomy"559 of Chapter VI DA: In the case of parallel use of data processing services, interoperability must be ensured above all. Art. 34 DA provides for the corresponding application of selected obligations of Chapter VI DA.560

The deletion of exportable data and digital assets after termination of the service (Art. 25(2) (c) No. Ii and (3)(c) DA) must also be distinguished from the concept of switching. Deletion may, however, take place in the course of the transfer, as follows from Art. 25(3) DA.561

Finally, switching from on-premises to the cloud is not included in the definition of switching. On-premises refers to a model in which ICT infrastructures are operated and managed directly on site in a company instead of using external cloud services, so that the hardware and software is hosted on the company's own premises under its full control.562 This privileging of on-premises providers is not com-prehensible for either systematic reasons or teleological considerations.563

gg) Object of the bill of exchange

According to Art. 23 (2)(c) DA, when switching, the customer's exportable data and digital assets are transferred to another provider or to an ICT infrastructure on the customer's own premises; both terms are only used in Chapter VI DA.

(1) Exportable data, Art. 2 No. 38 DA

According to Art. 2 No. 38 DA, exportable data is input and output data, including metadata, generated directly or indirectly through the use of the data processing service by the customer or jointly, with the exception of assets or data of a data processing service provider or third parties that are protected by intellectual property rights or constitute a trade secret.564 In contrast, Art. 25(2)(e) DA contradictorily indicates through the wording "an exhaustive list of all categories of data [...] that may be transferred during the execution of the transfer, including at least all exportable data" that further data may also be the subject of the transfer.

According to recital 82 and Art. 30(6) DA, the term exportable data does not include data related to the integrity and security of the service where the provider [...] is exposed to cybersecurity risks in the event of export. This includes, for example, data on the security architecture of the service such as firewalls, encryption methods or authentication systems, but also access data, log data, cryptographic keys and security certificates. The exceptions should not hinder or delay the implementation of the change.565

(2) Digital assets, Art. 2 No. 32 DA

According to Art. 2 No. 32 DA, digital assets are elements in digital form – including applications – for which the customer has a right of use, irrespective of the contractual relationship with the data pro-cessing service he wishes to change. Recital 83 adds metadata related to the configuration of settings, security and the management of access and control rights, as well as other elements such as representa-tions of virtualisation technologies, including virtual machines and containers. If the customer has a right of use independent of the contract with the provider, the digital assets can be transferred.566 Imme-diately following on from this, the question arises as to whether the provider has a right of refusal with regard to the transfer or even has to execute it if the customer cannot prove the independent rights of use.567 With regard to digital assets, providers are also not obliged under Art. 30(6) DA to disclose these to a customer or other provider if they are protected by intellectual property rights or constitute a trade secret.

d) Barriers to exchange, Art. 23 DA

Pre-commercial, commercial, technical, contractual and organisational obstacles can prevent the cus-tomer from effectively switching within the meaning of Art. 23(a) – (e) DA.568 The wording "in partic-ular" chosen in Art. 23 DA implies a non-exhaustive catalogue of obstacles to switching, so that provid-ers could be obliged to remove every obstacle to switching. However, the categories chosen by the legislator are very elastic, undefined legal terms that are not described in more detail by the legislator and therefore leave a lot of room for interpretation to the user. It is therefore more obvious that only the categories mentioned – pre-commercial, commercial, technical, contractual and organisational – in con-junction with the enumerative catalogue (a)–(e) represent barriers to switching that must be observed by providers.569 The open wording of the delimitation categories is likely to lead to overlaps in content and difficult delimitation issues.

Specifically, the pre-commercial and commercial obstacles are likely to include monetary aspects such as exchange fees. Technical barriers are likely to include, in particular, issues relating to data transfer,570 API compatibility, the use of proprietary technologies and (data) security aspects. Contractual barriers could include clauses that make cancellation more difficult or make the switching process as a whole overly complex from a legal perspective. Finally, organisational obstacles such as staff shortages or procedural aspects of planning can also hinder the switch.

e) Obligations for data processing services, Art. 23–31 DA

The broad definition of a data processing service means that a large number of providers are also affected by the obligations set out in Art. 23 et seq. DA. Art. 23 DA opens the chapter and formulates the switch-ing process independently instead of referring to the definitions used in Art. 2 No. 34 DA.571 In addition, Art. 23 DA refers to the obligations under Art. 25, 26, 27, 29 and 30 DA. Meanwhile, Art. 24 and 31 DA are not mentioned, as these are not obligations in the strict sense, but rather limitations of the scope of Chapter VI DA; the same applies to Art. 28 DA, which has no reference to the bill of exchange. According to Art. 24 DA, the obligations under Art. 23, 25, 29, 30 and 34 DA only apply to services, contracts or business practices offered by the original provider of the data processing service; Art. 31 DA formulates exceptions.572

Third parties are only affected by the obligations of Art. 23 et seqq. DA , which only apply if they carry out the switch on behalf of the customer.573 Depending on the stage of the switching process, the parties involved bear varying degrees of responsibility.574

aa) Prohibition of imposition and obligation to remove, Art. 23 p. 2 DA

Art. 23 p. 2 DA concretises Art. 23 p. 1 DA ("in particular"). Providers of data processing services may not impose any pre-commercial, commercial, technical, contractual or organisational obstacles (Art. 23 p. 2 DA).575 At the same time, there is an obligation to remove obstacles if they prevent customers from carrying out the actions listed in (a) – (e) (Art. 23 p. 2 DA). These include

the prevention of termination (a), with reference to the notice period576 in Art. 25(2)(d) DA;

the prevention of the conclusion of new contracts (b) as a clause prohibition577;

the prevention of data transmission (c), which is concretised by the provisions of Art. 25 and Art. 26(b) and Art. 30(5) DA and also applies in particular to free offers;

the impediment to achieving functional equivalence (d)578 ;

as well as "unbundling"579 for IaaS580 (e).

Unbundling means the separation of a specific service from other data processing services provided,581 insofar as this is technically feasible (Art. 23 p. 2 (e) DA).

bb) Contractual clauses for the bill of exchange, Art. 25 DA

Art. 25 DA provides for comprehensive contractual minimum content obligations for switching between data processing services.582 The associated restriction of private autonomy is more difficult to justify in B2B business.583 The non-binding standard contractual clauses to be drawn up by the Commission by 12 September 2025584 (Art. 41 DA) should help with the implementation of the content obligations – they should also strengthen trust in data processing services, ensure a balanced (contractual) relationship between users and providers and increase legal certainty with regard to the conditions for switching.585

The customer's rights and the provider's obligations must be set out in a written contract that is made available before the contract is concluded in such a way that the customer can save and reproduce it (Art. 25(1) DA). The written form requirement is to be interpreted autonomously under EU law and should therefore also include the electronic form586, whereby the use of an electronic signature is rec-ommended in practice.587

The clauses are mandatory, meaning that no deviations from this "contractual framework"588 are per-mitted.589 In B2B contractual relationships, these clauses are subject to control in accordance with Art. 13 DA; if the contractual partner is a consumer, control in accordance with national provisions that implement the requirements of the Clauses Directive590 may be considered.591

(1) Clauses on the decision to switch, Art. 25(3) DA

According to Art. 25(3) DA, the contract referred to in Art. 25(1) DA must contain clauses according to which the customer may inform the provider of data processing services of its decision to take one or more of the following measures after expiry of the maximum notice period pursuant to Art. 25(2)(d) DA:

the change to another provider, stating the new provider, which must be carried out by the customer (a);

the switch to an ICT infrastructure on its own premises (b);

the deletion of the customer's exportable data and digital assets (c)

(2) Minimum content obligations, Art. 25(2) DA

In addition to the clauses required under Art. 25(3) DA, Art. 25(2) DA sets out further contractual min-imum content obligations that apply irrespective of the Digital Content Directive592. According to the wording, these are minimum content obligations, which conversely means that providers can also include additional clauses in their contracts.

(a) Change request and transition period, Art. 25(2)(a) DA

According to Art. 25(a) DA, the contract must contain a switching clause according to which the cus-tomer can switch on request or transfer all exportable data and digital assets to an ICT infrastructure on its own premises within a transition period of no more than 30 calendar days.

The switching process is initiated by the customer by means of an application addressed to the original provider; this is implicit in Art. 25(4) DA, which presupposes the application for switching and is intended to inform the provider of the customer's wish to switch (hence the so-called information phase).593

As in Art. 4(1) DA and Art. 5(1) DA, what exactly is to be understood by the constituent element "request" is likely to cause difficulties for the organisation of the switching process, because it is unclear what requirements are to be placed on the request and whether any action by the customer towards the provider is sufficient in this context.594 The wording of the standard, which does not stipulate any content requirements for the request and, in particular, does not require customer identification, speaks in favour of the latter.595 The legislative history can also be used to support this, which speaks of an "initiation of the change of provider"596.

Furthermore, in the absence of an explicit legal provision, the question arises as to the form in which the customer must inform the provider of their wish to switch. An exclusion of certain, customary com-munication channels such as email or telephone by the provider is likely to be inadmissible, particularly in view of the requirement to cooperate in good faith pursuant to Art. 27 DA.597 With regard to the form of the request, it is advisable for the provider to select a main communication channel that documents the corresponding request (electronically) for both contracting parties.598

The obligation to provide support for this transitional period is further specified in Art. 25(2)(a) clauses i–iv DA: During this period, the provider shall provide the customer and third parties authorised by the customer with appropriate support for the implementation of the change (i).599 In particular, care must be taken to ensure the continuity600 of business operations (ii) and information must be provided on known risks (iii). Overall, a high level of (data) security should be ensured (iv). This data security should also extend to a data retrieval period that lasts at least 30 calendar days and begins after the transition period (Art. 25(2)(g) DA).

The actual switch will then take place within a transitional period, which may not exceed 30 calendar days (Art. 25(2)(a) DA). During this transitional period, the customer must continue to pay the fee.601

(b) Exit strategy, Art. 25(2)(b) DA

Art. 25(2)(b) DA formulates a general obligation for switching, which should be set out in a clause. The provider must support the customer's exit strategy and provide all relevant information for this purpose.

In Art. 25(2)(e) and (f) DA, this information obligation is concretised: The provider must make an exhaustive list of all categories of data and digital assets that may be transferred during the switch, as well as those categories of data that are specific to the internal functioning of the data processing service and are excluded from the exportable data pursuant to (e) if there is a risk of breach of the provider's business secrets, provided that such exceptions do not hinder the switch pursuant to Art. 23 p. 2(c) DA.

(c) Termination of contract and notification of cancellation, Art.  25(2)(c) DA

According to Art. 25(2)(c) DA, the contract must contain a cancellation clause according to which the contract is deemed terminated and the customer must be informed of the cancellation after he has suc-cessfully changed602 (Art. 25(2)c) DA) or the maximum cancellation period has expired (Art. 25(2)(c) DA).603

(d) Maximum notice period, Art. 25(2)(d) DA

The maximum cancellation period for initiating the switch may not exceed two months. The resulting lack of predictability will have a significant impact on the commercial pricing (also revenue recogni-tion604) of providers.605

(e) Listing of data categories, digital assets and restriction on business  secrets, Art. 25 (2)(e) and (f) DA

According to Art. 25(2)(e) DA, the contract must contain a clause stating that an exhaustive list of all categories of data and digital assets that may be transferred during the execution of the transfer, includ-ing at least all exportable data, must be listed as content. Art. 25(2)(f) DA supplements this with an exhaustive list of data categories that are specific to the internal functioning of the provider's data pro-cessing service and are excluded from the exportable data pursuant to Art. 25(2)(e) DA if there is a risk of a breach of the provider's business secrets, provided that such exceptions do not hinder or delay the transfer pursuant to Art. 23(c) DA.

(f) Minimum period for data retrieval of 30 days, Art. 25 (2)(g) DA

The contract must contain a minimum period for data retrieval of at least 30 calendar days – whereby the length is negotiable (Art. 25(2)(g) DA) – which begins after the expiry of the transition period agreed between the customer and the provider of the data processing services in accordance with Art. 25(2)(a) DA and Art. 25(4) DA.

(g) Deletion of the data, Art. 25(2)(h) DA

The deletion of the data must be included in the contract by means of a clause pursuant to Art. 25(2)(h) DA. All exportable data and digital assets that are generated directly by the customer or relate to the customer must be completely deleted after the end of the data retrieval period. The question here is whether this is a guarantee or assurance and to what extent the deletion process is to be technically designed.606

(h) Exchange fees, Art. 25(2)(i) DA

The contract must contain a clause on exchange fees (Art. 25(2)(i) DA).607

(3) Extension of the transitional period, Art. 25(4) and (5) DA

If the switch is not technically feasible within the 30 days, the provider must inform the customer of this within 14 days of the switch request – i.e. within the cancellation period – and can then propose an alternative transition period of a maximum of 7 months (Art. 25(4) DA). The provider must justify the technical impracticability of this. The legislator emphasises that the continuity of the service must also be guaranteed in this case.

The customer also has a right of extension (Art. 25(5) DA). However, unlike the provider, the customer can extend the transitional period to an indefinite period that it deems appropriate for its own purposes. Precisely because the customer has no explicit obligations to provide or co-operate, this right of exten-sion could lead to a conflict.608 In any case, this right must therefore be subject to the limits of Art. 27 DA, according to which the parties to the bill of exchange must act in good faith. Balancing the interests of both parties and taking into account Art. 25(4) DA, a maximum extension of 7 months should also be appropriate here.609

In addition to the question of the limitation by the provider of this far-reaching right, it is particularly unclear how Art. 25(4) and (5) DA relate to each other, whereby the wording "without prejudice" indi-cates an addition of the customer's right of extension. Although the contract continues to apply during the (extended) transitional period,610 the question of remuneration during the extended transitional period arises in both cases.611

cc) Duty to inform, Art. 26 DA

Art. 26 DA supplements the information obligations formulated in Art. 25 DA,612 which only apply to customers who have either already concluded a contract or are about to conclude such a contract.613 These information obligations go beyond the data information in Art. 25 DA and are aimed at decision-making in the context of the switching request.614 The information is intended to eliminate knowledge deficits and support the customer's exit strategy.615 On the one hand, an existing customer should receive information about the available procedures for switching and transfer (Art. 26(a) DA). On the other hand, the customer should be informed via a reference to an up-to-date online register of providers with details of all data structures and data formats as well as the relevant standards and open interoperability specifications (Art. 26(b) DA).616 This online register is not to be understood as a register operated by a central body, but rather as a freely available online resource – not necessarily for the general public, but accessible via access – to which the provider can refer.617

dd) Cooperation in good faith, Art. 27 DA

Art. 27 DA formulates co-operation in good faith as a general obligation to act for all parties involved  in the switching process and explicitly mentions the acquiring provider of data processing services. In addition, the original provider and the customer (Art. 2 No. 34 DA) are also likely to be affected by the obligation. Recital 85 extends this group of addressees to include third parties who carry out the transfer on behalf of the customer.

The obligation to cooperate in good faith is intended to ensure that the change is carried out effectively so that the data can be transferred on time and the continuity of the data processing service can be maintained. It is noteworthy that this obligation to act in good faith is known as an important principle from B2C contracts, but is rarely found in B2B contracts.618 The undefined legal concept of good faith  is to be interpreted autonomously under EU law619 and can be substantiated using the criteria of the prohibition of abuse of rights, the prohibition of contradictory behaviour and the principle of propor-tionality.620 It remains to be seen to what extent the practice that has already emerged to some extent in case law and literature will be consolidated here and minimise the uncertainties for the parties involved.621 Until then, Art. 8 CFR and Art. 5(1)(a) GDPR can be used comparatively for the interpreta-tion.622 Finally, it remains to be seen to what extent this obligation is enforceable and whether claims for damages can be asserted or fines imposed.623

ee) Transparency obligations, Art. 28 DA

According to Art. 28(1) DA, providers of data processing services are obliged to list on their websites the jurisdiction to which the ICT infrastructure is subject (a)624 as well as a description of the TOMs and contractual measures that the provider has taken to prevent international state access to non-personal data or the transfer of such data (b).625

The websites must be listed in the contractual offer of the providers of data processing services (Art. 28(2) DA). The information must be kept up to date.626 The effort for this is still justifiable for the designation of the place of jurisdiction, but involves considerable effort for the information from Art. 28(1)(b) DA.627

Art. 28 DA seems like a foreign body in Chapter VI, as the standard has no direct reference to switching between data processing services. In addition, the title of the standard is misleading because although it refers to contractual transparency obligations, the obligation is to be fulfilled vis-à-vis the general pub-lic.628 Art. 28 DA is supplemented by Art. 32 DA.629

f) Gradual abolition of exchange fees, Art. 29 DA

The aim of Art. 29 DA is to gradually abolish switching fees. The legislator sees the levying of switching fees such as data extraction fees (Art. 2 No. 35 DA), which are not related to the actual costs of the provider, as an obstacle to efficient provider switching.630 For this reason, switching fees are to be per-manently abolished in a two-stage process: According to Art. 29(1) DA, providers may no longer charge switching fees – including data extraction fees, unless in the case of parallel use of several pro-viders631 – for the completion of switching from 12 January 2027; from 11 January 2024 to 12 Jan-uary 2027, providers may only charge reduced switching fees (Art. 29(2) DA). These reduced switching fees may not exceed the costs incurred by the provider in direct connection with the switching (Art. 29(3) DA). The abolition of switching fees and the proper levying of fees during the transitional period will be monitored by the Commission. To this end, Art. 29(7) DA empowers the Commission to adopt a delegated act within the meaning of Art. 45 DA.

aa) Exchange fees (Art. 2 No. 36 DA) and data extraction fees (Art. 2 No. 35 DA)

According to Art. 2 No. 36 DA, switching charges are charges other than standard service charges or early termination penalties levied by a provider of data processing services on a customer for the actions prescribed in the DA for switching to another provider's systems or ICT infrastructure at its own prem-ises, including data extraction charges.632 Recital 88 indicates that the rather vague definition is intended to cover in particular data extraction fees and costs for specific support activities of the provider during the switching process. What, in turn, is to be understood by specific support activities is left open. How-ever, a systematic comparison with other payment obligations set out in the DA suggests that the cate-gory of specific support activities should be interpreted narrowly.633

For the change, the actual costs must be determined and limited to the variable costs excluding over-heads.634 A return on equity and borrowing costs can be taken into account.635

According to Art. 2 No. 35 DA, data egress charges are data transmission charges billed to customers for extracting their data via the network from the ICT infrastructure of a provider of data processing services to the systems of other providers or to ICT infrastructure on their own premises. In practice, these are often costs incurred by transporting data over the public Internet, the amount of which depends on the amount of data, the bandwidth and the geographical location.636 Another example is the costs incurred when archived data is retrieved, as this is more expensive than accessing frequently used data connected to virtual machines.637 Data extraction fees can still be charged under certain conditions in accordance with Art. 34(2) DA.638

Whether standard service charges are incurred639 is likely to be regularly apparent from framework agreements or provider website information; in accordance with Art. 29(4) DA, the provider must clearly inform the potential customer of any standard service charges levied before the contract is concluded.640 Charges for transitional services are also not switching charges, in particular because such services are provided by the customer and the provider taking over.641 In particular, recital 85 clarifies the require-ment of chargeability by stating that specialised professional transition services can also be provided by the original provider or third parties.642 Specialised professional services other than transition and migration services do not prevent switching and can therefore be subject to charges.643 As a result, in the absence of other examples mentioned by the legislator, data extraction fees are likely to be the main application case for switching fees within the meaning of Art. 2 No. 36 DA.644

Penalties charged for early cancellation are also to be regarded as switching fees (Art. 2 No. 36 DA).645 These fees, which are better understood as cancellation fees646 , are permitted in accordance with Art. 29(4) DA,647 insofar as the potential customer is clearly informed of them before the contract is con-cluded. Whether cancellation fees may be incurred varies depending on the contract model. With the pay-as-you-go model, costs only arise when the service is used.648 No cancellation fees are likely to be incurred here.649 The commitment model, on the other hand, provides for a purchase obligation for a quantity of computing power.650 In this case, the cancellation fees have the character of a penalty.651

bb) Duty to provide information on exchange fees, Art. 29(4)–(6) DA

According to Art. 29(4) DA, the provider must inform the potential customer of the possible fees, can-cellation fees and reduced fees in accordance with (2) before the contract is concluded652. In addition, the customer may have to be provided with information on data processing services where switching is very complicated, costly or is impossible without significant interference with the data, digital assets or service architecture, Art. 29(5) DA.653 This information must be published on a separate part of the provider's website or in another easily accessible manner for the customer in accordance with Art. 29(6) DA. Art. 29(6) DA specifies in this respect paras. 4 and 5 to the effect that the information must be provided in text form at the latest immediately prior to the conclusion of the contract.654

g) Technical aspects of the bill of exchange, Art. 30 DA

Art. 30(1) DA initially formulates the obligation to create functional equivalence655 for IaaS when the user switches to a service of the same service type. The restriction to the IaaS model for this obligation results from the easier substitutability between these models compared to other as-a-service models.656 At the same time, it remains open whether non-functional requirements such as performance can also be included under substitutability. Whether the resulting convergence of data processing services and the goal of functional equivalence are generally sensible seems doubtful, at least from a market economy perspective.657

The acquiring provider is primarily responsible for functional equivalence, whereby the original pro-vider supports the change by providing appropriate information, documentation, technical support and, if necessary, the required instruments (Art. 30(1) DA).658 The acquiring and original provider shall take their measures in accordance with Art. 27 DA (Art. 30(1) DA).

Art. 30(2) to (4) DA specifies further obligations for providers of data processing services that are not IaaS in order to implement open innovation.659 Even if the scope is quite open due to the negative wording, it is likely to be PaaS and SaaS on a regular basis.660 Providers are subject to the following obligations in particular:

Provision of free open interfaces containing sufficient information about the service to enable the development of software for data portability and interoperability (2);

ensuring compatibility with common specifications based on open interoperability specifica-tions (Art. 2 No. 41 DA) or harmonised interoperability standards (3) and

updating the online register referred to in Art. 26(b) DA in accordance with the requirements of Art. 25(3) DA (4).

In particular, the obligation to provide open interfaces free of charge should be limited for the original provider to the documentation necessary for the implementation of the open interface, as the provider is not obliged to act in the third-party infrastructure.661

If there are no common specifications for switching between services of the same service type or no harmonised standards for interoperability have been published, the provider shall export all exportable data in a structured, common and machine-readable format at the customer's request (Art. 30(5) DA).

Finally, Art. 30(6) DA states restrictively that providers are not obliged to develop new technologies or services as a result of the obligations described. Furthermore, digital assets that are protected by intel-lectual property rights or constitute a trade secret do not have to be disclosed to a customer or the other provider. Finally, providers are not obliged to compromise the security and integrity of the customer or provider.

h) Exceptions , Art. 31 DA

Art. 31 DA conclusively formulates exceptions for certain data processing services for which selected obligations (1) or all obligations (2) should not apply. The provider must then inform the potential cus-tomer of the non-applicable obligations before concluding the contract (Art. 31(3) DA). In the absence of a corresponding provision, the criteria to be used to determine data processing services in accordance with (1) and (2) will probably be a matter for practice.662 However, Art. 30 DA does not provide for exceptions for SMEs.663

aa) Individual solutions , Art. 31(1) DA

The prerequisite for the exception under Art. 31(1) DA is that most of the central functions – from a threshold of more than 50%664 – are tailored to the specific needs of an individual customer or that all components have been developed for the purposes of an individual customer, whereby the individuali-sation must go beyond customising.665 This can already be deduced from the criterion of configurable and a comparison with the English version of the provision (custom-built and developed). In addition, this customised solution must not be offered on a large commercial scale via the provider's catalogue of services (Art. 31(1) DA). In terms of legal consequences, Art. 31(1) DA stipulates that the obligations set out in Art. 23 (d), Art. 29 and Art. 30(1) and (3) DA, i.e. the obligations regarding functional equiv-alence, switching fees and interoperability, do not apply.

bb) Data processing services for testing and evaluation purposes , Art. 31(2) DA

Art. 31(2) DA formulates a further exception for data processing services that are not a full version but are provided for a limited period of time for testing and evaluation purposes. In contrast to Art. 31(1) DA, none of the obligations of Chapter VI DA should apply.

In any case, the fact that a fee is charged cannot be a decisive criterion for distinguishing the full version from data processing services for testing and evaluation purposes, as the provisions of Chapter VI DA also apply to free offers (Art. 23 p. 2 (c) DA).666 The range of functions is also unsuitable for differen-tiation, as all functions may also have to be available for data processing services for testing and evalu-ation purposes. Whether it is a full version must therefore be determined on the basis of the circum-stances of the individual case and the objective purpose of use.667 The decisive factor here could be whether the service has already been fully developed or whether the customer still needs to be convinced of the data processing service, i.e. is still in the sales process.668

cc) Obligation of the provider to inform about non-applicable obligations, Art.  31(3) DA

According to Art. 31(3) DA, the provider of the data processing service must inform the potential cus-tomer of the obligations that do not apply before concluding the contract. It is unclear, firstly, what the legal consequences are in the event of non-compliance with the obligation to inform and, secondly, how this obligation to inform is to be organised in concrete terms; in this respect, reference could be made to the provisions of Art. 29(4), (6) DA, although the provision does not expressly apply to Art. 31 DA.669 In practical terms, it is likely to make a considerable difference whether the provider states that it is not subject to any obligations under Art. 29 DA or that it may – formulated positively – charge switching fees. The ratio leges should be that compliance with the standards created by the DA can be relied upon without the need for prior notification.670 If providers deviate from these standards in the future, the customer must be informed of this for the purpose of decision-making.671

i) Sanctions and enforcement

It should be emphasised that non-compliance with the provisions of Chapter VI DA is not sanctioned in accordance with Art. 40(4) DA and that no fines can be imposed in accordance with Art. 83(5) GDPR. It is therefore left to the Member States to impose appropriate provisions on sanctions and to take the necessary measures for their application (Art. 40(1) DA). These sanctions must be effective, proportion-ate and dissuasive (Art. 40(1) DA). However, it is to be expected that the sanctioning will initially be restrained due to the higher workload of the supervisory authorities under Art. 4 et seq. DA, so that the civil law dispute is of greater importance.672

Civil law enforcement is carried out in accordance with Art. 39(1) DA, whereby the contract to be con-cluded in accordance with Art. 25 DA is subject to the civil procedural regulations of the respective member state, whereby the Brussels Ia Regulation673 must be taken into account with regard to jurisdic-tion agreements.674 In addition, the contracting parties have the right of appeal pursuant to Art. 38 DA.675 From a competition law perspective, § 3a UWG is relevant insofar as Art. 23 et seq. DA are market behaviour regulations.676 This means that customers may have individual claims and competitors may have claims under competition law.677 However, this enforcement under civil law is generally question-able, particularly in the case of provisions such as Art. 31(3) DA and Art. 27 DA.678

7. Unlawful government access to and unlawful government transfer of non-personal data in an international context, Art. 32 DA

a) Background and area

Art. 32 DA – similar to Art. 31 DGA679 and Art. 62 EHDS-D680 – aims to protect international data transfers of non-personal data from state access by third countries. This is intended to ensure that the data does not flow to third countries without appropriate safeguards.681 In doing so, the legislator delib-erately limits itself to non-personal data, as personal data is already subject to protection under Art. 41 et seq. GDPR already apply. This dichotomy can raise practical demarcation issues if, for example, it is unclear for data processing services whether the data to be transferred is also personal data.682

Furthermore, Art. 32 DA only covers data that is held in the Union, Art. 32(3) DA, which means that the data must be located on servers in the EU.683 Only providers of data processing services within the meaning of Art. 2 No. 8 DA are subject to the obligation.684 According to the wording of Art. 32 DA, the requesting party can only be a public sector body, i.e. a court or an administrative authority of a third country.685

Non-personal data should not be transferred without restriction, which in turn protects local markets and companies. The background to this are considerations that have already been expressed in the light of the Schrems judgements686 with regard to data security, particularly in relation to surveillance pro-grammes of the US intelligence services.687 In contrast to the GDPR, which provides for a preventive ban with a reservation of authorisation for data transfer, data transfer is generally permitted under the concept of the Data Act and is only restricted by Art. 32 DA.688

b) Duty to prevent international transfer and access by government organisations, Art. 31(1) DA 104 c) Exceptions, Art. 31(2), (3) DA

Firstly, providers of data processing services are obliged to take technical, organisational and legal measures to prevent access by a third country that is contrary to EU law or the law of the member state (Art. 32(1) DA). Such precautions serve to thwart both overt requests for data disclosure by state authorities and covert surveillance measures, whereby it is up to the obligated parties to decide which specific measures are taken.689 There are some doubts as to whether the measures only need to relate to data access or data transfer as such, or whether only cases in which access by government agencies is prohibited are covered.690

c) Exceptions, Art. 31(2), (3) DA

Decisions and judgements by courts and administrative authorities from third countries only oblige the transfer of data if there is a corresponding agreement between the third country and the EU or a member state (Art. 32(2) DA). This should also include decisions by the public prosecutor's office and compara-ble authorities.691

If there is no corresponding agreement within the meaning of Art. 32(2) DA, Art. 32(3)(a) – (c) DA stipulates conditions which, if met, are permissible even in the absence of an international agreement within the meaning of Art. 31(2) DA. The requirements under Art. 31(3)(a) – (c) DA must be met cumulatively, which results from the wording "and" in (b). According to (a), the legal system of the third country from which the data request is made must be structured in such a way that the decision or judgement on which the request is based must be justified, proportionate and sufficiently specific. In addition, the addressee's reasoned objection must be examined by a competent court in the third country (b). Furthermore, the relevant legal interests of the provider under Union law or the national law of the Member State concerned must be taken into account by the third country (c).

The addressee of the decision can contact the competent national authority, which can answer whether the conditions of Art. 32(3)(a) – (c) DA are fulfilled (Art. 32(3)(2) DA).

If the data processing service is therefore obliged to transmit the data in accordance with Art. 32(2) or (3) DGA, it must be ensured that only the amount of data that is absolutely necessary is made available (data minimisation; Art. 32(4) DGA).692 In addition, except in cases of criminal prosecution, the cus-tomer shall be informed by the data processing service that a request for access to their data has been made (Art. 32(5) DA) in order to create transparency with regard to the natural or legal persons actually affected by the request.693

8. Interoperability, Art. 33–36 DA

a) Overview and systematics

The provisions of Chapter VIII DA are aimed at regulating data rooms at a technical level. The provi-sions of Art. 33–36 DA694 on the interoperability695 of data spaces and data processing services as well as smart contracts thus have a significant impact on the implementation of Chapter VI DA.696 In partic-ular, the interoperability created by harmonised standards and common specifications for data structures and services enables the use of data in the Union.697

Just like Chapter VI DA698 , the concept of interoperability is intended to promote innovation and com-petition.699 Above all, the creation of interoperability prevents markets from tilting towards monopolies and enables existing monopolies to be broken up.700

The system of Art. 33–36 DA can be understood either as a juxtaposition701 of the standards or as a staggered relationship in which Art. 33 DA is assumed to be the basic standard.702 The latter cannot be inferred from the wording of the DA.703 The understanding of the data spaces, which is not defined in the DA, is essential for the justification of a tiered system.704 As a result, a functional interpretation that understands data spaces as "all open offers of data or data-based services on the market from the private or public sector"705 is convincing here, so that data processing services and smart contracts can be regarded as a special case of this.

b) Interoperability of data rooms, Art. 33 DA

Art. 33 DA serves to develop interoperability standards.706 This is based on the idea of an internal data market in which data spaces – such as the health data space707 – are created.708 The interoperability of data spaces should work towards better data access so that data can be utilised by the economy and society.709

aa) Participants in data rooms (1)

According to Art. 1(3)(g) DA, the DA applies to participants in data spaces. Art. 33 DA specifies the scope to the effect that participants in data spaces that offer data or data services to other participants are covered. The DA does not define what a data space is, nor who is considered a participant in such a data space. Art. 33(1) DA states that data spaces are "purpose-specific or cross-sectoral interoperable frameworks for common standards and procedures for the sharing or joint processing of data"710.711 In particular, data spaces are to be created in the areas of industry, mobility, health, finance, energy, agri-culture and public administration.712

In principle, the roles of provider, recipient and intermediary can be considered as participants.713 Pro-viders of data or data services are covered if they offer them to other participants in data spaces.714 This includes data holders in particular.715 If the recipient is not also a provider of data or data services, they are not covered by Art. 33 DA. Intermediaries facilitate the transfer of data between provider and recip-ient.716 Since the wording of Art. 33(1) DA also expressly refers to providers of data services, these intermediaries can be understood as participants. It should be noted, however, that against the back-ground of the legislative history, a narrow data-related understanding must be assumed here and not every operationally supporting service is covered.717

bb) Essential requirements (1)

Art. 33(1)(a)–(d) DA formulates obligations in the form of essential requirements for participants in data spaces that offer data or data services to other participants. These can be divided into documentation obligations (a)–(c) – including descriptions of the data set content, licences, but also more technically detailed descriptions of the data structures and data formats – and interoperability obligations (d).718 The DA thus focuses in particular on transparency as a principle and means of creating interoperability.719

In addition, the essential requirements of the European standardisation organisations (Art. 33(4) DA) or the European Commission (Art. 33(5) DA) must be taken into account in their work. If participants in data spaces implement these essential requirements, they benefit from the presumption of conformity in Art. 33(3) DA. 720

cc) Concretisation through delegated acts (2)

Pursuant to Art. 45 DA, Art. 33(2) DA delegates to the Commission the power to adopt delegated acts for the further specification of the essential requirements referred to in Art. 33(1) DA.

dd) Presumption of conformity, harmonised standards, common specifications  (3)–(11)

Art. 33(3)–(10) DA provides for the presumption of conformity through two alternatives. Primarily, compliance with harmonised standards that meet the requirements of Art. 33(1) DA confers a presump-tion of conformity (Art. 33(3) DA). Secondly, this can be done by complying with common specifica-tions that also meet the requirements (Art. 33(8) DA). Procedures are also described as to when and how harmonised standards or common specifications are to be established.

Conformity with the requirements of Art. 33(1) DA is presumed for participants in data spaces whose data or data services comply in whole or in part with the harmonised standards – at least insofar as the requirements are covered by the harmonised standards (Art. 33(3)).

The harmonised standards that meet the essential requirements are drawn up by the European standard-isation organisations mandated by the Commission (Art. 33(4) DA).

In addition, the Commission may adopt common specifications in the form of implementing acts that cover the essential requirements (Art. 33(5) DA). The following conditions apply:

The harmonised standards were not developed or not developed on time or do not fulfil their mandate (a);

No reference for the harmonised standards is published in the Official Journal or is not published (b).

Before preparing a draft implementing act referred to in paragraph 5, the Commission shall give notice that these conditions have been met (Art. 33(6) DA). In preparing the draft implementing act, the Com-mission shall take into account the advice of the EDIB and the views of other bodies or groups of experts and shall consult the relevant stakeholders (Art. 33(7) DA).

Furthermore, the conformity of the data or data services with the requirements pursuant to Art. 33(1) DA is presumed if they fully or partially comply with the common specifications and insofar as these requirements are covered by the specifications (Art. 33(8) DA).

Once a harmonised standard has been assessed by the Commission and the reference published in the Official Journal, the implementing acts corresponding to these harmonised standards are repealed (Art. 33(9) DA).

Member States may notify the Commission of the inadequacy of a common specification with regard to the Commission's requirements. Following their assessment, the implementing act may be amended (Art. 33(10) DA).

Finally, the Commission may adopt guidelines to establish interoperable frameworks for common stand-ards and procedures for the functioning of common European data spaces (Art. 33(11) DA).

c) Interoperability for the parallel use of data processing services, Art. 34 DA

The issue of data portability is closely linked to the issue of data interoperability,721 so that Chapter VIII DA contains provisions on the interoperability of data processing services. Art. 34 DA – as well as Art. 35(2)(a) DA – addresses the parallel use of various complementary services. These so-called multi-cloud strategies722 are intended to stabilise operations, especially for providers of financial services in accordance with Regulation (EU) 2022/2554723, but also to enable the planning of future-proof IT strat-egies and reduce dependence on individual providers.724

Art. 34(1) DA refers to those provisions (Art. 23, 24, 25 (2)(a) No. ii and iv, (e) and (f), Art. 30 (2) – (5) DA) that should apply accordingly to providers of data processing services in the case of parallel use. Parallel use does not include the simultaneous use of a data processing service and the ICT infrastructure on one's own premises.

Furthermore, Art. 34(2) DA provides for data extraction fees for parallel use, which will not be gradually abolished as long as these fees do not exceed the extraction costs incurred.725

d) Interoperability of data processing services, Art. 35 DA

The interoperability of data processing services726 of the same type of service727 is intended to counteract the lock-in to certain providers at the expense of competition and the development of new services.728 Interfaces and infrastructure levels as well as software are required to create interoperability and the development of these depends on a cost-benefit analysis. 729 The ISO/IEC 19941:2017 standard is an important point of reference for Art. 35 DA.730 Unlike Art. 33 and 36 DA, Art. 35 DA does not formulate any essential (material) requirements for interoperability, but instead sets out requirements for open interoperability specifications and harmonised standards. In addition to interoperability, Art. 35 DA also addresses (data) portability.

aa) Regulatory objectives and minimum requirements (1) and (2)

Art. 35(1) and (2) DA formulates the objectives and requirements for the interoperability standards. The objectives are the interoperability between data processing services ((1)(a)), the portability of digital assets ((1)(b)), the facilitation of functional equivalence731 ((1)(c)) and other supporting objectives ((1) (d) and (e)).

The requirements still need to be developed. It is clear from Art. 35(2) DA that interoperability is an umbrella term for interoperability in the narrower sense ((2)(a)), data portability ((2)(b)) and application portability ((2)(c)). All three refer to more specific aspects of interoperability. Interoperability in the narrower sense is to be regulated appropriately, for example with regard to transport interoperability, syntactic interoperability, semantic data interoperability, behavioural interoperability and the interoper-ability of rules and specifications through open interoperability specifications and harmonised standards ((2)(a)).

bb) Creation of standards (3) – ( 9)

Art. 35 DA sets out two options for creating standards: open interoperability specifications and harmo-nised standards. The needs of SMEs must be taken into account in the standardisation process.732

According to Art. 35(5) DA, the Commission may, by means of implementing acts, adopt common specifications based on open interoperability specifications that fulfil the requirements of Art. 35 (1) – (3) DA. In doing so, the views of relevant authorities and other relevant bodies or expert groups shall be taken into account and all relevant stakeholders shall be consulted (Art. 35(6) DA). A Member State may inform the Commission if the requirements of Art. 35(1) and (2) DA are not met and the Commis-sion may in turn amend the implementing act after examination (Art. 35(6) DA).

In addition, the Commission may mandate standardisation organisations to draw up harmonised stand-ards in accordance with the requirements of Art. 35(1) and (2) DA. The wording "after consideration" and recital 100 can be understood to mean that this is a subsidiary relationship to Art. 35(3) and (5).

The common specifications and harmonised standards must be published in a central database – as a "one-stop-shop"733 (Art. 35(8) DA). After publication, suppliers must ensure conformity with the spec-ifications or standards within 12 months (Art. 30(3) DA).

e) Smart Contracts, Art. 36 DA

Art. 36 DA regulates smart contracts. According to Art. 2 No. 39 DA, these are computer programmes that are used for the automated execution of an agreement or part thereof, using a sequence of electronic records and ensuring the integrity of these records and the accuracy of their chronological order.

They are subject to essential requirements (Art. 36(1) DA) and undergo a conformity assessment (Art. 36(2)(f). DA) or conformity is presumed (Art. 36(4) – (11) DA). According to Art. 1(3)(g) DA, the DA applies to participants in data spaces and providers that use smart contracts and persons whose commer-cial, business or professional activity involves the introduction of smart contracts for others in connec-tion with the implementation of an agreement. Although Art. 36 DA is linked to Art. 33(1)(d) DA, it can be described as a "foreign body"734 in the DA.735

The applicability of the provisions of civil, contract and consumer protection law to agreements on the transfer of data from the use of smart contracts for the automated execution of such agreements remains unaffected.736

aa) Obliged party, application, data transfer agreement

According to Art. 36(1) DA, the provider of an application in which smart contracts are used or – in the absence thereof – the person whose commercial, business or professional activity involves the use of smart contracts for third parties in connection with the full or partial execution of a data provision agree-ment737 is covered.

According to this, it is primarily the provider of an application that is obliged. § 1(4) No. 5 DDG, which defines the service provider as the provider of digital services, can be used to understand the term. Sec-ondarily, in the absence of a provider, the person whose commercial, business or professional activity involves the use of smart contracts for third parties in connection with the full or partial execution of a data provision agreement is obliged.

In the context of the DA, the term "applications" is to be understood broadly. This includes software regardless of whether it is embedded in hardware.738 A smart contract must be used in the application. This does not include applications that analyse smart contracts that are intended exclusively for internal use.739

The term "smart contract" is controversial, but the prevailing view is that it covers automated legal transactions and business processes and their documentation.740 Examples of this include the fulfilment of contractual obligations or secondary claims.741 Against the background of the DA, smart contracts could find their practical application in the automation of data transactions in particular.742 In the IoT sector, smart contracts can be used, for example, when leasing a connected vehicle by triggering the payment of the leasing instalment as soon as the car's mileage exceeds a certain limit or a certain period of time has elapsed.743

Smart contracts, on the other hand, are not to be understood as contracts in the legal sense – they are just a computer program and can only map a contract, but cannot be a contract themselves.744

Inspired by the invention of blockchain, smart contracts are regularly associated with this technology.745 However, the legislator emphasises a technology-neutral understanding of the term "smart contract".746

The definition of a smart contract in Art. 2 No. 39 DA is to be understood in this context.

bb) Essential requirements (1)

The essential requirements for smart contracts include, in accordance with Art. 36(1)(a)–(e) DA:

Robustness and access control mechanisms to avoid functional errors and to withstand manip-ulation by third parties (a) and (d);

A "stop button"747 , which enables the safe termination and interruption of a transaction execu-tion (b);

Data archiving so that the transaction data, logic and programme code of the smart contract can be archived upon termination or interruption of a smart contract (c);

Consistency to ensure compliance with the terms of the data sharing agreement implemented with the smart contract (e).

cc) Conformity assessment (2)–( 3)

The fulfilment of the essential requirements is carried out as part of a conformity assessment in accord-ance with Art. 36(1) DA and issued in accordance with Art. 36(2) DA.748

dd) Presumption of conformity (4)–(11)

The provisions of Art. 36(4)–(11) DA are almost identical in wording to those of Art. 33(4)–(10) DA, so that at this point we refer to the explanations in b)dd) is referred to here.

9. Application and enforcement, Art. 37–42 DA

Art. 37–42 DA regulate the measures for the enforcement and application of the provisions of the Data Act and define the responsibilities of the Member States, the imposition of sanctions and the role of the European Data Innovation Board (EDIB). In addition, Chapter IX standardises legal protection options for natural and legal persons (Art. 38, 39 DA) and a mandate to the European Commission to draw up and recommend model contractual clauses for the effective implementation of the obligations estab-lished by the Data Act (Art. 41 DA).

a) Competent authorities and data coordinators, Art. 37 DA

In the area and enforcement of the Data Act, the legislator prioritises public enforcement by member state authorities.749

aa) Competent authorities, Art. 37 (1) DA

This essentially includes the establishment of competent authorities in the Member States that are authorised to apply and enforce the Data Act, Art. 37(1) DA. Member States may also designate several authorities or entrust existing authorities with the tasks and competences, Art. 37 (1) DA. The designa-tion of the authority is not to be understood as a formal act in the sense of a notification or similar, but as the establishment of the authority under organisational law.750 The name of the competent authority as well as its competences and powers must be communicated to the Commission, which keeps a public register of them (Art. 37(7) DA). For Germany, this task will most likely be assumed by the Federal Network Agency.751

Art. 37(3) DA provides (declaratory) that the supervisory authorities already responsible under the GDPR are also responsible for the protection of personal data under the Data Act. Their powers and tasks correspond to the regulations laid down in Chapters VI and VII of the GDPR. At the same time, the responsibility of specific sectoral authorities, such as for questions of data access and data use (Art. 37(4)(a) DA), remains unaffected.

bb) Tasks of the competent authorities, Art. 37(5), (8), (9), (14) DA

Art. 37(5) DA contains a catalogue of tasks and powers with which the Member States are to equip the competent authorities. These include

promoting data literacy and raising awareness of the rights and obligations of users and organi-sations that fall within the scope of the Data Act (a);

the processing of complaints about alleged violations of the provisions of the Data Act (b);

the performance of investigations (c);

the imposition of sanctions (d);

the monitoring of technological and economic developments (e);

co-operation with the competent authorities of other Member States and, where appropriate, the Commission or the EDIB (f), (g), (h);

ensuring the abolition of exchange fees (Art. 29 DA) and

the examination of data requests pursuant to Art. 14 et seq. DA.

In contrast, the catalogue of tasks and competences here does not contain any explicit power to order  the omission of violations of the provisions of the Data Act.752 Recital 109 merely states that the sanc-tions to be imposed under Art. 40 DA also include warnings, reprimands or orders to bring business practices into line with the obligations laid down in this Regulation.

In addition, the competent authorities have the right to request all necessary information from users, data holders or data recipients in order to verify compliance with the Regulation, within the limits of the principle of proportionality in accordance with Art. 37(14) DA, whereby the request for information must always be justified.753 This should generally be the case if the authority has sufficiently explained the circumstances of the request to the user, data holder or data recipient in writing.754

In the performance of their duties, the competent authorities must not be subject to any external, direct  or indirect influence; this applies in particular to the acceptance and solicitation of instructions from other authorities or private parties (Art. 37(8) DA). Art. 37(9) DA obliges the Member States to provide the competent authorities with the necessary human and technical resources and expertise to enable them to carry out their duties effectively.

cc) Data Coordinator, Art. 37(2) DA

If several authorities are designated in the respective Member State, a data coordinator must also be designated from among them for support in accordance with Art. 37(2) DA. It remains uncertain when a data coordinator is appointed from among the authorities. With regard to Art. 37(4)(a) DA, which stipulates that the competence of the sectoral authority must be maintained in special matters of data access and data use, the legislator presumably wanted to clarify that the data coordinator cannot also be the competent authority in personal union.755

The tasks of the data coordinator are specified in Art. 37(6) DA: Accordingly, it serves as the central point of contact for all questions in connection with the application of the Regulation (a). Furthermore, the Data Coordinator ensures that data access requests made by public authorities due to exceptional necessity in accordance with Chapter V are made publicly available and promotes the voluntary sharing of data between public authorities and private data holders (b). In addition, the Data Coordinator must record the refusal of data access and disclosure requests and report annually to the Commission on these refusals (c). Finally, the data coordinator supports the competent authorities at their request in all tasks arising in the area of administrative cooperation, Art. 37(5) DA.

dd) Responsibilities for legal entities, Art. 37(10) – (13) DA

In individual cases, the competent authority is always the authority in whose Member State the legal entities concerned have their establishment (establishment principle), Art. 37(10) GDPR, whereby in the case of seats in several Member States, the main seat is used as a basis. In order to determine the headquarters, the principles developed in accordance with Art. 4 No. 16 GDPR can be used.756 Accord-ingly, the decisive factor is the registered office of the head office; the name chosen by the legal entity plays a subordinate role at best.757

If connected products or related services are provided or offered in the European Union and the legal entity is not established in the Union, a representative must be appointed in one of the Member States (Art. 37(11) DA), so that – in contradiction to the principle of establishment laid down in Art. 37(10) DA – the competence of the authority is based on the registered office of the representative, Art. 37(13) DA.758 Each provider of connected products or services must appoint a representative to whom the com-petent authorities can turn in individual cases and who cooperates with them, Art. 37(12) DA.

ee) Administrative cooperation between Member State authorities, Art. 37(15),  (16) DA

Art. 37(15) DA regulates the procedure for administrative cooperation between Member State authori-ties and distinguishes between assistance and enforcement measures. Both are initiated by a reasoned request from the authority, which must set out the essential background and the specific assistance requested. The authority of the requested Member State is obliged to respond to the request immediately upon receipt and to indicate what measures have been taken or are planned (Art. 37(15) DA).759 The information exchanged and provided in this context may only be used by the authorities for the purposes of the request, Art. 37(16) DA.

b) Right to lodge a complaint, Art. 38 DA

Art. 38(1) DA provides for an individual right to lodge a complaint with the competent authorities, which is largely modelled on the right to lodge a complaint with a supervisory authority pursuant to Art. 77(1) GDPR.760 According to Art. 38(1) DA, every natural and legal person has the right to lodge a complaint with the competent authority individually or, where appropriate, jointly with the allegation of a violation of their rights under the Data Act, Art. 38(1) DA. The data subjects must therefore provide sufficiently substantiated evidence of a breach of a subjective right conferred by the provisions of the Data Act.761 Art. 38(1) DA does not provide any further procedural or procedural requirements, such as the form of the complaint or a time limit to be observed – in this respect, in the absence of European administrative procedural law, the Member State regulations on administrative procedure are likely to apply.762 Consequently, the VwVfG of the federal government or the federal states applies to Ger-many.763 The competent authorities must process and resolve the complaints effectively and in a timely manner, Art. 38(3) DA.

aa) Possibility of private enforcement?

According to Art. 38(2) DA, the right of appeal applies without prejudice to any other administrative or  judicial remedy. The wording chosen by the legislator raises the question of whether, in addition to public enforcement by national authorities, law enforcement by way of private enforcement is also permissible.

bb) Statement

One argument against this is that the legislator has not expressly provided for such legal enforcement options in the Data Act – unlike in other legal acts764.765 On the other hand, the legislator has largely modelled the enforcement provisions on Art. 77 et seq. GDPR.766 In contrast to Art. 77 et seq. GDPR, however, it has not created a system of civil law enforcement provisions, as in Art. 79 et seq. GDPR, but rather deliberately decided against a similar regulation.767

Nevertheless, there are various reasons in favour of the admissibility of private enforcement under the Data Act: For example, it stipulates that it should not be possible for the parties to exclude the application of clause control under Art. 13 DA (Art. 13(9) DA), which would be pointless if private enforcement is rejected due to the fact that private law agreements cannot exclude administrative proceedings.768 In addition, private law agreements on data access and use form the centrepiece of the Data Act, so that the overall conceptual structure of the Data Act also suggests private enforcement. From a systematic perspective, the possibility of private law dispute resolution set out in Art. 10 DA also speaks in favour of approving private law enforcement.769 Finally, private enforcement before the (civil) courts of the Member States would also benefit the effectiveness of Union law (Art. 4(3) TEU). Last but not least, the open wording of Art. 38(1) DA also speaks in favour of the admissibility of private enforcement, as private enforcement is at least not expressly excluded.770 Overall, therefore, the better arguments speak in favour of considering the enforcement of the provisions of the Data Act by way of private enforcement to be permissible.771

c) Right to an effective judicial remedy, Art. 39 DA

In addition to other administrative or extrajudicial remedies, every person concerned has the right to an  effective judicial remedy against legally binding decisions regarding the complaint, Art. 39(1) DA. This right also applies if the competent authority fails to take action in relation to a complaint in accord-ance with Art. 38(1) DA, whereby alternatively ("or") there is also the possibility of submitting the case to an impartial body with appropriate expertise (Art. 39(2) DA). The term "decision" is not defined – however, it can be assumed that not every action by an authority constitutes a decision within the mean-ing of the standard. Rather, the action of the authority must have a certain degree of regulatory quality for the addressee of the decision, which is likely to be lacking in the case of official investigations (Art. 37(5)(c) DA) or reports (Art. 37(5)(e) DA).772 If a complaint is declared inadmissible or unfounded or sanctions are imposed on the complainant, this will regularly constitute a decision within the meaning of Art. 39(1) DA.773 Under German law, administrative acts (§ 35 VwVfG) are likely to be the primary subject of such actions.774

The option granted in Art. 39(2) DA to have the matter resolved by an impartial body is intended to give the Member States the opportunity to set up independent bodies in order to relieve the courts of having to deal with countless actions for failure to act.775 Legal recourse must also be available against decisions by the impartial bodies, so that the procedure before them is to be seen as a kind of preliminary proce-dure.776 In the absence of more detailed provisions on the time limit within which an appeal for failure to act must be lodged or from which it can be lodged, the Member States are free to make their own regulations in this regard within the limits of Art. 47 CFR.777 The courts of the Member State of the competent authority are responsible for the appeal, Art. 39(3) DA.

d) Sanctions, Art. 40 DA

Art. 40(1)(1) DA provides that the Member States shall lay down rules on penalties applicable to infringements of the provisions of the Data Act and shall take all measures necessary to ensure that they are implemented; the penalties provided for must be effective, proportionate and dissuasive (Art. 40(1) DA). The provisions and measures must be notified to the Commission by 12 September 2025, which will keep a public and easily accessible register that is updated on an ongoing basis (Art. 40(2) DA).

With regard to the prescribed triad of effective, proportionate and dissuasive, it will be possible to fall back on the principles developed for Art. 84 GDPR.778 According to these principles, sanctions in the form of fines are particularly dissuasive if they exceed the economic advantage gained from the infringement.779 In contrast, the effectiveness of the sanctions must comply with the general principle of effectiveness under EU law (Art. 4(3) TEU).780 The proportionality of the sanctions is ensured by complying with the prohibition of excessive and insufficient measures.781

Art. 40(3) DA contains a non-exhaustive catalogue of various criteria that the authorities782 must take into account when imposing sanctions; the catalogue of criteria can therefore be understood as a discre-tionary directive783. The catalogue of criteria stipulates that not only the infringement itself, but also the individual circumstances of the party concerned must be taken into account, such as the annual turnover (f) and previous infringements by the party (c). In addition, the recommendations of the EDIB must be taken into account.784

For violations of the provisions of Chapters II, III, IV and V DA, data protection supervisory authorities can impose fines within their area of responsibility in accordance with the provisions of Art. 83(5) GDPR, i.e. up to €20 million or 4% of annual worldwide turnover, whichever is higher, which corre-sponds to the sanction practice of the GDPR (Art. 40(4) DA).

Similarly, Art. 40(5) GDPR authorises the European Data Innovation Board (EDIB) to impose fines within its area of responsibility, although these are limited to EUR 50,000 per infringement and a total of EUR 500,000 in accordance with Art. 66 GDPR.

e) Model contract clauses and standard contract clauses, Art. 41 DA

Furthermore, the Commission will draw up and recommend non-binding model contract clauses for contracts within the scope of the Data Act, Art. 41 DA, by 12 September 2025.785 These clauses are intended to support SMEs in particular and provide them with practical guidance to facilitate the con-clusion of contracts.786 The focus here is on two objectives in particular: firstly, model contract clauses for data access and use, and secondly, standard contract clauses for cloud computing contracts, both of which are non-binding.787 The standard contractual clauses should correspond to the FRAND conditions, Art. 41 DA. With Art. 41 DA, the Commission is pursuing an approach similar to the GDPR, where the use of certain standard contractual clauses in practice in the area of international data transfer has been well received.788

An expert group consisting of 17 members has already been set up by the Commission to work on this.789 Some have criticised the fact that almost all of them have a legal background and therefore, due to a lack of experts in the group from other fields, such as technology or certain industries, the most suitable and technical solution could not be found in practice.790 With regard to the scope of the mandate to develop model contract clauses, different views are held, particularly on the question of whether the expert group should draft entire contracts or merely submit individual clause proposals.791 In the opinion of the group of experts, the formulation of entire contract proposals makes sense in order to better protect SMEs.792

f) Role of the European Data Innovation Board (EDIB) Art. 42 DA

In addition to this task, the EDIB also fulfils the tasks of Art. 42 DA. It therefore plays a key role in ensuring the standardised application of the Data Act.793 The EDIB was introduced by Art. 29 DGA, meaning that Art. 42 DA supplements the catalogue of tasks listed in Art. 30 DGA.794 Within the frame-work of the Data Act, the EDIB fulfils an advisory and supporting function for the Commission, Art. 42 (a) and (c) DA, and is also intended to support cooperation between different authorities and thus strengthen the uniformity and efficiency of this cooperation, Art. 42(b) DA.

10. Databases containing certain data, Art. 43 DA

The purpose of Art. 43 DA is to protect the effective exercise of the right of users to access and use data and the right to transfer data to third parties by means of the Data Act.795 Data holders who obtain data through physical components such as sensors of a connected product or a related service should therefore not be able to invoke the sui generis right of a database producer under Art. 7 of Directive 96/9/EC (Database Directive), Art. 43 DA, and thus not be able to restrict the rights to data use and disclosure provided for in the Data Act.796

Initial uncertainties exist as to whether Art. 43 DA should be a clarification or a legal amendment to the Database Directive.797 In particular, difficulties arise from the fact that Art. 7(1) of Directive 96/9/EC places the "procurement" of data under protection and the ECJ has concluded from this that the genera-tion of data does not fall under this protection.798 With regard to machine-generated data, as well as data obtained or generated by connected products and related services, this raises the question of whether the reading of data is considered to be the generation of new data and therefore Art. 43 DA only clarifies that this data does not fall under Art. 7 of Directive 96/9/EC, or whether it is considered to be the acqui-sition of existing data within the meaning of Art. 7(1) of Directive 96/9/EC, so that Art. 43 DA consti-tutes a special regime for data obtained or generated by connected products or related services.799

In practice, it could also be difficult to apply the standard in the context of "mixed" databases, whose data fall within the scope of the Data Act on the one hand, but also contain data that are accessible to a property right under Art. 7 of Directive 96/9/EC on the other.800 In addition, it could be further problem-atic whether only the data exempt from Art. 43 DA itself or also data generated on its basis are not subject to the protection of Art. 7 Directive 96/9/EC.801 Art. 43 DA is not applicable in the B2G rela-tionship.802

11. Final provisions, Art. 44–50 DA

Obligations to provide data on the basis of Union legislation that entered into force by 11 January 2024 and delegated or implementing acts based thereon remain unaffected by the scope of the Data Act, Art. 44(1) DA. Special data law takes precedence, Art. 44(2) DA.803 With the exception of Chapter V DA, this applies in particular to data law relating to scientific research, Art. 44(3) DA.

The powers necessary for the adoption of delegated acts are conferred on the Commission for an indef-inite period, Art. 45(1), (2) DA. However, this delegation is revocable, Art. 45(3) DA. Further proce-dural provisions apply, Art. 45(4)–(6) DA.

Furthermore, certain legal acts will be amended to the extent that the Data Act is now also covered, Art. 47, 48 DA. The Commission will evaluate the Data Act by 12 September 2028, Art. 49 DA. Based on this evaluation, it may submit a legislative proposal to amend the Data Act. Art. 49(4) DA. The Data Act entered into force on 11 January 2024 in accordance with Art. 50 DA and applies from 12 September 2025 with a few exceptions.

12. Summary and implications for practice

The Data Act aims to create a single market for data through a differentiated set of rights and obligations for the players in the IoT data cycle. The European Commission has made ambitious forecasts: For example, more efficient data access in the B2B sector is expected to generate added value of 185 billion euros between 2021 and 2030.804 In the best-case scenario, the EU-wide gross domestic product could increase by up to 273.1 billion euros.805 However, it is not yet possible to conclusively assess whether these targets will actually be achieved. Academics and practitioners are divided in their assessment of the Data Act, with criticism prevailing. Some experts criticise the lack of ambition of the act, as data holders and manufacturers can continue to dictate the terms of contracts.806 Others see the Data Act as consolidating existing power structures807 or even endorsing them808. There are also fears that trade secrets could be jeopardised.809

Nevertheless, the Data Act is seen by some scientists as a "step in the right direction"810 and is viewed positively as an "innovative and courageous legal instrument"811. However, the economic cost of imple-mentation is considered to be considerable and, as expected, has been criticised by practitioners.812 With regard to practical implementation, parallels are already being drawn with the implementation of the requirements of the GDPR from 2017.813

Despite the possible simplifications through future model contract clauses from the Commission, key legal issues remain unresolved, leading to considerable legal uncertainty. One of the key questions is how the courts will deal with so-called buy-out contracts.814 These are agreements in which data hold-ers make access to data dependent on the user's comprehensive assignment of rights to the data. It is currently not possible to conclusively assess whether such clauses are in conflict with the overarching objective of the Data Act to ensure fair access to data and should therefore be considered legally inad-missible, in particular in light of Art. 7(2) DA.

A further problem arises with regard to the obligation to technically implement direct data access in accordance with Art. 3(1) DA.815 It is unclear under what conditions manufacturers are obliged to set up technical interfaces for direct access to data and what consequences breaches of this obligation could have.816

In addition, the situation in which the data holder and manufacturer are not the same person raises legal questions.817 In practice, this could lead to conflicts if the manufacturer is not prepared to grant the data holder the necessary access to the data generated by the product. This also concerns the tension between the rights of the user and the rights of the manufacturer.

The prohibition of misuse under Art. 4(10) DA poses a further challenge.818 The scope of this prohibi-tion and the question of when data access or use constitutes misuse still needs to be clarified by case law. It is particularly unclear to what extent companies can attempt to control access to data through contractual arrangements without fulfilling the requirements of the misuse offence.

Furthermore, the concretisation of the FRAND standard (Art. 8(1) DA), which is intended to ensure fair, reasonable and non-discriminatory access to data, is unclear.819 It remains unclear how this standard is applied in practice and which criteria are used to decide whether access to data must be granted under these conditions.

Finally, the question arises as to whether the data holder's right to consideration under Art. 9(1) DA can be circumvented if the user requests data in accordance with Art. 4(1) DA and passes it on to a third party.820 In practice, this could result in the data holder not receiving adequate consideration for their data, which could lead to considerable economic disadvantages.

The rules on switching between data processing services will have a significant impact on practice and make an important contribution to the emerging data economy law. It is imperative that companies already begin to adapt their services to align with the impending regulations that are scheduled to come into effect on 12 September 2025. This applies in particular to the change and drafting of contractual clauses within the meaning of Art. 25 DGA.821 In practice, checklists or catalogues of requirements can be used here.822 Technical adjustments and the consideration of exceptions under Art. 31 DA are also important.823 In addition, companies should keep a constant eye on the central database created by the Commission for harmonised standards and common specifications, as this will be constantly updated. 824

The standard contractual clauses to be drawn up by the Commission in accordance with Art. 41 DA are also eagerly awaited; initial consultations on this are already taking place.825 The clauses are intended to eliminate uncertainties in the application of Art. 13 DA and reduce transaction costs for data holders and users. Until then, it is recommended to use soft law instruments such as the ALI-ELI Principles or UNCITRAL rules. For the information obligations arising from Chapter VI, the use of an information creation and management system is recommended.826 For the information and provision obligations, providers could make this information available in a customer area on the website – after the customer has registered – and obtain confirmation that they have taken note of the information via a pop-up win-dow or a checkbox.827
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1. Introduction

Art. 1(5) DA stipulates that the provisions of the Data Act apply without prejudice to Union law and national law on the protection of personal data, privacy, confidentiality of communications and the integrity of terminal equipment used for personal data.828 In other words, the provisions of the GDPR and the ePrivacy Directive in particular must also be applied without restriction within the framework of the Data Act. As the provisions of the Data Act pursuant to Art. 1(2) DA apply to both personal and non-personal product and related service data, the scope of the GDPR is also regularly opened in the case of personal data. A processing basis within the meaning of Art. 6 GDPR is therefore always required for the transfer of IoT data with a personal reference on the basis of the Data Act. At the same time, the comprehensive approach of the Data Act reveals a tension with the data protection processing principles of Art. 5 et seq. GDPR.829 The Data Act (supposedly) resolves this tension through overriding the pro-vision of Art. 1(5) DA, according to which the provisions of the GDPR should take precedence in the event of an objection.

There is also potential for conflict in the relationship between the data access regulations of the Data Act and the regulations on the protection of trade secrets, which have their legal basis in the European Union in the Directive on the Protection of Trade Secrets (hereinafter: Trade Secrets Directive). The Trade Secrets Directive, which was implemented in Germany with the Trade Secrets Protection Act (GeschGehG), is, in particular, an expression of the entrepreneurial freedom guaranteed in Article 16 of the Constitutional Law (Grundgesetz).830 A conflict between the two regulatory regimes regularly arises when the data to be made available on the basis of the Data Act affects the data holder's business secrets. Despite considerable criticism during the legislative process, the EU legislator decided – unlike with the Open Data Directive, for example, and despite corresponding proposals – against creating a fundamental exception to the scope of the DA for trade secrets.831 Instead, the DA now provides a system of individual regulations and selective exceptions regarding individual access rights, for example in Art. 4(6–8) DA or Art. 5(9–11) DA. Consequently, data that is the subject of the access claims regulated in the DA can also be trade secrets within the meaning of the Trade Secrets Directive and limit the data access.

Data protection law in the form of the GDPR and the regulations on the protection of trade secrets therefore act to a certain extent as a limiting provision in relation to the data access regulations of Art. 4 et seq. DA. Compliance with data protection regulations is of particular importance for compa-nies, as liability on the basis of the GDPR can also be considered in view of the "principle of non-affection" standardised in Art. 1(5) DA.832 In contrast, the provisions on the handling of trade secrets are relevant for companies because, under certain circumstances, they can thwart the data access claims regulated in the Data Act (Art. 4(7) DA). Against this background, a differentiated assessment of the relationship between both provisions and the Data Act is required.

2. Data Act and GDPR

a) Conflict between Data Act and GDPR for mixed data sets

A central problem is the competing regulation in Art. 1(5) DA, which on one hand emphasises that the Data Act applies "without prejudice" to data protection law, but at the same time establishes a priority regulation in favour of the GDPR in recital 7. This precedence always applies when personal data is affected, which in practice leads to considerable demarcation problems. This is particularly relevant for so-called mixed data sets, which contain both personal and non-personal data and therefore affect the scope of both legal acts.833 In practice, mixed data sets can occur in various contexts: One example of this is the usage data of connected vehicles, where data such as location history, driving behaviour and speed are recorded. The combination of technical data with location information often makes it possible to draw conclusions about the owner or driver.834 Taking into account the prevailing opinion in case law835 and literature on the relative personal reference,836 in this context the question arises whether the assessment of the personal reference of data depends on the perspective of the data owner or the per-spective of the data user.837

Another example concerns virtual assistants that collect voice and interaction data from the user in order to provide specific services. Such data may contain information about the user's interactions with other connected devices and may also allow to draw conclusions about the user's identity, making it partially personalised.

b) Conflict of laws, Art. 1(5) DA

The relationship between the DGA and the GDPR is primarily determined by Art. 1(5) DGA. Accord-ingly, the DGA initially applies irrespective of the GDPR and the ePrivacy Directive; however, in the event of a conflict between the two regulations, the GDPR takes precedence in accordance with Art. 1(5) DGA.838 However, a contradiction within the meaning of Art. 1(5) DA – based on the case law of the ECJ on competition law – can only be assumed if a coexistence of the regulations (so-called collision case) is not possible under any circumstances.839 Both provisions must be virtually incompat-ible with each other and it must not be possible to reconcile them using appropriate formulae.840 With regard to the relationship between the user's right to data access under Art. 4 GDPR and the right to data portability (Art. 20 GDPR) and the right to erasure under Art. 17 GDPR, the legislator clarifies that the former is to be understood as a supplement to the rights of data subjects under data protection law.841 The extent to which the provisions of the Data Act can be considered compatible with the principles of data minimisation (Art. 5(1)(b) GDPR), the principle of purpose limitation (Art. 5(1)(c) GDPR) and the principle of storage limitation (Art. 5(1)(e) GDPR) remains unclear.842 For the principle of data minimi-sation, the legislator unhelpfully references technical and organisational measures that the persons involved in the processing should take in the recitals.843 In all other cases, each case of conflict requires a case-by-case assessment.844

Inversely, there is also the possibility that the Data Act or the DGA may set stricter requirements for the processing of personal data compared to the GDPR, as long as the requirements are in addition to those of the GDPR and are not intended to replace them.845 In this respect, the provisions of the Data Act and the DGA can also fill in opening clauses of the GDPR or be taken into account in the interpretation of undefined legal terms and in the context of balancing decisions of the GDPR.846

c) Personal roles

The central actors of the Data Act differ from those of the GDPR; in some cases, there may also be overlaps. While the GDPR regulates the relationship between controllers (under data protection law) and data subjects, the access rights in Art. 4 DA and Art. 5 DA standardise the relationship between the user, data controller and, where applicable, third parties.

aa) Key players of the GDPR

According to the legal definition in Art. 4 No. 7 GDPR, a controller is any natural or legal person, public sector body, agency or other body which alone or jointly with others determines the purposes and means of the processing of personal data [...]. The essential characteristic of a controller is therefore its power to decide on the purposes and (at least in the sense of a selection decision)847 on the means of processing.848 The controller of a data processing operation is subject in particular to the obligations standardised in Art. 26, 28 et seq. GDPR standardised obligations of the GDPR.849

The data subject, on the other hand, is the person whose personal data is affected by the processing in accordance with Art. 4 No. 1 GDPR.

bb) Key players in the DA

The DA also independently defines the key players that it authorises and obligates.

According to Art. 2 No. 13 DA, a data holder is "a natural or legal person that has the right or obligation [...] to use and make available data [...] which it has retrieved or generated during the provision of a related service".

According to Art. 2 No. 12 DA, a user is a "natural or legal person that owns a connected product or to whom temporary rights to use that connected product have been contractually transferred, or that receives related services."

In addition, the DA defines the term data recipient in Art. 2 No. 14 DA as a person to whom data is made available by the data holder for commercial, business, craft or professional purposes without being a user.

Overlaps arise with the term "data subject". Here, the legislator has expressly referred to the definition in Art. 4 No. 1 GDPR in Art. 2 No. 11 DGA.

cc) Tension between the personal roles

The distinction between personal and non-personal data also has an impact on the structure of persons in the Data Act, as the controller within the meaning of Art. 4 No. 7 GDPR will often also be the data holder within the meaning of Art. 2 No. 13 DGA.850 The user (Art. 2 No. 12 DA) can also be the same person as the data subject within the meaning of the GDPR, but often will not be.851 Joint controllership within the meaning of Art. 26 GDPR can even be considered in cases where the user is not also the data subject, but still has access to the data generated by the product.852

There is an area of tension between the GDPR and the DGA, particularly where users and data subjects are not the same person.853 For example, a third party wishing to use personal data in accordance with the objectives of the GDPR will usually not contact all data subjects themselves for economic reasons alone, but will instead assert its right of access and use against professional users, such as providers of IoT leasing or rental services, whose data records contain a large amount of personal data.854

d) Access claims under Art. 4, 5 DA

According to Art. 4(12) DA and Art. 5(7) DA, the data holder’s obligation to provide data only exists insofar as there is a valid legal basis for the processing under Art. 6 GDPR or Art. 9 GDPR. This provi-sion reflects the underlying system of data protection law of a prohibition with reservation of authorisa-tion. Art. 1(5) DA clarifies that the provisions of the DA do not constitute an independent authorisation for the processing of personal data and cannot justify unlimited storage.855

Consequently, the lawfulness of the use, provision and disclosure of personal data requires the existence of an authorisation pursuant to Art. 6 or 9 GDPR.856

For the user in practice, selecting the right authorisation from the possible circumstances of Art. 6(1) GDPR is likely to prove to be a balancing act.857

aa) Consent, Art. 6(1)(a) GDPR

Relevant, but not unproblematic, in this context is the authorisation criterion of consent pursuant to Art. 6(1)(a) GDPR. Accordingly, the processing of personal data is lawful if the data subject has given their consent to the processing for one or more specific purposes. Art. 6(1)(a) GDPR not only comes into consideration as an authorisation criterion for the provision and use of personal data within the meaning of the DA,858 but is preferred according to recital 7. It states: "In these cases, it may be in the interest of the user to enable the fulfilment of the requirements of Article 6 of Regulation (EU) 2016/679."

(1) Voluntariness

The data protection principle of informational self-determination and transparency requires that the con-sent of data subjects is voluntary. This signifies that the data subject must retain the autonomy to consent to the processing or withhold their consent.859 The data subject only has such a free choice if they are able to refuse or withdraw their consent without suffering any disadvantages.860

Consent is involuntary, for example, in the event of an imbalance between the data subject and the controller or in the event of a breach of the so-called prohibition of tying under Art. 7(4) GDPR.861 Accordingly, when assessing whether consent has been given voluntarily, the most importance must be placed on whether, among other things, the fulfilment of a contract is dependent on consent to the pro-cessing of personal data that is not necessary for the fulfilment of the contract. A contract should there-fore not be made dependent on consent that is not necessary for the fulfilment of the contract.862

However, the scope and extent of Art. 7(4) GDPR are controversial. While some literature comprehends the prohibition of tying as a strict prohibition,863 the prevailing perspective in the literature is that Art. 7(4) GDPR should not be interpreted as an absolute prohibition, but rather as a requirement to take into account the specific circumstances of the individual case and, in particular, in the case of a link between contract and consent, to pay particular attention to the requirement of voluntariness.864

Furthermore, consent must not only be voluntary, but also sufficiently specific and relate to specific processing purposes. This is likely to be particularly problematic in complex processing and access structures.865

(2) Practical relevance

In the event that the user is also the data subject, the request for provision in accordance with Art. 4(1) DA and the request for disclosure pursuant to Art. 5(1) DA, as assumed by Federal Data Protection Commissioner Specht-Riemenschneider,866 should be interpreted as being based on the implied consent of the data subject.867 This is particularly supported by the wording of Art. 4(12), Art. 5(7) DA, accord-ing to which the data controller "only" requires a legal basis for the provision or disclosure of personal data if the user and the data subject do not coincide. Conversely, it can be deduced that in instances where the user is also the data subject, a legal basis as defined in recitals 7 and 34 DA remains necessary. This basis can be derived from the concept of implied consent, which is widely acknowledged and accepted in such circumstances.868

Since the data holder would have to prove the granting of consent and its existence at the time of making the data available, Art. 6(1)(1)(a) GDPR cannot be considered an unrestricted basis for authorisation for practical reasons.869

In the event that the user and data subject are not one and the same entity, consent, which is required to be both voluntary and informed, in addition to being capable of being revoked at any time, as outlined in Art. 7 of the GDPR, does not provide a legally secure and practical basis for authorisation.870

bb) Fulfilment of a contract, Art. 6(1)(b) GDPR

According to Art. 6(1)(b) GDPR, the processing of personal data is also lawful if it is necessary for the performance of a contract to which the data subject is party or in order to take steps necessary prior to entering into a contract. The standard therefore seems particularly suitable as a legal basis for the use of data within the meaning of the DA, as Art. 13 DA and Art. 14 DA require a contractual agreement between users and the data controller anyway.871

However, the prerequisite is that the data subject must be a party to the contract in relation to the data controller, which only applies to cases in which the data subject is also a user and therefore severely restricts the scope.872

In addition, the ECJ ruled that a restrictive interpretation is required with regard to Art. 6(1)(1)(b) GDPR. The standard must be interpreted to the effect that "the processing of personal data can be regarded as necessary for the performance of a contract [...] within the meaning of that provision only if that processing is objectively necessary for the fulfilment of a purpose which is an integral part of the contractual performance intended for those users, so that the main subject matter of the contract could not be fulfilled without that processing."873 This narrow interpretation of necessity within the meaning of Art. 6(1)(b) GDPR takes into account the ECJ's assessment that consent pursuant to Art. 6(1)(a) GDPR should generally take precedence as a basis for authorisation. Therefore, the possibility of apply-ing Art. 6(1)(b) GDPR as a basis for authorisation within the meaning of Art. 4(12) DA and Art. 5(7) DA is primarily limited to cases of so-called consent fatigue.874 If, for example, regular data processing is required on the basis of a contract, it would be an unreasonable and exhaustive burden to require a declaration of consent for each individual processing operation.875 Beyond that, Art. 6(1)(b) GDPR is usually not suitable as a legal basis due to the restrictive interpretation of the ECJ.876

cc) Fulfilment of a legal obligation, Art. 6(1)(c) GDPR

The legality of Art. 6(1)(c) GDPR, on the other hand, is of comparatively little relevance in the context of the use, provision and disclosure of personal data on the basis of the DA. Although (c) permits pro-cessing if it is necessary to fulfil a legal obligation of the controller, the DA itself cannot serve as a legal basis.877 This follows from the wording of Art. 4(12) DA and Art. 5(7) DA. Accordingly, there must be a legal basis for processing under Art. 6 GDPR in order for personal data to be provided to the user by the data holder.878 It would be contradictory if the DA itself could be considered a legal obligation within the meaning of Art. 6(1)(c) GDPR. Recital 7 of the GDPR clarifies that this assessment is in line with the EU legislator. According to this, the GDPR expressly "does not constitute a legal basis for the col-lection or generation of personal data by the data holder." Furthermore, "this Regulation does not create a legal basis for providing access to personal data or for making personal data available to a third party and should not be understood as conferring any new right on the data holder to use personal data gener-ated by the use of a connected product or related service" where "the user is not the data subject".879

Since the GDPR does not constitute a legal basis within the meaning of Art. 4(12) DA and Art. 5(7) DA, it also cannot justify a public interest within the meaning of Art. 6(1)(e) and Art. 9(2)(g) GDPR.880

dd) Legitimate interest, Art. 6(1)(f) GDPR

For constellations in which the data subject and the user are not identical, only the overriding legitimate interest within the meaning of Art. 6(1)(f) GDPR remains as a de facto right of access.881

This authorisation entitles the controller to process personal data if the processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require the protection of personal data. As a catch-all provision, the standard requires a balancing of interests, taking into account the circumstances of the specific individual case.882 Data processing is lawful if the controller's interest in processing outweighs the data subject's interest in protection.

The Data Act's interest in the extensive and efficient use and transfer of personal data, which the data holder's obligations to provide data pursuant to Art. 4(12) DA and Art. 5(7) DA are based on, can gen-erally be considered a suitable processing interest within the meaning of Art. 6(1)(f) GDPR.883 Federal Data Protection Commissioner Specht-Riemenschneider sees in the standardisation of access, provision and forwarding claims the expression of the legislator that the data processing interest should in principle be "at least of equal importance" to the data subject's interest and that the requirements of Art. 6(1)(f) GDPR will therefore generally be met.884 However, as with any balancing of interests, a decision must ultimately be made on a case-by-case basis.885

Basing the provision of personal data on Art. 6(1)(f) GDPR harbours some risks.

On the one hand, there is currently a lack of reliable and differentiated conditions for application. Despite the fact that the case law of the ECJ made the scope more concrete, meaning hat Art. 6(1)(f) GDPR can only be considered as a basis for processing to the extent that data subjects can reasonably expect the processing,886 a wide potential scope remains, which complicates the practical application.887

On the other hand, the ECJ generally considers a narrow interpretation of Art. 6(1)(f) GDPR to be nec-essary.888 If the interest in the processing does not clearly prevail, it is therefore often difficult for the controller to foresee whether the processing is lawful or not in the sense of provision in accordance with Art. 4(12)DA and Art. 5(7)DA. The practical applicability of the authorisation is usually risky, particu-larly due to the high liability risk that exists in the context of the interface between the DA and the GDPR, as both regulations provide for fines for violations.889

ee) Summary

The requirement to provide non-personal data in accordance with Art. 4(1), 5(1) DA, which is subject to a financial penalty, is closely related to the preventive prohibition of processing personal data under the GDPR, which is also subject to a financial penalty.890 The GDPR restricts the access rights of the Data Act in such a way that "there is currently no apparent legal basis under data protection law that could guarantee the implementation of user requests in accordance with Art. 4(1) DA, Art. 5(1) DA in a legally secure manner."891 Since the core objective of the Data Act is sharing data and creating a European internal market, the data controller cannot argue a lack of legal basis under the data protection law if it wishes to refuse access, provision and transfer claims under the Data Act.892 The data controller is therefore forced to seek a legal basis under data protection law in the tense relationship between the GDPR and the Data Act.

If the user and the data subject are the same person, the data access request pursuant to Art. 4(1), Art. 5(1) GDPR also constitutes implied consent pursuant to Art. 6(1)(a) GDPR, Art. 7 GDPR. However, here too, the high requirements that the GDPR places on consent in Art. 6, 7 GDPR and the strict case law can make it difficult to use consent as a reliable legal basis in practice. Due to the narrow scope and its restrictive interpretation by the ECJ, data processing for the fulfilment of a contract pursuant to Art. 6(1)(b) GDPR only comes into question in clearly defined cases of regular data processing with no scope for further processing and is therefore of little practical relevance. As the GDPR itself does not constitute a basis for data access within the meaning of the Data Act, the authorisation provisions of Art. 6(1)(c) and (e) GDPR are also of little practical relevance.

The only possible authorisation for constellations in which the user and the data subject are different requires, even if it is assumed that the data processing interest and the data subject's interest are equal, a case-by-case assessment, which will be difficult in practice and characterised by legal uncertainty due to the lack of clearly defined application requirements and the restrictive case law of the ECJ.

e) Special categories of personal data pursuant to Art. 9 GDPR

Art. 9 GDPR standardises the processing of special categories of personal data and, in relation to Art. 6 GDPR, sets stricter conditions for the lawfulness of data processing (Art. 9(2) GDPR). Art. 9 GDPR defines its scope in para. 1, where data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, as well as genetic and biometric data for the purpose of uniquely identifying a natural person and data concerning health or data concerning a natural person's sex life or sexual orientation are listed as particularly sensitive data.

However, the distinction between particularly sensitive personal data and other personal data is made more difficult by the case law of the ECJ.893 In the judgement on Meta/BKartA, Art. 9 GDPR is already applied if the data set "contains both sensitive and non-sensitive data" and "is collected as a whole with-out it being possible to separate the data at the time of collection".894 It is therefore sufficient for an infringement to occur if only "one sensitive personal data item" is present in a larger data set and no exception under Art. 9(2) GDPR applies.895

According to the ECJ, data records already contain sensitive data when users visit websites whose operators use cookies, integrated interfaces or similar storage technologies to collect data about the website visit and the information entered by the user on the website, which allows conclusions to be drawn about particularly sensitive data, such as the user's sexual orientation or political opinion.896 The accuracy of the sensitive information collected through the processing is irrelevant.897 It is also irrelevant whether the data controller intends to collect sensitive data when collecting the data.898

The problem is that the data holder will rarely have any influence on whether a user, who is also the data subject, uses the relevant product or connected service in such a way that sensitive data is (auto-matically) generated.

Due to the broad interpretation of sensitive personal data, data holders will have to require users to provide explicit consent in relation to sensitive data before they can authorise access to or use of data.899

f) Data access rights (Art. 4, 5 GDPR) and data portability (Art. 20 GDPR)

Another problem area concerns the data access rights under Art. 4 and 5 of the Data Act, which go beyond the rights to data portability under Art. 20 GDPR. While GDPR only grants a right to a one-time data transfer, the Data Act provides for the continuous provision of data in real time. This poses consid-erable challenges for companies, as the technical and legal feasibility of such continuous data provision are often not given. The distinction between the right to data portability under Art. 20 GDPR and the data access and onward transfer rights under Art. 4 and 5 Data Act (DA) is difficult, as both regimes partly concern the same scope. Art. 4 and 5 DA cannot be interpreted as only covering non-personal data, as the broad definition of "data" in Art. 2 No. 1 DA excludes this.900 Personal data must be made available in a structured, commonly used and machine-readable format in accordance with both Art. 20 GDPR and Art. 4(1) DA, but the Data Act differs in that it allows for continuous and real-time provision of data. While Art. 12(3) GDPR provides a timeframe of up to one month, the Data Act in Art. 4(1) and Art. 5(1) requires continuous and immediate provision, where relevant and technically feasible. The necessary technical infrastructure (e.g. standardised APIs, data formats, etc.) in particular is crucial for the provision of data in practice and will pose challenges for companies. The regulations on interopera-bility, for example Art. 33 DA, only address this issue to a limited extent.901

g) Legal basis for the processing of personal data in the context of data access claims pursuant to Art. 4, 5 DA and B2G data access pursuant to Art. 14 et seq. DA

Another major problem is the lack of a legal basis in the Data Act for the processing of personal data. The Data Act itself does not create an independent legal basis for the processing of personal data, but refers to the GDPR, in particular Art. 6 GDPR. This means that any processing of personal data that takes place under the Data Act requires a separate legal basis under the GDPR. This can lead to consid-erable practical problems, especially when data is passed on to third parties or public bodies. Art. 4(12) and Art. 5(7) of the Data Act emphasise this necessity. In the case of a data transfer, the consent of the data subject pursuant to Art. 6(1)(a) GDPR remains the most common means, but this is often difficult to implement in practice.

In literature, the suggestion that Art. 4, 5 DA should be qualified as a legal obligation within the meaning of Art. 6(1)(c) GDPR already came up a while ago.902 However, the lack of mention in the recitals of the DA903 speaks against this and in the final version of the Data Act this was explicitly clarified in recitals 7, 34.

The consent of the data subject pursuant to Art. 6(1)(a) GDPR appears to be the most practical tool.904

According to recital 69, the provisions of the Data Act are the required processing basis for B2G data access pursuant to Art. 6 (1), (3) GDPR. Art. 6(1)(d) GDPR can also be considered as a basis according to isolated opinions in the literature.905

h) Risk of fines

The interaction between GDPR and DA harbours a considerable liability risk in practice. Both the GDPR and the DA provide for fines for violations of their provisions under Art. 83 GDPR and Art. 40 DA. If companies make mistakes when classifying data, they are exposed to a double liability for fines. If personal data is incorrectly categorised as non-personal data and therefore used for processing without a legal basis under data protection law, there is a risk of fines under the GDPR (Art. 83 GDPR). Con-versely, there is a risk of a breach of the Data Act if companies refuse data access or disclosure requests with reference to the lack of a legal basis under data protection law. This ‘liability dilemma‘ requires careful consideration in individual cases in order to avoid violating either of the two regimes.

In order to minimise the risk of liability due to data protection violations within the meaning of the GDPR, it was common practice until the DA came into force to assume that data was personal in cases of uncertainty regarding the classification of data as personal or non-personal.906

However, since the DA came into force, this practice is no longer advisable if the personal nature of data is to be held against a data access request under the DA.907 If non-personal data is incorrectly cate-gorised as personal data and a data access request is rejected for this reason, this does not constitute a breach of the GDPR. However, it does constitue a breach of the DA, which in turn is also subject to a fine.908

Compliance with the Data Act and the GDPR at the same time would make the sometimes difficult determination of the personal reference superfluous. However, the GDPR and the Data Act have differ-ent requirements for information obligations and the requirements for effective consent under data pro-tection law are strict, meaning that this "one-size-fits-all" approach is not practicable.

In the area of conflict between the GDPR and the DGA, requirements and prohibitions are close to each other. The only way to avaoid the risk of fines is categorizing data as personal or non-personal. However, this is often complex and hardly foreseeable for data owners or controllers. In addition, the distinction requires further clarification in case law.909

Therefore, the liability dilemma and the "fine trap" are probably best avoided by anonymising the data and thus "switching off" the GDPR;910 this possibility is also explicitly mentioned in recital 7 DA. The Data Act even requires anonymisation of the data in certain cases (Art. 18(4) DA). However, in prac-tice, anonymisation poses considerable technical requirements that are not always easy to implement.

i) Conclusion

The relationship between the Data Act and the GDPR is complex and characterised by numerous unre-solved demarcation issues. Despite the precedence clause introduced in favour of the GDPR, many practical and legal uncertainties remain. Companies must ensure compliance with both the require-ments of the Data Act and the GDPR, which is often difficult in practice. Anonymisation is an important way of avoiding conflicts, but in many cases it is not easy to implement. Ultimately, the appli-cation of both regimes requires a careful case-by-case assessment and a clear legal strategy to mini-mise the risks of fines and liability.

3. Data Act and trade secret protection law

With the Directive (EU) 2016/943, the European legislator intended to achieve a minimum harmonisa-tion of the protection of trade secrets under civil law in the EU.911 It is based on the enabling provision of Art. 114 TFEU and came into force on 5 July 2016. This directive had to be implemented in the member states by 9 June 2018.

In terms of primary law, the Directive (EU) 2016/943 is linked to various fundamental rights of the European Charter of Fundamental Rights. Central to this are the protection of personal data (Art. 8 CFR), freedom of expression and information (Art. 11 CFR), freedom to choose an occupation (Art. 15 CFR), freedom to conduct a business (Art. 16 CFR) and the protection of property (Art. 17 CFR).912 In particular, the substantive areas of protection of Art. 16 CFR and Art. 17 CFR are affected by the Directive (EU) 2016/943, as trade secrets are economic resources whose use is generally the responsibility of the companies themselves.913 In this respect, the Directive (EU) 2016/943 serves to protect companies and their innovation and – as a result – their competitiveness, which should benefit European competi-tion and the internal market.914

The Directive (EU) 2016/943 is divided into four chapters with a total of 21 articles. The first chapter (Art. 1–2 Directive (EU) 2016/943) defines the subject matter and scope of the Directive and provides for definitions. The second chapter (Art. 3–5 Directive (EU) 2016/943) lays down rules on the acquisi-tion, use and disclosure of trade secrets and differentiates between lawful and unlawful acquisition. In its third chapter (Art. 6–15 Directive (EU) 2016/943), the Directive (EU) 2016/943 contains provisions on measures, procedures and legal remedies. In three subsections, these are divided into general provi-sions, provisional and preventive measures and measures based on a decision on the merits. The fourth and final chapter of the Directive provides for sanctions, reporting obligations and final provisions in Articles 16–21 of the Directive (EU) 2016/943. The Directive is preceded by 40 recitals.

In Germany, the Act on the Protection of Trade Secrets (GeschGehG) came into force on 26 April 2019 as a key implementation of the Directive (EU) 2016/943.

a) Directive (EU) 2016/943

aa) Area

Directive (EU) 2016/943 does not expressly provide for a personal scope . However, according to Art. 1(1) Directive (EU) 2016/943, the Directive is intended to lay down rules "for the protection against the unlawful acquisition, use and disclosure of trade secrets". Subjectively affected are therefore, on the one hand, the trade secret holders within the meaning of Art. 2 No. 2 Directive (EU) 2016/943 and, on the other hand, the infringers within the meaning of Art. 2 No. 3 Directive (EU) 2016/943.915

The Directive (EU) 2016/943 lays the foundation for the material scope in its Art. 1(1), which "lays down rules on the protection against the unlawful acquisition, use and disclosure of trade secrets." The term "trade secret" is legally defined in Art. 2 No. 1 of the Directive (EU) 2016/943. Accordingly, trade secrets are:

" information which meets all of the following requirements:

(a) it is secret in the sense that it is not, as a body or in the precise configuration and assembly of its  components, generally known among or readily accessible to persons within the circles that normally  deal with the kind of information in question;

b) it has commercial value because it is secret;

(c) it has been subject to reasonable steps under the circumstances, by the person lawfully in control  of the information, to keep it secret"

The conditions stated in the definition must be met cumulatively.916

However, the Directive (EU) 2016/943 does not expressly define the concepts of acquisition, use and disclosure, so that the EU legislator is called upon to interpret and adjudicate on these issues.917

The material scope is therefore initially quite broad and requires concretisation by the Member States.918 Relevant restrictions arise from Art. 1(2) and (3) Directive (EU) 2016/943. Here, the Directive (EU) 2016/943 expressly standardises various rights and provisions that are not to be affected by it.

According to Art. 1(2)(a) Directive (EU) 2016/943, "the exercise of the right to freedom of expression and information [...]" is not supposed to be affected, which corresponds to Art. 11 CFR. In this respect, the standard is to be categorised as a declaratory commitment to Art. 11 CFR, the significance of which in the context of the Directive (EU) 2016/943 is also expressed in Art. 5(a) Directive (EU) 2016/943.919 The mobility of employees protected in Art. 1(3) Directive (EU) 2016/943 is also particularly relevant. This restriction of the scope of the Directive (EU) 2016/943 is intended to protect employees' freedom to choose an occupation. On the one hand, they should be able to change the company in which they are employed. On the other hand, they should also be able to utilise the skills and experience acquired in the previous company within the scope of their new employment. So-called "lock-in" effects, i.e. employees being restricted in their mobility and thus in their occupational freedom by de facto restrictions, should be avoided.920

Despite the rather detailed restrictions on the scope of the Directive (EU) 2016/943, the Member States still have considerable room for manoeuvre with regard to the material scope, as Art. 1(2) and (3) of the Directive (EU) 2016/943 views not clearly defined acts as lawful are or declares them as lawful, just like Art. 3 to 5 of the Directive (EU) 2016/943 do.921

bb)  Lawful and unlawful use, Art. 3, 4, 5 Directive (EU) 2016/943

Trade secrets are not protected as an absolute right; instead, unfair exploitation and disclosure is prohib-ited.922 In contrast to intellectual property rights, the Directive (EU) 2016/943 does not provide for exclusive rights to trade secrets,923 but rather defines the circumstances under which trade secrets may be lawfully (Art. 3 Directive (EU) 2016/943) or unlawfully (Art. 4 Directive (EU) 2016/943) acquired, utilised or disclosed. Art. 5 Directive (EU) 2016/943 also provides for exceptions to Art. 4 Directive (EU) 2016/943. In this respect, Art. 3–5 form the core part of the Directive (EU) 2016/943.

Art. 3(1) Directive (EU) 2016/943 sets out as a positive list (whitelist)924 when the acquisition of a trade secret is lawful without further consideration. Acquisition is broadly understood to mean "any form of obtaining possession"925 or, in the case of intangible information, knowledge.926 The legal elements of Art. 3(1) Directive (EU) 2016/943 appear at first glance to be very differentiated, but allow the Member States considerable room for manoeuvre, in particular due to the provision of Art. 3(1)(d) Directive (EU) 2016/943, according to which any other procedure that is compatible with sound business practice under the given circumstances is considered lawful. The list in Art. 3(1) Directive (EU) 2016/943 is, apart from Art. 3(2) Directive (EU) 2016/943, exhaustive.927 Art. 3(2) Directive (EU) 2016/943 also regulates the lawful disclosure and use of trade secrets in addition to their lawful acquisition and gives the Member States the option of protecting other overriding interests within their sphere of competence.928

Art. 4 Directive (EU) 2016/943 provides for a negative list (also known as a blacklist)929 regulations on the unlawful use of trade secrets. Art. 4(1) Directive (EU) 2016/943 is primarily of declaratory signifi-cance with regard to the implementation mandate of the member states.930 Paragraphs 2–5 provide for specific offences. Unlike (4) and (5), (2) and (3) do not provide for a subjective element. The existence of objective characteristics is sufficient.

Art. 5 of the Directive (EU) 2016/943 provides for a total of four grounds for justification, where the acquisition, disclosure and use of a trade secret is exceptionally not unlawful. In this respect, the Directive (EU) 2016/943 offers the possibility of balancing interests on a case-by-case basis.931

b) Relationship between the Directive (EU) 2016/943 and the Data Act

The Data Act defines data in its Art. 2 No. 1 DA so broadly that ultimately any data is covered by the DA.932 This broad material scope results in an interface between the DA and the Directive (EU) 2016/943; individual data can also fall under trade secret protection.933 Art. 2 No. 18, 19 DA refers to the Directive (EU) 2016/943 for the basis of a standardised understanding of the term.934 The actual and economic significance of data that is subject to the Directive (EU) 2016/943 and is exchanged between companies in practice is increasing.935

The relationship between the DA and the Directive (EU) 2016/943 is largely determined by Art. 4(6), (7), (8) DA and Art. 5(9), (10), (11), (12) DA and gives the DA's right of access to data priority over trade secret protection.936

The fact that the DA does not standardise a general exception to the DA's access rights for trade secrets does justice to the different protection dimensions of DA and trade secret protection. While the DA's access rights assign de facto positions of control over data, trade secret protection concerns the way in which de facto control is protected.937 The protection dimension of the DA does not necessarily run counter to that of the Directive (EU) 2016/943.

aa) Requirements for the provision of trade secrets, Art. 4 DA

Art. 4(6), (7), (8) DA regulate the requirements for the provision of trade secrets to the user. Accord-ingly, trade secrets only have to be disclosed if the necessary protective measures have been taken. Compared to Art. 4(3) DA, which was criticised in particular for the fact that it was unclear when a breach had occurred and what consequences it should entail, the final version of the DA represents a clear specification of the requirements.938 However, Art. 4(6) DA still does not specify the standard of necessity.939 Art. 4(6) DA provides for contractual agreements as necessary protective measures, in par-ticular the agreement of appropriate technical and organisational measures between the trade secret holder and the user to protect the trade secrets.940 According to the recitals of the DA, these include model contractual clauses, confidentiality agreements and strict access protocols.941 Furthermore, codes of conduct can also be considered.942

According to Art. 4(6) DA, it is incumbent on the data holder to determine the data protected as a trade secret ex ante before a user agreement is concluded on this basis. This obligation results in an imbalance in relation to the user, as the data holder can easily categorise large data sets as trade secrets and restrict access on this basis. It is true that the data holder may not unreasonably impede the exercise of the user's rights pursuant to Art. 4(4) DA. However, it is questionable whether this provision can do justice to the imbalance.943

Art. 4(7) and (8) DA then provide for exceptions to this "fundamental priority of data access"944 under strict conditions. The assertion of a right to refuse access is the last resort if the protection of trade secrets cannot be guaranteed in any other way.945 If a data holder makes use of the grounds for refusal, the competent authority must be notified in accordance with both Art. 4(7) and Art. 4(8) DA. Art. 4(9)(a) and (b) DA give the user the opportunity to lodge a complaint with the competent authority against the refusal of the data holder or to refer the matter to a dispute resolution body pursuant to Art. 10(1) DA. The right to lodge a complaint is without prejudice to the user's right to appeal to a Member State court at any time, Art. 4(9) DA.

(1) Right of refusal pursuant to Art. 4(7) DA

According to Art. 4(7) DA, the data holder may refuse or suspend the disclosure of trade secrets if an agreement pursuant to Art. 4(6) DA is not reached, the user does not implement the agreed measures, or the confidentiality of the trade secrets is violated. The refusal or suspension must be duly justified, Art. 4(7) DA, which consequently requires a sufficiently concrete and case-specific justification.946 The refusal or suspension of disclosure is also accompanied by an obligation on the part of the data holder to notify the competent authority, Art. 4(7)DA.

(2) Right of refusal pursuant to Art. 4(8) DA

Art. 4(8) DA also allows the data holder to refuse a data access request in individual cases for the specific data concerned if the disclosure is highly likely to cause serious economic damage to the data holder despite the measures set out in Art. 4(6) DA. This probability prognosis should be proven on the basis of objective facts and be sufficiently justified and communicated in writing to both the user and the competent supervisory authority (Art. 4(8) DA).

The DA does not define what exactly constitutes serious economic damage within the meaning of the standard. However, it follows from recital 31947 that serious economic damage must be accompanied by irreparable economic losses. Demonstrating such damage in a forward-looking probability forecast in a sufficiently substantiated manner based on objective evidence is likely to pose considerable challenges for data owners on a regular basis. The extent to which Art. 4(8) DA therefore actually contributes to effective trade secret protection and the maintenance of investment incentives is doubtful due to these high requirements.948

bb) Disclosure of trade secrets to third parties, Art. 5 DA

The structure of Art. 5(9), (10), (11) DA is similar to that of Art. 4 Directive (EU) 2016/943 and regulates the disclosure of trade secrets to third parties.

Pursuant to Art. 5(1) DA, the data holder must, at the request of a user, make readily available data and the metadata required for its use available to a third party. Paragraphs 9–11 DA limit this right with regard to accessing trade secrets.

(1) Restriction of data access by third parties pursuant to Art. 5(9) DA

Art. 5(9) DA provides for a restriction insofar as the disclosure must be absolutely necessary for the purpose agreed between the user and the third party. In order to protect the confidentiality of the dis-closed data, data holder and third party, just like data holder and user in Art. 4(6) DA, should agree on appropriate technical and organisational measures. Prior to this, the affected business secrets of the data holder must be determined, Art. 5(9) DA.949

In the literature, the protection potential of the standard is questioned, as the data owner has no influence on the purpose agreed between the user and third parties.950 According to the wording, any purpose could be agreed upon, which could then result in a disclosure obligation on the part of the data holder. In addition, artificially broad purpose agreements could be made from which a disclosure obligation could be derived. This harbours a considerable risk of abuse.951

The (limited) potential for protection arises primarily from the requirement that the disclosure must be absolutely necessary. A restrictive necessity standard – based on Art. 6(1)(b) GDPR – could limit the risks for data holders. In addition, a narrowly defined requirement of certainty with regard to the purpose agreement concluded between the user and the third party could prevent an improper and abusive extension of the agreed purpose.952

Nonetheless, a considerable risk remains, as even sufficiently specific purpose agreements can, under certain circumstances, give rise to very far-reaching access claims against which the DA does not pro-vide any protective mechanisms.953

(2) Rights of refusal pursuant to Art. 5(10) and (11) DA

Paragraphs 10 and 11 of the Directive (EU) 2016/943 in turn provide for exceptions to the obligation of the data holder to disclose to third parties, which essentially correspond to the possibilities of refusal under Art. 4(7) and (8) DA vis-à-vis the user.954 However, in order to prevent unauthorised disclosure and use by third parties, stricter measures will regularly be required to safeguard trade secrets. One possibility in this regard is the use of non-disclosure agreements which, secured by contractual penal-ties, limit the third party's authorisation to disclose.955

cc) Summary

In view of the increasing relevance of data falling within the scope of the Directive (EU) 2016/943 and now simultaneously under that of the DA,956 the relevance of the interplay between the two legal acts is also growing. It is striking that the DA clearly defines the relationship between access claims and trade secrets in favour of access. There is no comprehensive and effective trade secret protection in the DA in the event of a conflict.957 The practical application of the DA remains to be seen in order to be able to assess the actual extent of the risk.958

To protect trade secrets, it is likely to be crucial for companies to prepare for the effects of the DA in practice and, in particular, to identify data as trade secrets in advance of any access requests pursuant to Art. 4(6) DA in order to be able to invoke the grounds for refusal under Art. 4(7) and (8) DA.959 How-ever, the identification of data as trade secrets is often a challenge in itself.960 In view of the DA's far-reaching rights of access, however, this categorisation can be an important protection mechanism for trade secrets,961 even if a right to refuse access only applies to correctly identified trade secrets.962

4. Summary and implications for practice

The relationship between the Data Act and the General Data Protection Regulation is characterised by numerous unresolved demarcation issues, which are often likely to lead to uncertainty in practice, which appears problematic, particularly in view of the parallel applicability of the fine provisions of the GDPR; unfortunately, the precedence clause of Art. 1(5) GDPR sheds little light on the matter. Companies therefore face the challenge of complying with the requirements of both regimes, which always requires a precise case-by-case examination of the data records to be made available. Under certain circum-stances, the anonymisation of the relevant data can provide a remedy here.

In addition, the interaction of the Data Act with the Directive (EU) 2016/943 and the national imple-menting laws is becoming increasingly important, as the Data Act basically establishes the priority of data access over trade secrets without providing sufficient legal protection instruments in the event of a conflict. Companies should therefore check internally which data falls within the scope of the Data Act and at the same time affects trade secrets in order to be able to invoke the grounds for refusal of the DA if necessary.


III. Legal framework for data governance under the Data Governance Act (DGA) - Regulation (EU) 2022/868

Regulation (EU) 2022/868

Bibliography

Apel, S., & Huber, C., "Das neue Datenrecht der EU – Eine Übersicht," JuS (2024), 410; Bayerischer Landesbeauftragte für den Datenschutz, "Daten-Governance-Rechtsakt Auf dem Weg zu einem europäischen Binnenmarkt für Daten – Orientierungshilfe," accessible at: https://www.daten-schutz-bayern.de/infothek/OH_DGA.pdf; Borges, G., & Keil, U. (eds.), Rechtshandbuch Big Data – Grundlagen, Rechtsfragen, Vertragspraxis, 1st ed., Nomos 2023; Bostelmann, K., Specht-Riemen-schneider, L., & Hennemann, M., "Data Governance Act," EuZW (2024), 414; Brieske, J., Schweitzer, D., Müller, B., Pfeiffer, L., & Zihlmann, Z., "Zeitenwende beim Datenzugang? Struktur, Inhalte und Abstimmungsbedarf der aktuellen Regelungsvorschläge," ZD-Aktuell (2024), 04505; Brink, S., & Eck-hardt, T., "Wann ist ein Datum ein personenbezogenes Datum? – Anwendungsbereich des Datenschutz-rechts," ZD (2015), 205; von Ditfurth, L., "Datenmärkte, Datenintermediäre und der Data Governance Act – Eine Analyse der europäischen Regulierung von B2B-Datenvermittlungsdiensten," De Gruy-ter 2024; von Ditfurth, L., & Lienemann, G., "The Data Governance Act – Promoting or Restricting Data Intermediaries?" CRNI (2022), 270; Ehmann, E., & Selmayr, M. (eds.), Datenschutz-Grundver-ordnung, 3rd ed., 2024; European Commission, Commission staff working document impact assess-ment report accompanying the document Proposal for a regulation of the European Parliament and of the Council on European data governance (Data Governance Act), SWD(2020) 295 final; European Commission, Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions: A European Data Strategy, COM(2020) 66 final; European Commission, "Implementing the Data Governance Act – guidance doc-ument," accessible at: https://digital-strategy.ec.europa.eu/en/library/new-practical-guide-data-govern-ance-act; Falkhofen, M., "Infrastrukturrecht des digitalen Raums," EuZW (2021), 787; Faustmann, T., "Der deliktische Datenschutz," VuR (2006), 260; Gellert, R., & Graef, I., "The European Commission’s proposed Data Governance Act: some initial reflections on the increasingly complex EU regulatory puzzle of stimulating data sharing," TILEC Dis-cussion Paper No. DP2021-006 (2021); von Hagen, P., & Völzmann, L., "Datenaltruismus aus daten-schutzrechtlicher Perspektive – Wechselwirkung zwischen DGA und DS-GVO," MMR (2022), 176; Hartl, K., & Ludin, J., "Recht der Datenzugänge – Was die Datenstrategien der EU sowie der Bundes-regierung für die Gesetzgebung erwarten lassen," MMR (2021), 534; Hennemann, M., & von Ditfurth, L., "Datenintermediäre und Data Governance Act," NJW (2022), 1905; Hoeren, T.,"Datenbesitz statt Dateneigentum – Erste Ansätze zur Neuausrichtung der Diskussion um die Zuordnung von Daten," MMR (2019), 5; Hornung, G., & Schomberg, A., "Datensouveränität im Spannungsfeld zwischen Datenschutz und Datennutzung: Das Beispiel des Data Governance Acts," CR (2022), 508; German Federal Ministry for Economic Affairs and Climate Protection, Vorläufige Stel-lungnahme zum Vorschlag der Europäischen Kommission für eine Verordnung des Europäischen Par-laments und des Rates über europäische Daten-Governance, accessible at: https://www.bmwk.de/Re-daktion/DE/Downloads/S-T/stellungnahme-bundesrepublik-deutschland-zu-daten-governance-ge-setz.pdf; Kühling, J., & Buchner, B. (eds.), DS-GVO, BDSG – Kommen-tar, 4th ed., C.H. Beck 2024; Kühling, J., & Schildbach, T., "Corona-Apps – Daten- und Grundrechts-schutz in Krisenzeiten," NJW (2020), 1545; Marx, S., "Verhaltenspflichten für Anbieter von Datenver-mittlungsdiensten – Das Verhältnis zwischen DGA und DS-GVO," ZD (2023), 430; OECD, Enhancing Access to and Sharing of Data – Reconciling Risks and Benefits for Data Re-Use Across Societies, 2019; Paschke, A., & Rücker, D. (eds.), Data Governance Act – Kommentar, 1st ed., C.H. Beck 2024; Picht, P., & Richter, H., "EU Digital Regulation 2022: Data Desiderata," GRUR  Int. (2022), 395; Rachut, S., "Datenaltruismus unter dem Data Governance Act – Verpasste Chance beim Zusammenspiel von DGA und DS-GVO," ZD (2024), 248; German Federal Ministry for Econo-mic Affairs and Climate Protection, Referentenentwurf zur Durchführung der EU-Verordnung über europäische Daten-Governance (2024); Richter, H., "Ankunft im Post-Open-Data-Zeitalter – Datenwirt-schaftsrecht II: Die Zukunft der Regulierung von Daten des öffentlichen Sektors," ZD (2022), 3; Richter, H., "Europäisches Datenprivatrecht: Lehren aus dem Kommissionsvorschlag für eine Verordnung über europäische Daten-Governance‘," ZEuP (2021), 634; Roßnagel, A., "Datenlöschung und Anonymisie-rung – Verhältnis der beiden Datenschutzinstrumente nach DS-GVO," ZD (2021), 188; Säcker, F.J., Rixecker, A., Oetker, H., & Limperg, S. (eds.), Münchener Kommentar zum Bürgerlichen Gesetz-buch, Band 1, 9th ed., C.H. Beck 2021; Schildbach, T., "Zugang zu Daten der öffentlichen Hand und Datenaltruismus nach dem Entwurf des Daten-Governance-Gesetzes," ZD (2022), 148; Schreiber, K., Pommerening, P., & Schoel, P., Das neue Recht der Daten-Governance – Data Governance-Act (DGA), 1st ed., Nomos 2023; Schreiber, K., & Schoel, P., "Data Governance Act: Mehr Daten für Legal Tech-Anwendungen?" LTZ (2024), 3; Schweitzer, H., "The Art to Make Gatekeeper Positions Con-testable and the Challenge to Know What Is Fair: A Discussion of the Digital Markets Act Proposal," ZEuP (2021), 503; Simitis, S., Hornung, G., & Spiecker, I. (eds.), Datenschutzrecht – DS-GVO mit BDSG, 1st ed., Nomos 2019; Specht-Riemenschneider, L., "Datennutz und Datenschutz: Zum Verhält-nis zwischen Datenwirtschaftsrecht und DS-GVO," ZEuP (2023), 638; Specht-Riemenschneider, L., & Blankertz, A., "Lösungsoption Datentreuhand: Datennutzbarkeit und Datenschutz zusammen denken," MMR (2021), 369; Specht, L., & Hennemann, M. (eds.), Data Gover-nance Act – Handkommentar, 1st ed., Nomos 2023; Spindler, G., "Schritte zur europaweiten Datenwirt-schaft – der Vorschlag einer Verordnung zur europäischen Daten-Governance," CR (2021), 98; Steinrötter, B., "Das Konzept einer datenaltruistischen Organisation," DuD (2021), 794; Steinrötter, B., "Datenaltruismus," ZD (2021), 61; Steinrötter, B. (eds.) , "Europäische Plattformregu-lierung," Nomos 2023; Sydow, G., & Marsch, N. (eds.), DS-GVO, BDSG – Handkommentar, 3rd ed., Nomos 2022; ; Taeger, J., & Gabel, D. (eds.), DS-GVO, BDSG, TTDSG – Kommen-tar, 4th ed., R&W Verlag 2022; Tolks, F., "Die finale Fassung des Data Governance Act: Erste Schritte in Richtung einer europäischen Datenwirtschaft," MMR (2022), 444; Weber, M., Rechtswörterbuch, 24th ed., C.H. Beck 2022; Wolff, H. A., Brink, S., & v. Ungern-Sternberg, A. (eds.), Beck’scher Online-Kommentar Datenschutzrecht, 49th ed., Status: 1 August 2024, C.H. Beck.

1. Introduction

Regulation EU 2022/868, known as the 'Data Governance Act' (DGA)963, enriches data law as 'market design law' 964 with the structure of data governance. The law, which has largely been in force since 23 June 2023965, is intended to break down data silos and establish an infrastructure for making data acces-sible.966 The extent to which the Data Governance Act actually lives up to its claim of being a 'market design law' cannot yet be assessed.967 What is certain, however, is that the DGA will not fit seamlessly into the existing European data protection regime.968

a) Problem analysis of the status quo

The EU Commission's problem analysis in the run-up to the DGA revealed that there is a low level of trust in the sharing of data in European society – and that there is not only a lack of clarity about the sharing of public data for the common good, but also technical hurdles that stand in the way of efficient data utilisation.969 This has led to less data being shared than possible, which means that the economic and social potential of data is not being utilised. Estimates suggest that the increased sharing of company data could result in an overall European GDP increase of one to two and a half per cent.970

According to the Commission, the lack of data governance was problematic in four respects: firstly, some market power was consolidated in a few dominant companies such as 'Alphabet', 'Microsoft', 'Meta' and 'Apple', which distorted competition on the data market and made it difficult for start-ups to enter the market because prohibitively high transaction costs had to be incurred to access and use data.971 At the same time, the few companies that have been able to accumulate valuable data are likely to have been reluctant to share it for fear of losing their competitive advantage.972 Secondly, all too much of the existing data would remain unused. According to the Commission, this data is missing from services that could already be better today with its help. It would not be used to drive innovation (such as data training for AI) and would also take momentum away from the European labour market, which could benefit from a flourishing data economy.973 Thirdly, the internal market is fragmented in regulatory terms with regard to data. A common harmonised market for data is also important in order to drive inter-European innovation.974 And fourthly, the status quo has meant that the EU has become dependent on third countries (probably meaning the USA) in promising sectors, particularly data-driven business models. The innovation taking place there in particular could even lead to a 'brain drain', i.e. the emi-gration of European data experts.975

The EU Commission's problem analysis clearly shows that European legislators are also concerned about geopolitical issues such as the DGA, i.e. being left behind socially and economically in the face of rapid technological change without efficient data utilisation.976 Seen in this context, the DGA repre-sents a move in the 'competetion of regimes', in which the EU is trying to position itself as a player on an equal footing with China and the USA.977

b) Importance and function of data governance

The DGA is a fundamental or introductory part of the EU Commission's data strategy. The first pro-posal for a regulation was issued in 2020.978 The DGA is intended to establish 'data governance' as a structuring element of the data economy. The term 'data governance' refers to a system for regulating and organising the handling of data.979 Specifically, the term data governance can be defined as a com-prehensive data-related view of technology, economics, society, politics and regulation.980 According to this definition, data is a "raw material" that assumes a different value in different "data ecosystems" depending on the context and "knowledge objective". The task of data governance is therefore to incen-tivise the responsible use and sharing of data while at the same time defining the limits and conditions of data exchange.981

The main objective of the DGA is the development of a border-free internal market982 , particularly with regard to the data economy.983 The DGA – like all legal acts of the 2020 data strategy – is intended to avoid regulatory fragmentation of the digital areas of individual sectors.984 In addition to the develop-ment of the internal market, the aim is also to ensure that EU citizens benefit from a trustworthy and secure data society and economy.985

Overall, the DGA aims to lower the inhibition threshold for individuals and companies to share their data with the general public.986 It also aims to break the market power of big tech companies, which have a large amount of data at their disposal due to their dominant position, by giving smaller companies access to large amounts of data.987 One of the aims of the DGA is therefore to utilise the potential of data sharing.988

In terms of the legal system, the DGA is a hybrid and does not fit easily into the traditional threefold division of the German legal system, as it attempts to take into account the complexity of data use in both social and economic terms and addresses not only public authorities and private individuals, but also companies that are commercially active.989 The form of regulation with which the EU wishes to pursue data governance via the DGA is commonly referred to as 'market design'990.

Specifically, the DGA initially aims to achieve trust in the sharing of data among the addressees. This is to be achieved in particular through the provisions of Chapters 3 and 4.991 At the same time, the DGA is intended to establish the legal infrastructure for data sharing, with Chapters 2 and 4 playing a special role here.992 Finally, with the provisions of Art. 16-25 (Chapter 4), the DGA is also intended to promote the altruistic disclosure of data in the public interest.993

The meaning of the DGA is summarised in recital 3. The DGA is a horizontal regulation for the re-use of certain categories of protected data held by public sector bodies and for the provision of data inter-mediary services and services based on data altruism within the EU.994

c) Principles and systematics of the DGA

In the first chapter, the DGA defines its subject matter and scope as well as all relevant definitions. The relevant provisions of the DGA can be divided into the following three areas:

1. Re-use of data held by public sector bodies (Art. 3–9 DGA)

2. Provision and use of data intermediation services (Art. 10–15 DGA)

3. Data altruism (Art. 16–25 DGA)

The second chapter of the DGA is dedicated to the re-use of data held by public sector bodies. According to the legislator, data generated or collected with the help of public funds should be reused and benefit the general public.995 However, no entitlements to re-use are granted here, but rather the condi-tions for which data can be accessed, how and by whom.

The third chapter then establishes regulations for a new player on the data economy market: data inter-mediation services. The new legal services brought onto the scene by the DGA are intended to enter the data market as neutral third parties. Data intermediation services are intended to bring individuals and companies together with data users in order to create business relationships.996 In other words, data intermediation services have a transaction cost-reducing bridging function between those who have data and those who need data by collecting the data to be shared in trust and making it accessible.997 Since data intermediation services are a data economy actor created by the DGA, the obligations of Chapter 3 in this regard pursuant to Art. 37 DGA are only mandatory from 24 September 2025, provided that the data intermediation services referred to in Art. 10 DGA were already provided by the entity before 23 June 2022. If, on the other hand, an organisation provides the data intermediation services referred to in Art. 10 DGA for the first time after 23 June 2022, the obligations of Chapter 3 apply immediately. There is no transitional provision.

In the fourth chapter, the DGA introduces the constellations of data altruism. According to the legisla-tor, data is made accessible and reused on a voluntary basis without commercial interest.998 In cases of data altruism, no payment is made in return; access is granted for the public good.

The fifth chapter lays down rules to be complied with by the national authorities monitoring compliance with the DGA and provides data subjects with a right of appeal and a right to an effective judicial rem-edy. The European Data Innovation Board is introduced as a new institution in the sixth chapter. Its main task will be to advise and support the Commission in the development of standardised practices and guidelines in relation to data governance.999 Finally, the seventh chapter regulates the international application of the DGA, the eighth chapter authorises the Commission to adopt its own legal acts and the ninth chapter provides for the final provisions, in particular possible sanctions.

The structure of this chapter is also based on this system specified by the DGA. Firstly, the regulations for data held by public sector bodies are discussed (3.). This is followed by a presentation of data inter-mediation services (4.) and data altruism (5.).

d) Demarcation of the DGA from the GDPR

In order to understand the DGA as part of the EU Commission's comprehensive data strategy, it must be read in conjunction with other legal acts of digital law.1000 Of particular importance here is the rela-tionship and demarcation between the DGA and the GDPR1001. The DGA leads to a not insignificant expansion of the processing of data, including personal data, so that there is a partial overlap between the areas of the DGA and the GDPR.1002

In addition to the GDPR, the DGA must also be seen in the context of the Free Flow of Data Regula-tion1003, the PSI Directive1004 and the Directive (EU) 2016/9431005. In particular, the DGA should also correspond with the other legal acts of the data strategy, especially DA1006, DSA1007 and DMA.1008

aa) Legal requirements for demarcation

For the DGA – as for many Union legal acts – the "primacy of non-prejudice" applies with regard to the demarcation from the GDPR1009 (Art. 1(3) DGA).1010 As a result, the GDPR only takes precedence in the event of a conflict.1011 However, the DGA contains numerous provisions on the utilisation of data that are in conflict with the GDPR. The legislative paradigm shift from data protection to data utilisation is evident in the DGA in that the legal act fundamentally deals with the shared use of data without distinguishing between personal and non-personal data at the outset.1012 This means that the objectives of the EU data protection regime that has applied to date and continues to apply and those of the DGA (and data law as a whole) are more or less in conflict with each other.1013 The consequence is that the blanket statement in Art. 1(3) DGA, according to which the GDPR remains unaffected, does not lead to a resolution of the tension. Instead, regulatory and conceptual questions of priority and demarcation arise in individual cases.1014

The widespread view in the literature is that the DGA should be interpreted and read with regard to its scope in such a way that its provisions do not come into conflict with the GDPR. If they do, which is regularly the case for personal data, the GDPR takes precedence.1015

In unclear situations, the first key question is therefore whether the facts of the case bring two provisions of the GDPR and the DGA into conflict. If, on the other hand, a 'cooperation relationship'1016 can be created between two standards, for example by applying an opening clause of the GDPR, the question of demarcation does not arise. Taking into account recent ECJ case law1017 on the conflict of EU law standards, it can be concluded that the DGA only takes a back seat to the GDPR in two cases: firstly, if the DGA imposes less stringent requirements on the GDPR without the GDPR being open to a deroga-tion and, secondly, if the DGA imposes a completely different requirement on data processing and the provisions of the GDPR are waived in the process without there being an opening clause.1018

bb) Criticism

However, this abstract rule rarely solves practical details: The fact that the DGA and the GDPR are based on a partially inconsistent vocabulary and that there are open contradictions in terms of protective measures such as anonymisation can cause difficulties in individual cases.1019 The inconsistency is also reflected in the language and concepts: while the GDPR categorises data subjects, controllers, processors and recipients, the DGA refers to data holders, data users and data intermediaries. It may not always be immediately clear to whom which roles and obligations can be clearly and practicably assigned in cases of conflict.1020

The fact that the relationship between the DGA and the GDPR is unclear from the outset is already evident from the definition of 'data': In principle, Art. 2 No. 1 DGA conclusively defines the term "data" as any digital representation of actions, facts or information and any compilation of such actions, facts or information, including in the form of sound, visual or audiovisual material. For the term personal data, however, Art. 2 No. 3 DGA refers to the GDPR, which according to Art. 4 No. 1 GDPR also covers analogue information in principle.1021 The question therefore arises as to whether or not this analogue data is also covered by the DGA.1022 Another question of priority and demarcation that has not been clarified by the legislator is what is meant by the term consent in the context of Art. 12 (e) DGA. The fact that Art. 2 No. 5 DGA legally defines consent and that it is only explicitly mentioned in Art. 12 (m), (n) DGA speaks against the assumption that this is consent in accordance with Art. 4 No. 11 GDPR.1023

In addition to the technical demarcation issues, the primacy of non-discrimination also means an immense reduction in effectiveness if the innovation standard of the data strategy envisaged by the Com-mission is applied: This is because every data intermediation service – actually intended as the novelty for establishing agile data transfer – must check each data set to be brokered for personal data on a case-by-case basis.1024 This is an immense amount of work, which in terms of innovation probably only differs from the status quo in that it takes place at a newly created location. Furthermore, if the personal information is relevant to competition, the level of protection of the GDPR is even exceeded. According to Art. 12(l) GDPR, the provider must ensure the highest level of security, whereas according to Art. 32(1), of the GDPR, there is only an obligation to take appropriate technical and organisational measures to protect personal data.1025 It is not clear which measures can fulfil the highest level of security. If the best conceivable protection is actually owed, this is likely to overburden most providers both technically and financially.1026

2. Data held by public sector bodies, Art. 3–9 DGA
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Chapter 2 of the DGA regulates the Re-use of certain categories of protected data held by public sector bodies.

a) Sense and purpose of the regulations

The DGA establishes conditions for the transfer of data held by public sector bodies, Art. 1(1) DGA.

Against this background, the first question that arises is why public bodies in particular are addressed by the DGA in Chapter 2. One of the main aims of the DGA is to make data financed from public funds accessible.1027 As part of this, administrative data from public bodies is to be made available to the general public for non-governmental purposes.1028 The term 'non-governmental-purposes' is understood to mean a purpose that benefits the common good, whereby the common good is decisive.1029 The reuse of data is seen as an opportunity to establish new business models or to make a valuable contribution to public services of general interest.1030

If data held by public sector bodies were not covered by the DGA, some fear that de facto barriers to the use of data could arise because the data sets held by public sector bodies are particularly large.1031 However, the purpose of the DGA is precisely to create a common use of data in the internal market and a harmonised legal framework for data exchange1032 in order to fully exploit the potential that lies in the use of data. It is clear that this potential can only be realised if as much data as possible is included in the regulations of the DGA – including the many data held by public sector bodies.

The provisions of the DGA are thus part of the European regulation of the disclosure of public sector data, which began with the PSI Directive.1033 The aim of the DGA is precisely to compensate for the weaknesses of the PSI Directive, as the PSI Directive only regulated the re-use of publicly accessible information held by the public sector bodies that can be passed on without specific restrictions or limi-tations. In the case of databases containing personal data or confidential business information, this meant that disclosure as public data was only possible if it was anonymised or aggregated so that no potential re-user could re-identify individuals or confidential information.1034

b) Addressees of the provisions of the second chapter

The second chapter of the DGA deals with the Re-use of certain categories of protected data held by public sector bodies, Art. 3(1) DGA. The exact addressees and subjects of the chapter are defined in the definition section (Art. 2 DGA). Some of the definitions were taken from the Open Data Directive, which in turn draws its terminology from the EU Public Procurement Directives.1035

The term public bodies is legally standardised in Art. 2 No. 17 DGA. According to Art. 2 No. 17 DGA, public sector bodies are the state, regional or local authorities, bodies governed by public law or asso-ciations formed of one or more of these bodies or one or more of these bodies governed by public law. This definition has been adopted from No. 11 of the draft regulation without any change in content.1036

In addition, the provisions of the second chapter also cover so-called bodies governed by public law1037, which are described in more detail in Art. 2 No. 18 DGA. Accordingly, an body governed by public law exists if it cumulatively performs a task in the public interest (a) and has a legal personality (b) as well as a 'special state link '1038 in the sense of predominantly state funding (c).

Furthermore, Art. 3(2) DGA specifies to which addressees the provisions of the second chapter do not apply by way of exception, although they are actually public bodies.

The first exception applies to public undertakings pursuant to Art. 3(2) DGA. According to Art. 2 No. 19 DGA, a public undertaking is one over which public sector bodies may exercise directly or indirectly a dominant influence by virtue of their ownership, their financial participation or the provisions appli-cable to the undertaking. The emphasis here is particularly on the criterion of dominant influence. In order to concretise this criterion, No. 19 (a–c) DGA provides examples of cases in which such a domi-nant influence is undoubtedly present.1039

According to Art. 3(2) DGA, the second chapter also does not apply to public service broadcasters. Accordingly, organisations and their subsidiaries are exempt from complying with the provisions of Chapter 2 of the DGA for such data that serve to fulfil a public broadcasting mandate.1040

Finally, Art. 3(2) DGA also excludes cultural and educational institutions from its scope . According to recital 12 of the DGA, these include libraries, museums, operas, universities and schools.1041 The ra-tionale behind these exceptions is that the rights of third parties in the form of intellectual property rights are often affected in these institutions.1042 If one of the exceptions applies, Art. 4 et seq. DGA are there-fore not applicable.

c) No obligation of public sector bodies to disclose, Art. 1(2) DGA

Contrary to what the unofficial title might suggest, Art. 1(2) DGA does not impose an obligation on public bodies to authorise the re-use of data, meaning that any access rights to certain datasets or docu-ments continue to be governed exclusively by national law.1043 Art. 1(2) DGA thus makes it clear that the DGA – unlike the Data Act – does not establish data access rights or disclosure obligations for documents; rather, this regulation is about creating a functioning data utilisation infrastructure.1044 This in turn is clear from recital 11. In particular, the DGA does not constitute a new legal basis within the meaning of the GDPR for the re-use of personal data.1045

Furthermore, the DGA does not exempt public bodies from their confidentiality obligations under Union or national law. The DGA does not provide a definition of the term 'confidentiality obligations'; how-ever, it is evident that both statutory and contractual confidentiality obligations will be covered.1046 These are likely to include not least commercial confidentiality obligations to protect intellectual prop-erty, but also statutory confidentiality obligations such as tax confidentiality1047. As a result, the DGA does not contain any exceptions or other authorisations.

In view of the fact that public bodies are not obliged to provide data, the question arises as to how exactly this aspect should be categorised in relation to the judicially enforceable requests for re-use, which are regulated in Art. 9(1) DGA.1048 More detailed explanations from the Commission would have been de-sirable here.

d) Objectively recorded data and actions, Art. 3(1) DGA

According to Art. 3(1) DGA, the second chapter regulates the re-use of data which is in the possession of public sector bodies and are protected according to certain criteria.

aa)  Re-use of the data

Before discussing the different categories of data in Art. 3(1), the term “re-use”, which is central to the second chapter, must first be clarified.

According to Art. 2 No. 2 DGA, re-use means the use of data by natural or legal persons for commercial or non-commercial purposes other than the original purpose in the context of the public task for which the data were collected. The term "re-use" within the meaning of the DGA is therefore very similar to the term "further processing" within the meaning of Art. 6(4) GDPR.1049 In both cases, the original purpose of the data collection differs from the purpose of the re-use of the data that is now being pursued. The only decisive factor here is that the purpose of the re-use is different from the purpose originally pursued by the public sector body.1050 However, only non-governmental purposes are covered, which is why there is no re-use if public bodies exchange their data exclusively in the context of fulfilling their public mandate.1051 Furthermore, the concept of re-use is linked to the concept of utilisation, whereby utilisation is not defined in more detail by the DGA.1052 Due to this lack of concretisation, a broad inter-pretation of the concept of use is likely to be required.1053

bb)  Data held by public sector bodies

In addition to re-use, it also depends on whether the data is also held by the public sector bodies. When exactly data is in the possession of public sector bodies is not further defined in the DGA. According to one view in the literature, the wording of the definition of possession suggests that, based on Section 854 of the German Civil Code (BGB), actual control over the data must be assumed in order to speak of possession.1054 This means that if a public body can de facto determine the possible use of the data, it is in possession of the data.1055 According to § 854 BGB, in contrast to ownership, possession depends on the actual control of a thing, but not on the legal control.1056

Others, however, do not refer to § 854 BGB, but argue that the term "in possession" must rather be interpreted in accordance with EU law.1057 One argument in favour of this is that many EU member states do not recognise the German understanding under civil law, according to which possession is linked to the principle of abstraction, in our form.1058 Therefore, it depends on its understanding as a technical-factual data dominion, which is characterised by an actual possibility of influencing the data.1059 The English version, which speaks of "data held by public sector", also speaks in favour of this standard.1060 Ultimately, however, both justifications will probably come to the same conclusion in most cases, as Section 854 BGB is also based on de facto control.1061

However, if you want to be sure, it is advisable to interpret the term "in possession" in accordance with Art. 2 No. 2 DGA under EU law and to subsume it accordingly.

According to the literature, the "material control" of the data at the time of their creation (generation) is not relevant for the applicability of Art. 3 DGA.1062

cc) Specially protected data

Chapter II of the DGA applies pursuant to Art. 3(1)(a)–(d) DGA to certain specially protected data, which are explained in more detail below:

(1) First data group: Commercial confidentiality to Art. 3(1)(a) DGA

This refers to all data that describes the "circumstances of private third parties, usually legal entities" that "must be treated confidentially", i.e. in any case all information that would also constitute a trade secret within the meaning of the GeschGehG.1063 A trade secret, in turn, is any information that is not readily accessible, not generally known and therefore of commercial value. The data is protected by its owner through confidentiality measures, as the owner has a legitimate interest in maintaining confiden-tiality.1064

The concept of commercial confidentiality also includes trade secrets, professional secrets and business secrets, as defined in Art. 3(1)(a) DGA.

(2) Second data group: Statistical confidentiality pursuant to Art. 3(1)(b) DGA

In addition, according to Art. 3(b) DGA, data that is protected for reasons of statistical confidentiality  are covered by Chapter 2. This refers to confidential data that is protected under primary law by Art. 339(2) TFEU and more precisely by the Statistics Regulation (EC 223/2009).1065 Data of statistical con-fidentiality refers to data that may be used about certain persons or companies, whereby regulations must be applied to prevent the disclosure of this data.1066 Statistical confidentiality protection is enshrined in law at national and EU level, in particular through the Statistics Regulation1067.1068

(3) Third data group: Intellectual property pursuant to Art. 3(1)(c) DGA

According to Art. 3(1)(c) DGA, Chapter 2 also applies to data held by public sector bodies which is protected for reasons of intellectual property rights of third parties. Art. 3(1)(c) DGA is a reference to the European and national provisions of copyright law. It is true that the DGA is also intended to create accessibility to such data that is relevant under copyright law. However, the DGA does not constitute an exception to the validity of existing copyright law. Accessibility of specially protected data in accordance with Art. 3(1)(c) DGA can therefore only take place if the corresponding copyright regulations are complied with.1069 In the course of this, the copyright-protected database work, the database produc-er's right and the protection under patent law will be of particular importance.1070

(4) Fourth data group: Protection of personal data pursuant to Art. 3(1)(d) DGA

As a fourth and final group, Art. 3 also refers to specially protected personal data, Art. 3(1)(d) DGA. The concept of personal data is to be equated with that of Art. 4 No. 1 GDPR. Accordingly, personal data is any information relating to an identified or identifiable natural person. However, data that falls within the scope of the PSI Directive is no longer covered. As a result, the DGA only applies in these cases on a subsidiary basis.1071 Specifically, Art. 3(1)(d) DGA is linked to Art. 1(2)(h) PSI Directive. This in turn excludes the application of the Directive to documents that are not accessible or only acces-sible to a limited extent under the access regulations of the Member States for reasons of personal data protection and parts of documents that are accessible under these regulations if they contain personal data whose re-use is legally incompatible with the law on the protection of natural persons with regard to the processing of personal data or is legally defined as compromising the protection of the privacy and integrity of the data subjects, in particular in accordance with Union law or national law with regard to the protection of personal data. Since it is precisely these personal data that are not regulated by the PSI Directive, the application of the DGA extends to these data in particular.1072

Art. 2 No. 6 DGA defines the requirements for a document within the meaning of the PSI Directive: Document means any content irrespective of the form of the data carrier or any part of such content.

e) Exclusion of certain types of data in Art. 3(2)(d),(e) DGA

As outlined above, the exceptions in Chapter 2 apply to various types of institutions that hold the pro-tected data and should normally be categorised as public bodies, Art. 3(2)(a)–(d) DGA. If such an insti-tution exists, such as a public company, museums, schools and universities, the provisions of Chapter 2 DGA are not applicable.1073 In addition, certain types of data in Art. 3(2)(d) and e) DGA are also covered by the derogation, which is not linked to the owner of the data but is based on the quality of the data.1074 This includes data that may not be shared for reasons of national security/defence or public security (d), as well as data that is not collected within the statutory mandate of the public sector body (e). With regard to the first group, it should be noted that this exception is intended to take account of the limited competence of the European Union in these matters.1075 The competent authority itself will have to assess which data exactly falls under the concept of public security, as the provision on "public security" is subject to interpretation and cannot be assessed uniformly in all Member States.1076 With regard to the second group of exceptions, such a public task may arise from the general administrative practice of the respective Member State; this must be transparent and regularly reviewed.1077

f) Prohibition of exclusive arrangements, Art. 4 DGA

According to Art. 4(1) DGA, it is generally prohibited to conclude an exclusive arrangements with regard to re-utilisation. According to Art. 4(1) DGA, exclusive arrangements are agreements or other practices which grant exclusive rights or which have as their object or effect the granting of such exclu-sive rights. Agreements are to be understood as any form of contractual obligation, while other practices represent a kind of catch-all provision that is intended to exclude an immediate telos outside the char-acteristics of an agreement. Agreements are voluntary agreements; other practices, on the other hand, are also intended to cover other forms of action, such as administrative acts.1078 If an administrative act exists, it is not only ineffective but also void.1079 The addition of other agreements is intended to prevent circumvention.1080

The very broad prohibition of exclusive arrangements ensures that both direct and indirect restrictions on third-party access to data held by public sector bodies for re-use are prevented through agreements or other practices.1081 A violation of Art. 4(1) DGA may have a negative impact on the effectiveness of the corresponding agreement.1082

The overall aim of this provision is that data from public bodies should be available to everyone as far as possible in order to maximise the degree of innovation.1083

Art. 4(2) DGA establishes an exception to the fundamental prohibition of exclusive agreements, under the conditions of which an exclusive agreement is permissible: Accordingly, an exclusive agreement may be concluded between a public body and a third party if the provision of a service or product in the general interest would otherwise not be possible. The open term "general interest" must be interpreted autonomously under EU law.1084 In any case, it should not include only private, individual concerns of the individual; rather, it should be about concerns that affect a large number of people. For example, healthcare, improving the provision of public services or combating climate change are in the general interest.1085 Recital 13 can also be used as a guide, which cites the provision of a product (e.g. the man-ufacture of a medicine) as an example of a general interest.1086 However, this must be justified in a sufficiently transparent manner (5) and be legally effective through an administrative act or contractual agreement (3). Furthermore, such an exclusivity agreement may not exceed a duration of 12 months (4). These substantive, formal and procedural requirements of (2)–(5) must be met cumulatively.1087

g) Conditions for re-use, Art. 5 DGA

Art. 5 DGA is the central component of the DGA and standardises the conditions under which re-use is permitted. According to Art. 5(2) DGA, the basic principle is that the conditions for re-use must be non-discriminatory, transparent, proportionate and objectively justified.

The conditions for authorising the re-use of specially protected data and the procedure for requesting such re-use must be made publicly accessible via the central information point (Art. 8 DGA), Art. 5(1) DGA. Interested companies and other data users will only benefit from data access claims if they can find out in a transparent and legally secure manner under what conditions they can access the data.1088 With this in mind, it is recommended that public bodies use a standardised confidentiality obligation and also inform re-users of their obligations by means of standardised information within the framework of Art. 5(1) DGA; if necessary, this should also be provided in a separate portal on their website.1089

Art. 5(3)–(14) DGA sets out the individual requirements and conditions for re-use, whereby the protec-tion of data always has the highest priority, regardless of whether it is personal or non-personal data.1090 Differences exist only with regard to the specific measures taken to protect the data.

aa) Protective measures for personal data

According to the legislator, the protection of personal data is achieved by anonymising it, Art. 5(3)(a) point i DGA. The specific wording of this provision does not establish anonymisation as an official obligation; rather, it is presented as one among a range of potential methods.1091 In this context, the question known from data protection law as to when anonymisation is to be assumed becomes relevant. According to recital 26 GDPR, data is anonymous if it does not relate to an identified or identifiable natural person or if it is personal data that has been anonymised in such a way that the data subject cannot or can no longer be identified.1092 According to recital 26 GDPR, when deciding whether identi-fiability is possible, all means that are likely to be used by the controller or another person to directly or indirectly identify the natural person must be taken into account.1093 However, it should be noted that a fictitious possibility of identifiability is not sufficient.1094 Instead, in the opinion of the European Court of Justice, those means by which identification would not be practically feasible, for example because they would require a disproportionate amount of time, cost and labour, are not to be taken into account.1095 However, it is disputed whether and, if so, to what extent the knowledge and means of other persons can be taken into account to identify a person. The question is therefore whether the ability to establish a personal reference depends on the person responsible (relative personal reference)1096 or whether it is sufficient if any other person can establish a personal reference (absolute personal refer-ence).1097 The European Court of Justice takes a mediating position on this issue. According to the court, it depends on whether the controller has means at his disposal that he can reasonably use to obtain the information from a third party.1098

However, the anonymisation of personal data alone is not sufficient as a protective measure, as accord-ing to Art. 1(2) DGA, the provisions of European data protection law remain unaffected by the provi-sions of the DGA with regard to personal data. In fact, the relevant European data protection regulations (namely the GDPR) even take precedence over the provisions of the DGA in the event of a conflict pursuant to Art. 1(3) DGA. The consequence is that, according to the literature, access to personal data should only be permitted if the anonymisation is accompanied by a data protection impact assessment pursuant to Art. 35 GDPR, information for data subjects pursuant to Art. 13(1)–(4) and Art. 14(1)–(5) GDPR and the other standard protection mechanisms of the GDPR, in particular if the re-user can only achieve its intended purpose with personal data.1099 This understanding is probably also based on the EU Commission, according to which re-users may only transfer personal data to third countries in accordance with Chapter V of the GDPR.1100

In this respect, it is important to note in practice that the one-dimensional application of these DGA provisions is by no means sufficient. Rather, a compliant application of the law must extend beyond the DGA and incorporate existing European data protection law.1101

At this point, the DGA ensures a high level of compliance pressure: as the anonymisation of data by the public body is also a form of processing, this requires an authorisation under the GDPR.1102 Art. 5 DGA itself is not an authorisation, as the DGA takes a back seat to the GDPR if its scope is open (Art. 1(3) DGA).1103 Possible authorisations that may come into consideration are, for example, Art. 6 (1)(e) GDPR, Art. 6(1)(c) GDPR or the consent of the data subject pursuant to Art. 6(1)(a) GDPR.1104

Contrary to the Commission's original draft, however, there is no hard obligation on public sector bodies to provide support in the event that re-use cannot be authorised and there is no legal basis for the (further) processing of personal data; instead, according to Art. 5 (6) DGA, the public sector body must only use its best efforts to assist in obtaining the relevant consent from the data subjects. Presumably, this amend-ment was intended to protect public sector bodies from being overburdened.1105

In addition to the pressure to comply with the GDPR provisions already mentioned, the re-use of pub-licly collected data for the economic interests of companies is also likely to regularly constitute a change of purpose in accordance with Art. 6(4) GDPR, which is why a case-by-case examination of the com-patibility of purposes is required.1106 This also shows that the DGA teleologically pursues the promotion of the transfer and accessibility of data, but at the same time is over-organised by the protection dimen-sion of the GDPR because the two regimes are not sufficiently coordinated.1107

bb) Protective measures for non-personal data

Data may also be amended or summarised in aggregated form if it concerns business secrets or content protected by intellectual property rights, Art. 5(3)(a) No. ii DGA. If the data is not personal data because personal data has previously been aggregated or processed, no re-identification of data subjects may take place even after disclosure.1108 If unauthorised further use of data does occur, further users must report this, Art. 5(5) DGA.

In addition to the protection of personal and non-personal data, Art. 5 DGA also regulates the protection of intellectual property and the protection of confidentiality interests. Public bodies can agree confiden-tiality obligations in accordance with Art. 5(5) DGA.1109 Art. 5(7) and(8) of the DGA oblige data hold-ers to protect intellectual property (7) and to maintain the confidentiality of commercial or statistical confidentiality interests (8) in the event of re-use. For this reason, the transmission of data to a re-user located in a third country can only take place in accordance with Art. 5(10) DGA if the Commission has deemed the regulations of the recipient country for the protection of intellectual property and trade secrets to be equivalent by legal act or if the re-user contractually undertakes to fulfil the conditions of the DGA.1110 In addition, the Commission is also authorised to lay down further conditions that should apply to the transmission of highly sensitive, non-personal data.1111

In addition, according to Art. 5(3)(b), (c) DGA, access to and re-use of data must take place in a secure processing environment provided by the public sector body. According to Art. 2 No. 20 DGA, a secure processing environment is a physical or virtual environment in which all data processing operations can be tracked or supervised. The technical integrity is verified by the public sector body (both remotely and, if necessary, on site).1112

Overall, in the case of authorised re-use, public sector bodies are required to impose conditions to ensure the integrity of the operation of the technical systems of the secure processing environment used, Art. 5(4) DGA. This means that the public sector body must create conditions that ensure the integrity and function of the technical systems; the exact conditions are determined by the respective public sector bodies themselves.1113 With this in mind, it is advisable to introduce cross-agency security standards and certificates within the framework of Art. 5(4) DGA.1114

h) Fees for re-use, Art. 6 DGA

Art. 6(1) DGA authorises public sector bodies to levy fees for the authorisation of re-use, provided that they are transparent, non-discriminatory, proportionate and objectively justified and do not restrict com-petition in accordance with Art. 6(2) DGA.

SMEs, start-ups and other organisations of public interest can justify a reduced fee or even a waiver by justifying a general interest, Art. 6(4) DGA.1115 This makes it clear once again that the DGA is intended by the European legislator to "proactively" promote data sharing by smaller players in particular1116, Art. 6(4) DGA.

According to Art. 6(5) DGA, the amount of the fees is determined by the costs associated with the implementation of the application procedure for the re-utilisation of data and depends primarily on the services used; they must be proportionate to the costs and must not restrict competition1117 . The standard stipulates as a maximum limit that the fees may not exceed the actual costs of the measures associated with the provision.1118 The specific criteria and methodology for calculating charges are determined internally by the Member States and must be published.1119

In addition, Article 6(3) of the DGA requires public sector bodies to also enable the payment of fees online via a cross-border payment service, without discrimination on the basis of the place of establish-ment of the payment provider, the place of issue of the payment instrument or the location of the pay-ment account in the Union.

Overall, the DGA's requirements for charging fees should be interpreted as an (economic) incentive for the actors involved to reuse data.1120

i) Management of re-utilisation procedures, Art. 7, 8, 9 DGA

The provisions on the management of re-use procedures aim to support the re-use procedures in tech-nical, organisational and legal terms by obliging the Member States to create competent bodies that act as a central information point (Art. 8(1) DGA) and assist the parties involved in the technical implemen-tation of data re-use (Art. 7(4) DGA). The Member States must provide these competent bodies with the technical and organisational means and the corresponding financial resources to enable them to perform their tasks, Art. 7(3) DGA. Art. 7(4)(a)–(e) DGA lists examples of the individual activities in which the competent authorities are to provide assistance: These include, in particular, advice and technical sup-port in structuring and storing the data in order to make it easily accessible, as well as support in pseu-donymising the relevant data sets.

According to Art. 8(1) DGA, the Member States are obliged to establish a "single information point" which receives requests for the re-use of data and forwards them to the competent public sector body.1121 The task of these central information points is to provide a "single point of contact"1122 for all interested parties. The information centres should provide information and an overview of where which type of data can be found. For this purpose, the central information centre should maintain a list in accordance with Art. 8(2)DGA, which includes the scope, format and conditions for possible re-use. The list is to be kept electronically and should be accessible to data economy stakeholders. Here too, SMEs and start-ups may be favoured and promoted: There may be a simplified and more efficient application procedure for them in accordance with the provisions of Art. 8(3) DGA.

According to Art. 9 DGA, applications for further processing of data must be processed within two months of the application being submitted, although there may be exceptional extensions of 30 days if the applications are exceptionally extensive and complex. In such cases, the competent public sector body or the authorities referred to in Art. 7 DGA must inform the applicant that more time is needed to complete the procedure, stating the reasons for such a delay.1123 Irrespective of this, the Member States may, however, set a shorter deadline than the two-month deadline stipulated by the DGA in accordance with Art. 9(1) DGA.1124 In order to comply with the two-month deadline for processing applications, public bodies should establish standardised procedures for processing applications and prepare their database in such a way that possible access claims can be granted in due time and form.1125

j) Criticism

The public sector bodies are left to square the circle1126 by having to guarantee the protective nature of the data on the one hand and enable its reuse on the other.1127 In view of the personnel, financial and technical effort involved in implementing the requirements for the provision of data for reuse, it is there-fore doubtful whether the economic and social potential of this data will be utilised to a greater extent.

The fact that public bodies are explicitly not obliged to share their data under Art. 1(2) DGA was met with significant controversy, which significantly limits the effectiveness of the DGA with regard to the declared goal of increased data use and data sharing.1128 In addition, important issues such as technical support will continue to depend on national regulations, which contradicts the overarching ideal of har-monised regulation of the data economy across the EU. In particular, companies that operate transna-tionally within the EU and wish to benefit from the accessibility concept of the DGA may have to com-ply with several national and more detailed provisions, even though these would have to fulfil certain legally certain requirements in accordance with Art. 4, 5, 6 DGA.

3. Data intermediaries and data intermediation services

The third chapter of the DGA (Art. 10–15 DGA) deals with so-called data intermediary services, which are to play a central role in making previously unused data accessible.1129 Data intermediary ser-vices are intended to act as intermediaries by bringing together the supply of data owners and data sub-jects with the demand of data users.1130 However, the creation of the legal figure of data intermediary services does not enforce a market; rather, data intermediary services take on the role of a trust-building and mediating intermediary, which is intended to dispel the concerns of data owners and data users and at the same time create incentives for private actors to participate in the development of the data econ-omy.1131

a) The term "data intermediation service", Art. 2 No. 11 DGA

Art. 10–15 DGA sets out the obligations for data intermediary services, including the impending conse-quences in the event of breaches of obligations. According to Art. 2 No. 11, 1st half of the DGA, a data  intermediation service is a service that is intended to establish business relationships between an indefinite number of data subjects or data owners on the one hand and data users on the other by technical, legal or other means in order to enable the joint use of data, including for the purpose of exercising the rights of data subjects with regard to personal data. According to Art. 2 No. 11, 2nd half of the DGA, the following services may not be provided as negative criteria:

services that obtain data from data holders and aggregate, enrich or transform the data for the purpose of adding substantial value to it and license the use of the resulting data to data users, without establishing a commercial relationship between data holders and data users (a);

services that focus on the intermediation of copyright-protected content (b);

services that are exclusively used by one data holder in order to enable the use of the data held by that data holder, or that are used by multiple legal persons in a closed group, including sup-plier or customer relationships or collaborations established by contract, in particular those that have as a main objective to ensure the functionalities of objects and devices connected to the Internet of Things (c); and

data sharing services offered by public sector bodies that do not aim to establish commercial relationships (d).

aa) Initiation of business relationships

One of the key characteristics for the existence of a data intermediation service is the initiation of a  business relationship in a three-person relationship.1132 The business relationship then arises between the data holder pursuant to Art. 2 No. 8 DGA or a data subject pursuant to Art. 2 No. 7 DGA on the one hand and a data user pursuant to Art. 2 No. 9 DGA on the other.1133
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According to Art. 2 No. 9 DGA, a data user is any natural or legal person who has lawful access to data and is authorised to use it for commercial or non-commercial purposes. Even if one could conclude from the German wording of Art. 2 No. 9 DGA that the authorisation to use the data must only exist in the case of personal data, this is a translation error. The use of non-personal data requires authorisation to use the data.1134 Since the wording only refers to legal persons in general, legal persons under public law and thus public bodies within the meaning of Art. 2 No. 17 DGA are also covered as data users.1135 Although, according to the wording, they may in principle fall under the definition in Art. 2 No. 9 DGA, data intermediary services are not data users for systematic reasons alone, as Art. 12(a) DGA suggests.

Accordingly, the use of the data for which the data intermediary services are provided for own purposes is prohibited, which is why no authorised use of the data is possible.1136

The data holder, on the other hand, is the natural or legal person who may grant access to the data and is authorised to disclose it in accordance with Art. 2 No. 8 DGA. However, in the case of a natural person's own personal data1137, this opens up the subject area of Art. 2 No. 7 DGA (data subject), which corresponds to that of Art. 4 No. 1, first half of the GDPR, so that the term data subject refers to any natural person who is identified or identifiable.1138

bb) Practices that constitute data intermediation services

The DGA does not specify how exactly a provider of data intermediation services must provide a service in accordance with Art. 2 No. 11 DGA.1139 According to recital 28 of the DGA, the European legislator envisaged data marketplaces on which companies offer their data as a possible example of a data intermediation service.1140 It is obvious that operating data marketplaces also means setting up and provid-ing a coherent and appropriate (digital) infrastructure. Other examples that the legislator has in mind as data intermediation services are common European data spaces in which the participants accept certain rules for participation in the ecosystem; data pools set up by companies or natural persons; data cooper-atives or unions that have a mechanism for collective consultation or decision-making on the use of data held by the members of the cooperative or union; and finally, personal data wallets or clouds, i.e. ser-vices offered to individuals for the storage of personal data currently held by other companies in order to enable the processing of such data by third parties, either within the personal data cloud (the pro-cessing algorithm is brought to the data in order to maximise data protection) or by transmissionring such data to third parties.1141

Looking at the wording of Art. 2 No. 11 alone, the “match-making”1142 between data owners and data users is already sufficient to provide a data intermediary service. However, according to the legislator's intention, the mere provision of cloud storage, analytics services, data sharing software, internet brows-ers or browser plug-ins or email services should not be considered a data intermediary service within the meaning of this Regulation, provided that these services only provide data subjects or data holders with technical tools for sharing data with others, the provision of these tools is neither intended to establish a commercial relationship between data holders and data users nor to enable the provider of data intermediary services to obtain information on the establishment of commercial relationships for the purpose of data sharing.1143

Furthermore, it is only those behaviours that can constitute a data intermediation service where the busi-ness relationship established is aimed precisely at the joint use of data. However, this does not mean that several actors use the data simultaneously. Instead, as the definition in Art. 2 No. 10 DGA shows, it refers to the provision of data by a data subject or a data owner to a data user for the joint or individual use of this data, whether in return for payment or free of charge. According to Art. 2 No. 11 DGA, a data intermediary service should therefore provide and therefore share data. This interpretation is sup-ported by a comparison with the other language versions, where, for example, the English language explicitly refers to 'data sharing'.1144

Furthermore, only services that are available to an indeterminate number of data holders and data  users are data intermediation services. The consequence of the fact that the intermediary service must be open to an indefinite number of data holders and data users is that closed data platforms, in which only a pre-defined group of companies may participate, are excluded from the scope (also expressly excluded by Art. 2 No. 11(c) DGA).1145 However, the requirement of openness leads to problems if the data intermediation service operates in sector-specific data spaces in which only a few players partici-pate in the sharing of data.1146 In such cases, it depends on whether the data intermediary uses factual, abstract requirements to ensure that actors – provided they fulfil the requirements – can participate in access.1147 However, if access is subjective or even restricted from the outset, the DGA does not apply to the service.

Finally, as follows from Art. 2(11)(a) of the DGA and recital 28 of the DGA, only those practices are covered with which the data intermediary pursues the intention of establishing a business relationship between the data holder and the data user.1148 This means that only services aimed at establishing busi-ness relationships for the joint use of data are covered.1149 It is necessary to restrict the definition of a data intermediary service in this way by adding a subjective element, as otherwise there would be a risk of proliferation and almost all existing platforms from the B2B sector would be covered by the scope of the DGA.1150

cc) No data intermediation services

On the other hand, there is more clarity with regard to behaviour that does not lead to the trader being considered a data intermediary service. On the one hand, recital 28 DGA lists examples of business practices that do not constitute a data intermediary service: According to this, the mere provision of cloud storage, analytics services, data sharing software, internet browsers or browser plug-ins or email services is not a data intermediary service, provided that these services exclusively provide data subjects or data holders with technical tools to share data with others, the provision of these tools is not aimed at establishing a commercial relationship between data holders and data users, nor does it enable the provider of data intermediary services to obtain information on the establishment of commercial rela-tionships for the purpose of data sharing. On the other hand, Art. 2 No. 11 (a)–(d) DGA also excludes certain types of behaviour by means of a negative list, the existence of which no longer constitutes a data intermediation service within the meaning of the definition.

As already shown (see above), it follows from Art. 2 No. 11(a) DGA that the data intermediary must pursue the intention of establishing a business relationship between the data owner and the data user.1151 The consequence of this is that so-called 'data brokers', who merely purchase data from a large number of companies in order to process it and then sell it on to other companies, are not covered and are there-fore not also data intermediary services.1152 Similarly, data altruistic organisations are not considered to be data intermediation services on the basis of Art. 2 No. 11(a) DGA, provided that no business rela-tionship is established between the potential data users and data subjects or data holders.1153 However, if, in exceptional cases, a business relationship is established by a data altruistic organisation, these organisations are nevertheless excluded from the scope of Chapter 3 on the basis of Art. 15 DGA, so that the requirements for data intermediation services do not apply to them. In order to take account of the fact that Art. 2 No. 11(a) DGA is intended to limit the persons covered by the definition, it is also necessary to require that the main purpose of the initiated business relationship is the provision and use of data.1154

Pursuant to Art. 2 No. 11(b) DGA, services focussing on the intermediation of copyright-protected con-tent do not constitute a data intermediation service. According to recital 29 DGA, the focus is on the intermediation of copyright-protected content if the service is specifically aimed at the intermediation of such content.1155 However, the intermediation of copyright-protected content does not have to be the sole purpose of the service. Instead, it is sufficient that the communication of copyright-protected con-tent clearly outweighs other purposes.1156

The consequence of the exclusion of Art. 2 No. 11(c) DGA is that only those services that are open to an indefinite number of data holders and data users are to be regarded as data intermediation ser-vices.1157 Article 2(11)(c) DGA therefore excludes intermediation services that are used exclusively by a data holder to enable the use of data held by that data holder or that are used by several legal entities in a closed group, including supplier or customer relationships or contractual co-operation, in particular where their main objective is to ensure the functionality of objects and devices in the context of the Internet of Things.1158 The required openness is also given if the use of the service is made dependent on abstract, objective criteria that can be fulfilled by an indefinite number of potential data holders.1159 If these criteria are established by the data intermediary, the obligation under Art. 12(f) DGA, according to which access must be fair, transparent and non-discriminatory, must be observed in particular.1160 Finally, according to Art. 2 No. 11(d) DGA, services offered by public sector bodies without the inten-tion of establishing business relationships are not data intermediary services. Conversely, it follows that services provided by public sector bodies are only data intermediary services if they are offered precisely with the intention of establishing business relationships. The difference to Art. 2 No. 11(a) DGA is that it is based on the de facto establishment of a business relationship.1161 Despite the fact that the wording of Art. 2 No. 11(d) DGA clearly states that data intermediation services which do not establish a business relationship are excluded, this is a drafting error. (d) should not be understood to mean that services provided by public bodies can also be a data intermediation service without the aim of establishing a business relationship. Even in the case of services provided by public bodies, the decisive factor is whether they are aimed at establishing business relationships through the shared use of data.1162 The purpose of (d) is to clarify the relationship between the different instruments of the DGA. If public sector bodies merely enable the re-use of data from their de facto technical control, but do not aim to establish a business relationship, they are not data intermediary services.1163

dd) Summary

Overall, it can be stated that the definition of data intermediation service according to Art. 2 No. 11 DGA is a two-part definition, in that the first half of the definition positively determines which properties characterise data intermediation service and this is then supplemented and concretised by the negative list of the second half.1164 A data intermediation service therefore only exists if an indefinite number of business relationships can be initiated with the aim of sharing data. On the other hand, it is not a data intermediation service if the aim is not to establish a business relationship between data owner and data user, where the focus is on the brokerage of copyright-protected content, if the service is not open to an indefinite number of data holders and data users or if a public body offers data brokerage to bodies without the intention of establishing business relationships.

b) Obligations of data intermediation services

If a data intermediation service is provided, the requirements of the third chapter (Art. 10–15 DGA) apply to it. In this context, the provider of the data intermediation service is obliged to register in accordance with Art. 11 DGA as well as a comprehensive catalogue of obligations in accordance with Art. 12 DGA, which must be fulfilled when providing the service. However, the obligation to register and the catalogue of obligations only apply if it is a data intermediation service within the meaning of Art. 10 DGA.

aa)  Data intermediation service within the meaning of Art. 10 DGA

The mere fact that a data intermediation service within the meaning of Art. 2 No. 11 DGA exists does not mean that the provider is also subject to special obligations. Instead, Art. 10 DGA further restricts the scope by declaring Art. 11 et seq. applicable to only three types of data intermediation services.1165

(1) Intermediary services between data holders and potential data users, Art. 10(a)  DGA

According to Art. 10(a) DGA, data brokering services between data holders and potential data users, including the provision of technical and other means as a prerequisite for such services, are subject to the further provisions of Art. 11 et seq. DGA. The services covered may also include those that enable the bilateral or multilateral exchange of data or the establishment of platforms or databases that enable the exchange or sharing of data, as well as the establishment of other specialised infrastructures for the interconnection of data holders with data users.1166 Since (a) explicitly only refers to data holders and data users, it does not cover intermediary services where the data intermediary mediates data between data subjects (Art. 2 No. 7 DGA) and data users. Instead, in such cases, this is an intermediary service covered by Art. 10(b) DGA.1167 The consequence of the fact that the wording refers to potential data users is that no actual use of the data is required in order for a data intermediary to fulfil the obligations under Art. 11 et seq. DGA is present. The addition, including the provision of technical or other means, extends the scope of Art. 10 DGA to services that carry out ramp activities, provided that their objective is data brokering.1168 The intermediary services mentioned in Art. 10(a), 2nd half of the DGA are a non-exhaustive list of intermediary services that fall within the scope of Art. 10(a) DGA.1169

(2) Intermediary services between data subjects or natural persons and data users,  Art. 10(b) DGA

The second category of intermediary services to which Art. 11 et seq. DGA apply are, according to Art. 10(b) DGA, intermediary services between data subjects who wish to make their personal data accessi-ble or natural persons who wish to make non-personal data accessible and potential data users. The DGA does not provide a definition for the term "making available". However, it can be inferred from the general use of the term and the use of the term in other parts of the DGA that it refers to the granting  of access to data.1170 Since it only covers the case that data subjects make their personal data accessible, intermediary services between data subjects who either want to make personal data that only concerns third parties accessible or do not want to make any data accessible at all do not constitute intermediary services within the meaning of Art. 10(b) DGA.1171

(3) Services of data cooperatives, Art. 10(c) DGA

Finally, Art. 10(c) DGA extends the scope of Art. 11 et seq. DGA to the services of data cooperatives. The term "data cooperative" is defined in Art. 2 No. 15 DGA as data intermediation services offered by an organisational structure composed of data subjects, one-person companies or SMEs that are members of this structure, and whose main purpose is to assist its members in exercising their rights in relation to certain data, including in making an informed decision before consenting to data processing, exchanging views on the purposes and conditions of data processing best suited to the interests of their members in relation to their data, and negotiating the conditions of data processing on behalf of members prior to granting permission to process non-personal data or consenting to the processing of personal data. Like data intermediation services under Art. 10(b) DGA, the services of data cooperatives relate to both per-sonal and non-personal data. However, Art. 10(c) DGA goes beyond (b) in that the services of data cooperatives can also be offered to one-person companies or SMEs and the data cooperative can provide support even before consent is given.1172

bb)  Registration according to Art. 11 DGA

Before the provider of data brokering services can provide its services, it must register with the compe-tent authority, Art. 11(1) DGA. According to recital 38, the aim of the registration procedure is to create a trustworthy environment on the basis of which data can then be transmitted, shared and used between data holders, data subjects and data users.1173 Contrary to what was initially considered, the Commission has thus decided against a certification system, as this would have had a deterrent effect, particularly with regard to start-ups.1174 Instead, the provider is subject to a pure registration obligation (prohibition  with reservation of registration1175). In particular, the provider does not have to wait for authorisation from the competent authority after registration, but can start operating immediately after registration.1176 It is therefore up to the providers to check independently and at their own risk whether their business model constitutes a data intermediation service in accordance with Art. 10 DGA.1177

For Germany, the competent authority for the notification procedure has not yet been finalised. The draft law implementing the DGA provides for the Federal Network Agency as the competent authority for the notification procedure in Section 2(1) No. 1 of the Data Governance Act.1178

According to Art. 11(2) DGA, the registration must be made in the Member State where the provider has its main establishment. In the case of a provider that is not established in the Union, the provider must appoint a legal representative in accordance with Art. 11(3) DGA, who acts as a point of contact for the competent authorities for questions relating to the data intermediation services provided. How-ever, the appointment of the legal representative does not mean that the legal representative is liable for violations of the DGA, but that the actual provider remains fully responsible.1179 The background to this regulation is to prevent companies from evading regulation by the DGA by relocating their establish-ment to a third country.1180 Instead, the provisions of the DGA also apply to a provider that has its establishment in a third country if it clearly intends to reach persons in one or more Member States with its offer.1181

The information that must be included in the notification is standardised in Art. 11(6) DGA. If the information changes after the notification, the provider must notify the competent authority, Art. 11(12) DGA. The provider may request confirmation of the registration from the competent authority in accordance with Art. 11(8) DGA. However, confirmation of registration is not required to commence the activity. According to Art. 11(4) DGA, mere registration is sufficient.1182 If a provider of data interme-diation services ceases its activities, it must notify the competent authority within 15 days in accordance with Art. 11(13) DGA.

The competent authorities of the Member States are obliged under Art. 11(10) and 14 DGA to inform the Commission of every notification, amendment to the notification and deregistration. On the basis of this notification, the Commission creates a register listing all data intermediation services that provide their services in the European Union, Art. 11(10) DGA.1183 As of October 2024, nine companies from Finland, France and Hungary are listed there as data intermediation services.1184

cc)  Catalogue of obligations under Art. 12 DGA

The core component of the regulations for data brokering services is the catalogue of obligations in Art. 12 DGA. The purpose of the catalogue is to strengthen trust in the use of data intermediation services in order to promote the sharing of data.1185 At the same time, however, potential competitive risks from data brokerage platforms should be prevented in advance.1186

Firstly, Art. 12(a) DGA standardises the principle of neutrality of a data intermediation service with regard to the handling of the data provided.1187 The data intermediation service is obliged to maintain strict neutrality with regard to the data to be exchanged between the data owner and the data user. It may not use the data exchanged via its platform for purposes other than making it accessible to the respective data users.1188 There is therefore a strict separation of data exchange and use. The consequence of this is that, in accordance with Art. 12(c) DGA, the operator of the data brokerage platform can only use the metadata generated during the performance of the brokerage services to improve its own platform.1189 An exception to the strict purpose limitation is provided for in Art. 12(d) DGA, according to which the conversion of data for specific purposes is permitted.1190 In addition to this principle of prohibition of  processing1191, Art. 12(a) DGA also contains a prohibition of vertical integration1192. This prohibition of vertical integration ensures that, according to recital 33 DGA, there must be a structural separation of the data intermediation service from all other services provided. The data switching service must there-fore be provided by a legal entity that is separate from the provider's other activities.1193 The exact requirements for this separation are not clear. However, it will probably not be required that the data intermediation service must be independent of any parent company in terms of instructions and eco-nomic independence.1194 Instead, it can be concluded from a reverse conclusion to Art. 12(b) DGA that a structural spin-off into a subsidiary within a group structure is considered sufficient.1195 If a company wishes to provide data intermediation services in addition to its existing business area, it is therefore advisable to carry out a structural separation and have the brokerage services provided by a separate legal entity so that the neutrality requirement pursuant to Art. 12(a) DGA is preserved in the best possible way.1196

Art. 12(b) DGA establishes a prohibition of tying transactions. It is important to note that the data intermediary service is not permitted to make its terms of use, including its fees, contingent upon the utilisation of other services provided by the intermediary1197 or its affiliated parent or sister compa-nies1198 . It is therefore inadmissible for the user of a data intermediation service to receive more favour-able conditions solely on the basis of the fact that he uses other services of the data broker, a parent company or a sister company.1199 The background to this prohibition is to prevent gatekeepers within the meaning of the Digital Markets Act from establishing themselves as data intermediation services and then disrupting competition and data intermediation services.1200 It is also important to note that the ban on tying does not apply to data subjects who may also be users of a data intermediation service.1201 The duty of conduct in Art. 12(c) DGA provides for a restriction on the use of metadata collected by the data intermediation service in connection with the provision of the service. This data may only be used for the further development of the data intermediation service, to detect fraud or in the interests of cyber security.1202

Furthermore, Art. 12(d) DGA stipulates that the provider of the data intermediary service must enable the exchange of data in the format in which it was transmitted to it. The provider may only convert the data if one of the authorisation conditions listed in (d) applies.1203 The cases in which data may be con-verted are Improvement of interoperability within and between sectors through the conversion, data user has requested conversion, Union law requires the conversion or the conversion serves to harmonise with international and European data standards.1204 The behavioural obligation aims to improve the usability of data1205 and remove barriers to data sharing.1206

Art. 12(e) DGA provides for a restriction on the tying of services. Accordingly, providers of data intermediaries may only combine their services with additional offers to a limited extent. Only coupling with specific tools (technical means of software and hardware that facilitate data exchange1207) and ser-vices for data holders or data subjects that facilitate data exchange is permitted.1208 It could be inferred from the wording ("in particular") that the additional tools and services may also be offered for other purposes in addition to facilitating the exchange of data. However, when comparing the English and French versions of the regulation, it is clear that this is a drafting error. In the other versions, the use of tools and services is only permitted to improve data exchange.1209 The tools may only be used at the express request or with the consent of the data holder or the data subject. An active approach to the data intermediary is therefore required.1210 However, there is no consensus on whether implied consent is sufficient. However, the fact that the word "expressly" only refers grammatically to the word "request" speaks in favour of implied consent.1211 If the data intermediary legitimately uses third-party tools (Art. 12(e) DGA at the end), the strict purpose limitation principle also applies to the use of these tools, which is why the third party may not use the tool for any other purpose than to facilitate the data exchange.1212 Art. 12(f) DGA imposes a transparency requirement and a prohibition of discrimination on provid-ers of data intermediation services. The access terms and conditions of data intermediation services must be fair, transparent and non-discriminatory.1213 The purpose of the ban on discrimination is to prevent distortions of competition and market foreclosure. Small and medium-sized enterprises and start-ups in particular should be able to gain access to data intermediation services under the same conditions.1214 The transparency requirement, on the other hand, is intended to promote competition by enabling a comparison of offers.1215 However, the ban on discrimination only prohibits unequal treatment that is not objectively justified, meaning that it must ultimately always be assessed on a case-by-case basis whether there is an objective reason that justifies the unequal treatment.1216 However, it is unclear which requirements are to be placed on the transparency requirement in detail. Due to the lack of concretisation by the legislator and the fact that transparency obligations are a reaction to a market failure that has not yet been identified in relation to data intermediation services, the transparency requirement can be con-sidered to be fulfilled if the parties are in a position to understand the requirements and the process of data brokerage.1217 On the other hand, it is also possible that the transparency obligations are only con-sidered to be fulfilled if fees and other conditions are disclosed to potential platform users and a com-parison of the offers is therefore possible.1218

Finally, Art. 12 (g), (h), (j), (k), (l), (o) DGA standardise a series of monitoring and security obliga-tions.1219 For example, Art. 12(g) DGA obliges providers of data intermediation services to take precau-tions to prevent fraudulent or abusive practices in relation to the data user.1220 Art. 12(h) DGA prescribes the taking of precautions in the event of insolvency.1221 According to Art. 12(j) DGA, the data interme-diation service must take appropriate technical, legal and organisational measures to prevent the unlaw-ful transmission of non-personal data.1222 As the data intermediation service is only obliged to take appropriate measures, it is not obliged to ensure the legally compliant behaviour of users.1223 According to Art. 12(k) DGA, the data holder must be informed of any unauthorised access to data and Art. 12(l) DGA standardises the obligation to maintain an appropriate level of security when storing, processing and transmissionring non-personal data.1224 Art. 12(o) DGA establishes an obligation to keep a record of data processing activities.1225

c) Law enforcement

The Member States are responsible for monitoring and implementing the DGA.1226 They must designate a competent authority to enforce the law, whereby, according to Art. 26(2) DGA, no new authority has to be created, but one or more existing authorities can be entrusted with the enforcement of the law. In the case of an inter-European matter, the competent authorities of the Member States must exchange information and co-operate in accordance with Art. 14(7) DGA. According to the Federal Ministry for Economic Affairs and Climate Protection's draft bill for a law to implement the EU Regulation on European data governance, the competent authority in Germany will be the Federal Network Agency.1227 According to Art. 14(1) DGA, the competent authority has a comprehensive monitoring and supervi-sion obligation in connection with providers of data intermediation services.1228 It can either take action itself ex officio or monitoring or supervision can also be carried out at the request of third parties.1229 As part of its monitoring and supervision obligation under Art. 14(2) DGA, the competent authority is authorised to request information that is necessary to comply with the provisions of Chapter 3 of the DGA. The competent authority therefore has a right to information, meaning that the data intermediary is obliged to provide the information.1230

If the authority discovers a breach of Art. 10 et seq. DGA, it must inform the provider of the data inter-mediation service of the violation in accordance with Art. 14(3), 1st half of the DGA (notification obli-gation). Following this notification, the provider must be given the opportunity to comment within 30 days in accordance with Art. 14(3) DGA.

If a provider is in breach of Art. 10 et seq. DGA, Art. 14(4) DGA contains a catalogue of measures that the competent authority can take to ensure compliance with the provisions of the DGA. According to Art. 34(1) DGA, it is left to the Member States to standardise further sanctions.1231 In general, the com-petent authority is authorised under Art. 14(4) DGA to order the cessation of a specific infringement and, within the framework of a general clause-like authorisation, to adopt appropriate and proportion-ate measures to ensure compliance. In addition, Art. 14(4)(a)–(c) DGA lists specific measures that can be taken by the authority.1232 The measures include fines and periodic penalty payments (a), post-ponement of the start or suspension of the provision of the data intermediation service (b) and cessa-tion of the provision of the data intermediation service (c). As the most severe measure, the cessation of the provision of the data intermediation service pursuant to (c) is only possible in the event of a serious or repeated infringement which has not been remedied despite prior notification pursuant to Art. 14(3) DGA. The decisive criterion for determining the seriousness of the offence is the risk to the legal inter-ests at stake.1233 The catalogue of Art. 34(2) DGA can be used as further criteria.1234 In the context of repeated offences, it follows from the meaning and purpose of compliance with the provisions of Chap-ter 3 that only a certain frequency of offences is relevant and not whether an offence has been committed repeatedly or whether several offences have been committed.1235 The mere existence of a risk of repeti-tion is not sufficient.1236

d) Criticism

However, the regulations of the DGA with regard to data intermediation services are not all positive. Instead, there are also a number of points that need to be criticised.

Right from the start, the definition of the term "data intermediary service" under Art. 2 No. 11 DGA is too vague. According to this, the sharing of data does not have to be the main purpose of the initiated business relationship. However, since data is shared in almost every business relationship nowadays, there is a risk that a data intermediation service pursuant to Art. 2 No. 11 DGA is almost always present. 1237

Furthermore, the regulation on notification under Art. 11 DGA and the supervisory framework of the competent authority under Art. 14 DGA must also be critically scrutinised. Compared to the existing legal provisions in the area of data protection and IT security law, the provisions of the DGA are stricter and their usefulness is also questionable, as the sharing of data is more likely to fail due to technical problems than due to a lack of legal regulation.1238 On the other hand, it is certain that the DGA regula-tions will increase the compliance costs of companies wishing to offer a data intermediation service and limit the scope for new business models in the area of data sharing.1239 A possible alternative proposal, which would significantly reduce the regulatory density in the area of the notification and supervisory framework, would have been the introduction of a voluntary certification system instead of the pro-hibition with notification requirement1240.1241 As there is only an 'ex-post control' by the authorities despite the prohibition with reservation of notification1242 , it must also be questioned whether the lack of trust can be created in this way so that data intermediation services are used.1243

In principle, the purpose pursued by the prohibition of tying (Art. 12(b) DGA) in the form of preventing the anti-competitive effects of such transactions is to be assessed positively.1244 However, such tying transactions can also have favourable effects on competition.1245 The general prohibition under Art. 12(b) DGA, which does not provide for an exception, is therefore not to be welcomed without reserva-tion. Another criticism of the catalogue of obligations in Art. 12 DGA is that it sometimes leads to considerable legal uncertainty for data intermediaries.1246 With regard to the interoperability obliga-tion under Art. 12(i) DGA, there is currently a lack of standards for data intermediation services, which is why it is unclear what measures must be taken by data intermediaries. Only in the long term will common standards be developed by the European Data Innovation Board.1247 Furthermore, the DGA abstains on the question of what constitutes an appropriate measure within the meaning of Art. 12(j) DGA1248, with the result that the legal uncertainty for data intermediaries is further increased. Finally, a general criticism of the legal provisions for data intermediation services is that they represent a departure from the previous principles of antitrust law. Whereas previously there was an ex post behavioural test based on general and flexibly formulated standards, the DGA leads to the imposition of 'ex ante' behavioural obligations with regard to data intermediation services. The consequence is that it is not possible to take pro-competitive effects into account and data intermediation services are regu-lated regardless of their market power.1249 This makes it very difficult for providers of data intermedia-tion services to achieve a dominant market position. At the same time, there is a real risk that these strict requirements will inhibit innovation by data intermediaries in the long term.1250 Ultimately, this puts data intermediation services at a disadvantage compared to similar business models, such as 'data bro-kers' or closed data platforms, which are not covered by the definition of a data intermediation service, which is why evasive action is to be expected.1251 Overall, there is therefore a lack of incentives for companies to operate as data intermediation services on the data market.1252

4. Data altruism, Art. 16–25 DGA

The DGA introduces another institutional novelty in data law with data altruism. The regulations for this voluntary, unpaid form of data sharing can be found in the fourth chapter (Art. 16–25 DGA). Art. 16 DGA initially opens up the possibility for Member States to adopt national provisions to facilitate data altruism. Art. 17–19 DGA regulate the registration and listing of data altruism organisations, whose transparency, protection and procedural requirements are set out in Art. 20–22 and Art. 25 DGA. Pro-visions regarding law enforcement can be found in Art. 23, 24 DGA.

a) Concept, function and principle of data altruism

The term data altruism is defined by Art. 2 No. 16 DGA and makes it clear that data altruism can relate to both personal and non-personal data and also sets out further requirements that must be met in order to be subject to the provisions of the DGA with the criteria of voluntariness, gratuitousness and altruistic pursuit of objectives.1253

Data altruism is intended to ensure that more personal and non-personal data is shared in line with the data strategy. Altruism therefore lies in making the innovation potential inherent in data available free  of charge.1254 Specifically, data altruism means the voluntary "disclosure of data without commercial self-interest"1255 with the consent of the data subjects, provided the data is personal data, Art. 2 No. 16 DGA. The fact that data altruism is supposed to lack remuneration does not rule out compensating the sharer for the costs incurred as a result of the disclosure. Both data subjects and data holders can be compensated.1256

The regulations on data altruism – like the other provisions of the DGA – represent a structural measure: They are intended to reduce currently existing inhibitions regarding data sharing and create an environ-ment in which sharing is encouraged. In this respect, the DGA provides a framework for organisations to voluntarily establish themselves in order to process altruistically provided data. The legal framework is intended to be a breeding ground for data altruistic organisations, which are entered in a register after free foundation and are to manage the data received from "data donations".1257

In line with the concept of altruism, the regulations on data altruism are not primarily intended for com-panies operating on the data market. Instead, the regulations are primarily aimed at the general public, although this does not rule out the possibility that companies may still benefit from them.1258 In this respect, one could speak of a data donation, as has already been discussed in the literature.1259 However, terms such as "data provision"1260 or data disclosure are probably more appropriate than "data donation". The term "altruistic data disclosure"1261 is particularly precise because, despite the ongoing legal pro-cedural sovereignty of the data subject, it implies that an altruistic disclosure is accompanied by a loss of informational exclusivity, which can reduce the monetary value of the data in economic terms.

In the future, European legislators hope that the principle of data altruism will lead to the release of large amounts of data. So much so that the practicability of data analyses will be promoted within Europe, which should also benefit machine learning.1262 The altruistic disclosure of data should also benefit healthcare, the mobility sector and the fight against climate change. Last but not least, the member states are also likely to have a great interest in data disclosure: The aim is to improve public services, enrich statistics and make government decision-making more efficient.1263

b) National arrangements for data altruism, Art. 16 DGA

The principle of data altruism is literally opened up by the DGA in Art. 16. However, Art. 16 DGA is not so much a standard concretising the concept of data altruism as an opening clause.1264 Thus, Art. 16 p. 1, 2 DGA addresses the Member States, which can organise the concrete form of practical data altru-ism themselves. In this respect, Art. 16 DGA is less of a regulation and more of a directive.1265 Art. 16 sentence 2 DGA leaves the issue to the Member States as a question of political-strategic organisa-tion.1266 The Member States can make use of organisational or technical regulations (or both) and define national strategies. According to recital 45 DGA, this refers to measures that would facilitate data altru-ism. For example, data subjects or data holders could be provided with easy-to-use tools to give consent or authorisation for altruistic use of their data. Strategies under Art. 16 DGA would also include aware-ness-raising campaigns and improved exchange between national authorities.

c) Recognised data altruism organisations, Art. 17–19 DGA

Pursuant to Art. 17 et seq. DGA, legal entities that strive to promote the objectives set out in the defini-tion of data altruism (Art. 2 No. 16 DGA) may register as data altruism organisations recognised in the Union, provided that they do not operate for profit, are legally independent and also comply with extensive transparency and record-keeping obligations.1267 A data altruism organisation can also be a data intermediation service under the DGA; there is no exclusive relationship between the two organi-sations.1268

Art. 17(1) DGA initially prescribes registers at national level, which are to be established by the respec-tive competent authority. Data altruism organisations can become a recognised organisation by register-ing in such a register – however, registration is not mandatory for data altruistic activities.1269 In addition, the Commission maintains a Europe-wide register of all registered organisations for information pur-poses in accordance with Art. 17(2) DGA. As of October 2024, only one data altruism organisation operating in Spain had been registered.1270 In addition to the registers, Art. 17(2) DGA also provides for a common logo for data altruism organisations.1271 The logo to be designed and introduced by the Com-mission must be displayed on all publications of the organisations that are related to their altruistic function. The registration and the uniform logo of data altruism organisations recognised in the Union should, according to the hopes of the legislator, contribute to a de facto leap of faith. They also signal the legal difference between data altruism organisations and data intermediation services.1272 Data inter-mediation services are exempt from the provisions of the chapter on data intermediation services (Art. 15 DGA).

Art. 18 DGA describes how a data altruism organisation obtains the status of a recognised organisation, i.e. which qualitative requirements an organisation must meet in order to be registered: It lists five requirements for inclusion in the register, which are intended to ensure that only those organisations that clearly comply with the principle of Art. 2 No. 16 DGA are included. These include

Carrying out data altruistic activities (a);

own legal personality in accordance with national law (b);

Non-profit activities and legal independence from an organisation that pursues profit-making objectives (c);

functional separation of data altruism activities from other activities of the organisation (d);

Compliance with the requirements of the regulations to be issued by the Commission pursuant to Art. 22(1) DGA (e).

Only these organisations should be entitled to any benefits, such as the use of the joint logo. Art. 19 DGA sets out exactly how registration is formally carried out. According to this, registration takes place at the request of an organisation willing to register, Art. 19(1) DGA.1273 Organisations not established in the Union also require a legal representative, Art. 19(3) DGA.

The legal consequence of registering a data altruism organisation is its official recognition, which is intended to promote trust in legal transactions. In practice, this is expressed through the right or obliga-tion to use the joint logo in accordance with Art. 17(2) DGA.1274

d) Transparency, protection and procedural requirements of data altruistic organisations, Art. 20–22, 25 DGA

After the conditions and processes regarding the registration of recognised data altruistic organisations, Art. 20–22 and Art. 25 DGA deal with their ongoing obligations after their registration. In practical terms, Art. 21 DGA is of central importance here, as it deals with the requirements of actual data pro-cessing.

Data altruistic organisations must first fulfil the transparency requirements under Art. 20 DGA: This includes keeping a complete and accurate record of all persons who have been given the opportunity to process the data held by this recognised data altruistic organisation, their contact details, the time or duration of the processing or use of the data, the purposes of the processing and any fees paid by the persons processing the data, Art. 20(1) DGA.1275 In addition, an annual activity report must be published and sent to the competent authority, Art. 20(2) DGA. Further requirements are also mentioned in the recitals.1276 However, as they have not been included verbatim in the enacting terms of the DGA, some voices in the literature believe that they are not enforceable and legally binding.1277

Art. 21 DGA then addresses the protection and procedural requirements in the interests of data  subjects and data holders.1278 The regulations are aimed at "protecting the rights and interests of data subjects and data holders"1279 . Since the GDPR takes precedence with regard to personal data – which must be observed by every recognised data altruism organisation when processing data – the regulatory added value of Art. 21 DGA lies in particular in its provisions for non-personal data.1280 In principle, personal data processing under the DGA relates to data subjects in accordance with Art. 4 No. 1 GDPR. The processing of non-personal data under the DGA, on the other hand, relates to data holders within the meaning of Art. 2 No. 8 DGA.1281 According to Art. 21(1) DGA, data altruistic organisations must first inform both data subjects and data holders in a clear and comprehensible manner about the purposes of the processing (a) as well as about the location and purposes of general interest in the case of data processing in a third country (b). The principles of altruistic data processing set out in Art. 21(2)–(6) DGA are particularly important. Accordingly, the following principles, among others, must be observed:1282

According to (2), data may only be used together with a specific "purpose"1283 along the lines of the general interest. It is noteworthy that the DGA does not refer to purposes, as is usual in the GDPR regime. The background or advantage of this somewhat broader term is that altruistic organisations have more leeway when processing non-personal data. 1284

According to (2), altruistic data intermediariess may not use misleading marketing practices. Misleading is to be interpreted in the sense of the GDPR and the UWG or the relevant case law.1285

Organisations must make it as easy as possible for data subjects and data holders to give and withdraw consent and permission, (3).

Data altruistic organisations must also ensure an adequate level of security for the processing of non-personal data, (4). As the GDPR remains applicable, a corresponding obligation with regard to personal data already follows from Art. 32(1) GDPR.1286 For non-personal data, the DGA leaves a somewhat wider scope for interpretation of what constitutes an adequate level of protection than is provided for in the GDPR.

Pursuant to (5), data altruistic institutions also have reporting obligations towards data holders if an unauthorised transmission or processing of data occurs.1287 With regard to personal data, Art. 34 GDPR applies without prejudice.

In practice, it is advisable to combine the information obligations from Art. 21(1) DGA and Art. 13 GDPR in a data subject information notice when processing personal data.1288 When combining the two information obligations, however, care must be taken to ensure that the information does not become confusing and ineffective. This can happen if the information relates to personal and non-personal data.1289

The data altruistic organisations must also comply with the provisions of the 'rulebook' issued by the Commission pursuant to Art. 22(1) DGA; the 'rulebook' contains regulations on appropriate information requirements, suitable technical requirements and security requirements, so-called "communication roadmaps". They also contain recommendations on relevant interoperability standards.1290

In order to facilitate the consent of data subjects, which is generally required for data collection, the Commission may draw up a European data altruism consent form in accordance with Art. 25(1) DGA in order to ensure that consent and authorisation for altruistic data processing is obtained in a uniform format in all Member States.1291

e) Law enforcement: Competent authorities and monitoring practice, Art. 23, 24 DGA 187 5. Other regulations

Pursuant to Art. 23(1) DGA, the Member States are obliged to designate one or more competent author-ities for data altruistic organisations, whereby these may also be competent authorities for data interme-diation services pursuant to Art. 26(1) DGA.1292

In the event of violations of the requirements for data altruistic organisations, the competent authority may, pursuant to Art. 24(5) DGA, remove the relevant organisations from the register to be kept pursuant to Art. 17(1) DGA.1293

5. Other regulations

In addition to the three major areas of regulation already presented, the DGA also provides for the establishment of a so-called European Data Innovation Board and a comprehensive regulation in the event that the data provided is used in third countries.

a) The European Data Innovation Board, Art. 29 et seq. et DGA

The DGA provides for the Commission to set up a European Data Innovation Board (EDIB), which is organised in the form of an expert group.

aa) Organisation of the Data Innovation Board

Members of this body are appointed by the Commission, whereby the DGA does not stipulate a strict, fixed composition, but nevertheless names institutions that must be represented on the Expert Coun-cil.1294 When selecting the members, the focus is particularly on creating a balanced gender ratio and ensuring a geographical balance among the members, Art. 29 p. 2 DGA. In order to ensure that the group functions smoothly and efficiently, an absent or unavailable member is immediately replaced by their deputy.1295

The EDIB is divided into at least three subgroups, which are described in more detail in Art. 29(2) DGA and to which different areas of activity are assigned.

On the one hand, this includes the subgroup made up of the DGA authorities. On the other hand, a sub-group dealing with technical consultations is planned. The third and final group is for the involvement of stakeholders, including relevant representatives from industry, research, science and third parties.1296

The Data Innovation Board itself is supported by a secretariat provided by the Commission, Art. 29(4) DGA. In particular, the secretariat draws up minutes, which are then published in the expert group's register.1297

bb) Tasks and responsibilities of the Board

The individual tasks and responsibilities of the EDIB are listed in Art. 30 DGA.

The Council's tasks focus in particular on advising and supporting the Commission in the development of standardised practices and guidelines. For example, according to Art. 30(h) DGA, the Council is authorised to propose guidelines for common European data spaces or to support the creation of suffi-cient cybersecurity in the exchange and storage of data, Art. 30(e) DGA. In addition, Art. 30(f) and (g) DGA assigns the European Data Innovation Board the task of supporting the development and improve-ment of standards.1298 According to Art. 30(i) and (j) DGA, the Innovation Council should also facilitate cooperation between the Member States and the competent authorities by establishing methods for the efficient exchange of information.1299

Despite the many different tasks of the Council – the EDIB's remit covers a total of 13 individual tasks – its role is reduced to a purely advisory function; it does not exercise any supervisory powers, nor does it have any legally binding decision-making powers of its own.1300 As part of its working methods, the European Innovation Council must comply in particular with Art. 12 et seq. Expert Group Decision1301 and the rules of procedure adopted on the basis of this decision.1302

In view of the fact that the provisions of the DGA were kept rather general, the European Data Innova-tion Board will play a major role in the concrete interpretation and organisation of the regulations.1303

b) International access and transfer, Art. 31 DGA

Chapter 7 of the DGA creates protection rules if the data provided is to be used in third countries. Art. 31 DGA thus regulates the international transfer of non-personal data or international access to such data.1304 Art. 31 DGA addresses all actors mentioned in the DGA, i.e. public sector bodies, natural or legal persons who have been granted the right to re-use data in accordance with Chapter II, but also providers of data intermediation services and data altruistic organisations.1305 Objectively, Art. 31 DGA only covers non-personal data; the transmission of personal data is still governed by the GDPR.1306 As a result, the provisions of the DGA do not overlap here with those of the GDPR on the transmission of personal data to third countries.1307

aa) The principle according to Art. 31(1) DGA

Art. 31(1) DGA stipulates that the further processor located in a third country must guarantee the same level of protection for the data concerned as the level of protection guaranteed under EU law.1308

In principle, Article 31(1) of the DGA requires all addressees of the DGA to take appropriate technical, legal and organisational measures to prevent the transmission of or access to non-personal data stored in the Union to third countries where such transmission or access would be contrary to Union law or the law of the Member State concerned. Thus, Article 31(1) DGA does not per se prohibit any transmission of non-personal data to third countries.1309

However, before the request of an administrative authority of a third country for access to the data of a data holder is complied with, the data holder must be informed in accordance with Art. 31(5) DGA.1310

bb) Exceptions to the principle according to Art. 31(1) DGA

An exception to the obligation to prevent international transmissions and access by governmental organisations set out in (1) is found in the cases of Art. 31(2) and (3) DGA.

(1)  International agreement pursuant to Art. 31(2) DGA

In the case of Art. 31(2) DGA, compliance with the obligation does not apply because the request for access to data is based on an international agreement, whereby the term international agreement includes, on the one hand, decisions and judgements of a court and, on the other hand, decisions of an administrative authority in third countries.1311 The existence of a corresponding convention requiring the transmission of data stored in the Union does not exceptionally require that the international trans-mission or its access be prevented. Art. 31(2) DGA expressly mentions mutual legal assistance agree-ments, which can therefore be understood as a classic example of corresponding agreements within the meaning of Art. 31(2) DGA.1312 This refers, for example, to the Agreement between the European Union and the United States of America on extradition and the Council of Europe Convention on Cybercrime of 23 November 2011.1313

(2) Comparable rule of law standards pursuant to Art. 31(3) DGA

In the absence of such an agreement, the relevant regulations are set out in Art. 31(3) DGA. Accordingly, the obligation is only waived if the three criteria set out in (3)(a)–(c) DGA are cumulatively fulfilled, which then examine whether or not the rule of law criterion is met in the third country concerned.1314

Despite this possible exemption from the obligation under (1), the DGA stipulates that in cases of Art. 31(2) and (3) DGA, the data disclosure must be limited to the minimum – i.e. the smallest possible amount that fulfils the request – Art. 31(4).

6. Supervision, enforcement and sanctions

Art. 34 DGA obliges the Member States to impose sanctions for certain infringements of the provisions of the Regulation in order to ensure the enforcement of the DGA.1315 In doing so, the legislator has dispensed with sanctions prescribed by EU law and merely regulated the circumstances to which future sanctions are to be linked in order to enforce the law.1316 However, the national legislator must inform the Commission of the national sanctions packages.1317 Overall, this gives the Member States a wide margin of discretion in determining their own enforcement criteria.1318 The list in (1) is exhaustive; accordingly, enforcement provisions are only required for the enumerated offences.1319 In this respect, Art. 34(1) DGA provides that the respective sanctions must be suitably effective and proportionate as a deterrent. This so-called "minimum triad" can1320 also be found in other EU legal acts, such as Art. 83(1) GDPR.

As part of the sanctions, the member states can be guided by the recommendations of the European Data Innovation Board, Art. 34(1) DGA. Art. 34(2) DGA in turn lists the relevant criteria that must be taken into account when imposing the corresponding sanction. These include, for example, the type, severity, scope and duration of the infringement, previous infringements by the provider of data brokering ser-vices or the recognised data altruism organisation or other aggravating circumstances in the individual case. The DGA does not specify whether violations of the relevant provisions of the DGA require fault and to what extent intent and negligence are relevant; this area of regulation is also to be defined by the Member States.1321

Even if (2) only refers to violations of this regulation, this nevertheless only includes the conclusively regulated violations of the aforementioned articles from (1).1322

The addressees of the sanctions will therefore primarily be data intermediation services and data altru-istic organisations that have violated the provisions of the DGA.1323

Criticism of the sanctions provisions in Art. 34 DGA is particularly fuelled by the fact that the individual sanctions provisions in the member states could diverge and thus stand in the way of the DGA's actual objective of achieving harmonisation.1324 The legislator was aware of this and expressly recognises this problem in recital 55 of the DGA.1325 The European Innovation Council was selected as a mediating harmonisation body to counteract the problems arising from this.1326 Its recommendations are to be taken into account accordingly when determining the sanction provisions to be laid down in the individual Member States. This is intended to prevent excessive differences between the sanctions of the individual member states and, at the same time, to harmonise the sanction regulations.1327

The purpose of the provisions of Art. 34 DGA is to motivate players not yet active on the European market to enrich the data economy themselves. Against this background, it is convincing that the regu-lation largely dispenses with fixed sanctions and leaves a wide margin of manoeuvre to the Member States themselves – after all, new markets cannot be enforced by sanctions.1328

Finally, with regard to Art. 34 DGA, it should be noted that the infringements only relate to the provi-sions of the DGA; other sanction provisions of the member states, such as Art. 83(4) GDPR, remain unaffected by Art. 34 DGA.1329 Sanctioning provisions under competition law are also still applicable in addition to the DGA and remain unaffected, recital 60 DGA.1330

Unlike other European legal acts (e.g. Art. 82 GDPR), the DGA does not contain any provisions for private enforcement. In the event of breaches of the obligations of the DGA, it is not possible for individuals to claim damages or similar from the relevant bodies. Individuals therefore only have the option of taking action against any infringements in accordance with national law.1331

7. Summary and practical implications

Since the publication of the draft regulation, the DGA has faced a wide range of criticism. Insofar as the DGA is viewed in the light of the self-formulated claim of all-encompassing 'data governance', disillu-sionment initially sets in.1332 It is true that the DGA recognises the complexity of possible data use in the state, economy and society, which means that it cannot be assigned to any of the traditional areas of law. However, it does not represent the idea of a standardised and, above all, holistic approach to data management regulation, but rather only regulates individual aspects of the data economy in a fragmented manner.1333

In general, there is already a lack of reliable evidence to suggest that the low level of activity in the data economy is actually due to a trust deficit, which the DGA is attempting to remedy, and that one of the objectives of the regulation can therefore be achieved at all. Instead, it is more likely that the technical, legal and other obstacles to data trading are holding back the data economy.1334

In addition, the effectiveness of the provisions on data altruism (Art. 16–25 DGA) is criticised in the literature. Above all, it is criticised that the regulations on data altruism do not offer sufficient incentives and merely introduce new obligations, for example under Chapter 4 of the DGA, without creating spe-cific grounds for authorisation.1335 The Commission's power to issue further requirements for data altru-istic organisations in accordance with Art. 22 DGA threatens overregulation.1336 It is also criticised that the DGA in combination with the GDPR does not eliminate existing legal uncertainties, but rather fur-ther increases complexity.1337 Overall, this confirms the impression that the DGA is purely a "marketing measure"1338. Truly sustainable effects can only be achieved if the incentives for data altruism are strengthened and the associated obligations are restricted.1339 However, the introduction of a European model consent form in accordance with Art. 25 DGA, which is designed in compliance with data pro-tection regulations and potentially contributes to the simplification of data altruism, is emphasised pos-itively.1340

Another major criticism of the DGA itself is that the far-reaching regulations on data management have not been harmonised with existing data protection regulations. In practice, "incoherent and dysfunc-tional" results are therefore to be feared.1341 Legally compliant application of central provisions of the DGA can only take place with constant reassurance of additional data protection guaranteed under the GDPR, which can make practice complex and risky in some cases and not simpler or more innovative, as was actually the aim of the DGA.1342 This problem was already pointed out during the legislative process, but ultimately only led to minor changes to the original draft regulation.1343 It should also be criticised that although many of the provisions of the DGA are formulated in great detail, they remain unclear in the end and thus contribute to legal uncertainty. The consequence of this is that the actual addressees of the DGA are less concerned with the issue of data usability and do not fully utilise the opportunities offered by the DGA, particularly for fear of violating the existing EU data protection regime.1344 In addition, the DGA leads to the creation of new authorities, institutions and competences, which leads to demarcation problems with regard to responsibility and can result in overlapping subject areas and uncoordinated, inconsistent decision-making practices.1345 The DGA does not help to reduce bureaucracy, but rather imposes new bureaucratic obligations on companies.

As a result, it should be noted that, in view of the numerous obligations that the DGA imposes on the addressees, it seems doubtful whether the objective of creating a European data economy has really been advanced or whether, in case of doubt, the opposite has not even been achieved.1346 In its current form, the DGA is therefore not suitable for achieving all of the aforementioned objectives, which means that it falls considerably short of expectations. The DGA does not currently establish a market, let alone a data economy.

However, it is premature to completely write off the DGA and brand it as a failed regulatory project. As the EU Commission is obliged to evaluate the DGA two years after its entry into force in accordance with Art. 35 DGA1347, there is reason to hope for an improvement in the legal regulation. Especially as the legal framework that the DGA sets for a flourishing data economy can also be seen as an opportunity for all addressees to contribute to the further development of the internal market.1348


B. Specific part of Data law

I. Sector-specific data access regulations and the concept of European data spaces
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The European Union has rightly recognised that different categories of data differ considerably in their characteristics and therefore also have divergent potential uses and risks – a ‘one-size-fits-all approach’ to data regulation would therefore be inefficient.1349 For this reason, the European Commission sees common European data spaces as one of the four pillars of the European data strategy.1350 Data spaces are intended to provide a secure and trustworthy framework for the collection, storage, processing and sharing of data from various sectors and areas of public interest selected by the Commission.1351 In this way, large, sector-specific data pools are to be created in compliance with data protection and cyberse-curity standards, reducing legal and technical barriers to data exchange while taking sufficient account of the sector-specific needs and functioning of certain markets.1352

Counterintuitively, the term ‘data space’ does not always refer to a physical or digital space in which data from certain sectors is collected and made accessible under certain conditions.1353 The Commis-sion's data strategy, for example, expresses a holistic understanding of the term, according to which common European data spaces are understood as a genuine internal market for data in which data can be used regardless of the physical location of its storage in the Union in compliance with applicable law, which could be of decisive importance for the rapid development of AI technologies, among other things.1354 At the same time, the term is also used on the one hand abstractly for a concept of data sharing based on sector-specific regulations, and on the other hand concretely for certain applications in practice, such as the data space set up by Mobility Data Space GmbH1355.1356 What all concepts of data space have in common is that they describe a form of data sharing and joint utilisation within a defined framework. This can be a protected storage location, specific conditions for the shared use of data or specific use cases that are developed on the basis of such regulations.

For the legal sector, the legal framework of common data spaces are of primary interest. In their entirety, they form the specific part of data law. The legislator explicitly takes up this distinction between gen-eral, horizontal regulations and special, vertical regulations: Art. 1(3)(g) DGA states that the regulation applies to participants in common European data spaces. Art. 30 DGA assigns the European Data Inno-vation Board the task of submitting guidelines on common European data spaces (h) and supporting the Commission in the development of data spaces (f), (g). Conversely, the legislator expressly states in sector-specific regulations that these are based on the horizontal regulations of the Data Governance Act and the Data Act.1357

The definition of certain strategic sectors by the Commission was based on the fact that the use of data in selected areas can have systemic effects.1358 For this reason, data rooms are planned for the following sectors according to the data strategy:

Common European industrial data space to promote the competitiveness and performance of industry in the EU;

Common European data space for the European Green Deal to promote the use of data to combat climate change;

Common European mobility data space for the development of intelligent transport systems and the consolidation of transport and mobility databases;

Common European health data space to improve data-driven treatments and improve the healthcare system;

Common European financial data space to promote innovation, market transparency and sustainability in the financial sector;

Common European energy data space to support the decarbonisation of the energy system;

Common European agricultural data space to improve the sustainability, performance and competitiveness of the agricultural sector;

common European data spaces for public administration to promote transparency and quality of spending at national and EU level, to simplify law enforcement and to promote technology-enabled governance;

Common European skills data space to adapt the education system to the needs of the labour market.1359

Finally, a European cloud for open science is to be added, which will serve as the basis for a data space for science, research and innovation.1360 The data strategy published in 2020 already emphasised that the sector list is not exhaustive.1361 The list has so far been extended to a total of 14 key sectors and now also provides for common European data spaces for the areas of languages, media, tourism and European cultural heritage.1362 The data spaces are then to be gradually linked to form a single Euro-pean market for data as they are gradually developed.

Various programmes such as Horizon Europe1363 and Digital Europe1364 exist for the concrete imple-mentation of data spaces, which in turn provide for various EU-funded coordination and support measures such as the networking of stakeholders or the provision of technical infrastructure.1365 In addition, the establishment of shared data spaces is supported by the Data Spaces Support Centre  (DSSC)1366, which was founded in 2022.1367 Furthermore, the Commission has recognised that the coordination and support measures in certain sectors must be accompanied by legislative measures.1368 The Commission distinguishes between legislative measures that provide for data exchange as a central regulatory instrument and legislative measures that serve to ensure the security, availability and interop-erability of data in the private and public sectors.1369

The joint data spaces are each at different stages of implementation: while the agricultural data space is scheduled to be operational by the end of 2024, an infrastructure has been under development for the cultural heritage data room since September 2022.1370 A particular focus here is on 3D digitisation and the improvement of cultural data using artificial intelligence. The energy data space aims to be intro-duced by 2027 and is supported by standardisation and interoperability projects.1371 As part of the Hori-zon Europe funding programme, work is currently underway to provide data for the Green Deal; the first steps should be implemented by 2024.1372 In contrast, the European Mobility Data Space is due to be launched in 2024 and will provide real-time data on transport and mobility in the Union.1373 The common European data space for public administration comprises several sub-areas such as public pro-curement and e-government, each of which is to be introduced gradually.1374

In the financial sector, the Commission published a legislative package of measures for the digitalisation of the European financial sector in 20231375, which includes a proposal for a regulation on access to financial customer data1376. The situation is similar in the healthcare sector: due to the global outbreak of the Covid-19 pandemic in 2020, the European health data space was prioritised and a proposal for a regulation on the European health data space was presented.1377 Both proposals for regulations are pre-sented below.
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1. Introduction

The global coronavirus pandemic has revealed the shortcomings of European health coordination and highlighted the need for a more harmonised and efficient health strategy. As a result, the European Health Union1378 was created, the central element of which is the European Health Data Space (EHDS); the European Health Union, in turn, is part of the European Data Strategy.1379 The proposal for a Regu-lation on the European Health Data Space1380 (EHDS-D) aims to create a harmonised legal framework for the exchange of health data across the EU for the purposes of health research and development.1381 This objective requires standardised legal requirements to lay the groundwork for the production of digital health products and services in the internal market. The EHDS is one of the first sector-specific building blocks in the data strategy concept and thus builds on the horizontal legal acts, namely the Data Governance Act, the Data Act and the requirements of the NIS 2 Directive.1382 Data security legislation such as the NIS 2 Directive contains provisions that also apply to the healthcare sector.1383

a) Legislative procedure

The Commission's draft regulation on the health data space was published on 3 May 2022. The legisla-tive procedure continued until the end of 2023.1384 Following the Council's compromise proposal 7 December 20231385, the European Parliament and the European Council were able to agree on a joint com-promise text on 15 March 2024. On 24 April 2024, the Members of the European Parliament then also approved the results of the trilogue.1386 The final draft is to be submitted to Parliament for vote by the end of 2024. In accordance with Art. 72 EHDS-D, the regulation will enter into force 20 days after publication in the Official Journal of the European Union, i.e. probably in winter 2024.1387

At the same time, a set of regulations with a similar objective has already been drafted at national level in Germany with the Health Data Utilisation Act.1388 This overtook the EHDS in the legislative process and came into force on 31 March 2024.1389

b) Goals

According to Art. 1(1) EHDS-D, one objective of the EHDS is to establish a single European health data space, which sets out rules, common standards and procedures as well as infrastructures and a governance framework for the primary and secondary use of electronic health data.

Primary use refers to the use of electronic health data for the provision of healthcare services to assess, maintain or restore the health status of the natural person in accordance with Art. 2(2)(d) EHDS-D; it therefore refers to the processing of data in the direct interest of the data subject. This can be, for exam-ple, the prescription of medication.1390

According to the legal definition in Art. 2(2)(e) EHDS-D, secondary use refers to any processing of electronic health data for other purposes, which are listed in Chapter IV. This refers to data processing in the interest of third parties, e.g. for monitoring drug safety (so-called pharmacovigilance) or for developing generative AI models as training data (Art. 34(1)(g) EHDS-D).1391

According to the EHDS, the previously fragmented use of health data in the Member States is to be regulated uniformly across Europe in order to enable legal certainty for research on the one hand and to increase patient safety and promote the development of personalised medicine on the other.1392 The EHDS is also intended to promote the growth of the digital economy: By creating a single market for digital healthcare products and services, it aims to boost intra-European competition and level the playing field against data-rich foreign big tech companies, which otherwise have an unassailable com-petitive advantage thanks to their treasure trove of training data.1393

Another aim of the EHDS is to strengthen the resilience of healthcare systems across Europe to health crises by developing and harmonising strategies for better crisis preparedness and response across Europe.1394 The COVID-19 pandemic has also helped to recognise the need for the establishment of a Single Health Data Space.1395

c) Structure and systematics of the EHDS

The EHDS is divided into seven chapters, each of which regulates different aspects of the use of elec-tronic health data. Chapter I first defines the scope and the definitions. With regard to the legal terms used in other legal acts, such as data, personal data or health data, the regulation refers to the definitions from the Data Governance Act and the GDPR (Art. 2(2) EHDS-D).1396 In addition, Art. 2(2) EHDS-D defines which data and systems are covered by the regulation and which actors are affected.

Chapter II deals with the primary use of electronic health data as part of the MyHealth@EU initia-tive.1397 This concerns the use of this data for the direct benefit of patients, such as for medical treatment and cross-border healthcare within the EU.1398 This also includes the obligation of healthcare providers to register the processed health data in electronic health records (Art. 7 EHDS-D). The provisions in this chapter are also intended to strengthen the rights of data subjects by giving them simplified access to their health data, regardless of the Member State in which they are located and where they are treated. The declared aim of the EHDS was to give 100% of all EU citizens access to their digital health data by 2023.1399

Chapter III describes the self-certification process and the requirements for electronic health record sys-tems (EHR systems) in detail. Both the legal and technical requirements for ensuring the interoperability and data security of these systems are defined. Chapter IV then deals with the permitted uses of elec-tronic health data for secondary purposes and at the same time specifies which uses are not permitted. This serves to clearly delineate authorised and prohibited applications in the context of data law.

Chapter V is dedicated to additional measures that are necessary to ensure capacity building and the secure flow of data to third countries. This chapter also describes technical and organisational precau-tions that are essential for the protection of data and the smooth operation of the systems.

The establishment and tasks of the European Health Data Space Committee are explained in Chapter VI. Art. 64 et seq. EHDS-D. They regulate in particular the coordination and cooperation of the Com-mittee with national authorities in order to ensure uniform implementation of the regulations.1400

Finally, Chapter VII deals with the European Commission's power to adopt delegated acts in order to specify detailed issues of the European Health Data Space (EHDS). This delegated legislative compe-tence enables the Commission to react in a targeted manner to developments in implementation and to make necessary adjustments in order to prevent undesirable trends at an early stage.1401

2. Rights and obligations of the parties involved

The actors involved and their rights and obligations differ depending on the type of data utilisation. The rights and obligations of the persons involved are therefore presented below according to primary and secondary use.1402

a) Primary use of electronic health data

The primary use of electronic health data is legally defined in Art. 2(2)(d) EHDS-D and refers to the processing of electronic health data for the provision of healthcare services to assess, maintain or restore the state of health of the natural person to whom the data relates, including the prescription, dispensing and provision of medicinal products and medical devices, as well as for the relevant social security, administrative or reimbursement services. Primary use starts with the initial collection of health data, which in practice is likely to be carried out regularly by a doctor who, for example, takes MRI images of the patient as part of the diagnostic process.1403 Data can also be collected by the data subject them-selves, for example by measuring their heart rate using a wearable device.1404 Those individuals who collect the data for the first time are referred to as health data holders. Art. 2(2)(y) EHDS-D defines health data holder as a natural or legal person who is an organisation or entity in the health sector, in the social security sector, in the care sector or in the area of reimbursement services, or who carries out research activities in relation to these sectors, as well as Union institutions, bodies, offices and agencies which are subject to this Regulation, applicable Union law or national law implementing Union law. These can therefore be both public and private organisations in the health and care sector.1405 By contrast, a user of health data (Art. 2(2)(z) EHDS-D) is a natural or legal person or a Union institution, body, office or agency that has been lawfully granted access to electronic health data for secondary use in accordance with this Regulation on the basis of a data authorisation or a request for health data.

Access to and transmission of personal electronic health data for primary use is regulated in Art. 3 et seq. EHDS-D.

The trilogue draft now contains a detailed catalogue of rights of natural persons in Art. 8(a) – (h) EHDS-D, which are very similar in content to the rights of data subjects already known from the GDPR. For example, according to Art. 8a(2) EHDS-D, the data subject has the right to receive a copy of their electronic health data for their electronic patient file.

At this point, reference should also be made to the MyHealth@EU initiative. In accordance with Art. 12 EHDS-D, this is a digital infrastructure for cross-border access to electronic health data, which is intended to enable cross-border access to electronic health data. This is also to be achieved by connecting the national eHealth contact points to a central platform.1406

The initiative promotes two main purposes: Firstly, it should enable natural persons to redeem prescrip-tions in other EU countries in accordance with Art. 12(6) EHDS-D. In addition, according to Art. 13(1) EHDS-D, a digital patient file should be able to provide treating physicians with important information in their own language.1407 By making health data available across national borders, EU citizens should be able to receive treatment in hospitals, medical practices or other facilities throughout the EU without any differences in the quality of treatment.

While the digital registration of health data in the EDHS is mandatory, the Member States can use the opening clause in Art. 8h EHDS-D to provide a right of objection for primary use at national level. The opt-out options provided for in the German DigiG therefore remain in place.1408

b) Secondary use of electronic health data

According to Art. 2(2)(e) EHDS-D, the secondary use of electronic health data is the processing of electronic health data for the purposes of Chapter IV. The data used may include personal electronic health data initially collected for primary use as well as electronic health data collected for the purposes of Chapter IV of this Regulation.

The access procedure for enabling the secondary use of electronic health data is standardised in Art. 45 et seq. EHDS-D.1409 The applicant submits an application to the access point, which then reviews the application and, if the outcome of the review is positive, grants access to the data owner. Whether an applicant (Art. 2(2)(z), (a) EHDS-D) is granted the so-called health data authorisation (Art. 2(2)(aa) EHDS-D), in other words whether data access is granted, is decided by the access points for health  data in accordance with Art. 37(1)(a), Art. 46 EHDS-D.1410

As a rule, the health data must be released in anonymised form.1411 However, if this would defeat the purpose of use, the data can also be shared in pseudonymised form.1412 The pseudonymisation key is kept by the access point; re-identification by the data user is punishable by law (Art. 41a(2a) EHDS-D in conjunction with Art. 43a(5c) EHDS-D).

The secondary use of electronic health data is only permitted if one of the purposes listed enumeratively in Art. 34(1) EHDS-D is fulfilled. These include

activities for reasons of public interest in the field of public health and occupational health, e.g. protection against serious cross-border threats to health, monitoring public health or ensuring high standards of quality and safety of healthcare, medicinal products or medical devices (a);

assistance to public sector bodies or Union institutions, bodies, offices and agencies, including regulatory authorities, in the health or care sector in the fulfilment of their tasks as defined in their mandates (b);

compilation of official statistics on the health or care sector at national, multinational and Union level (c);

educational or teaching activities in the health or care sector (d);

scientific research in the health or care sector (e);

development and innovation activities for products or services that contribute to public health or social security or ensure high quality and safety standards for healthcare, pharmaceuticals or medical devices (f);

training, testing and evaluation of algorithms, including in medical devices, AI systems and digital health applications that contribute to public health or social security or ensure high qual-ity and safety standards for healthcare, medicinal products or medical devices (g);

provision of personalised healthcare where the health status of a natural person is assessed, maintained or restored on the basis of the health data of other natural persons (h).

If the secondary use fulfils one of the prohibited purposes set out in Art. 35 EHDS-D, access to the data will be denied.

The Commission's draft envisaged secondary use without consent, i.e. no involvement of the data sub-jects. Some saw this as an unjustified restriction of data subjects' rights and informational self-determi-nation.1413 The compromise text between the Council and Parliament then included the option for natural persons to object to the secondary use of their electronic health data (opt-out).

According to Art. 35f(1) EHDS-D, natural persons now have the right to withdraw their consent to the secondary use of their data at any time and without giving reasons.

According to Art. 35f (2) EHDS-D, the Member States are obliged to establish an accessible and easily understandable objection procedure for natural persons. However, under strict conditions, Art. 35f(3) EHDS-D allows for an exception to the opt-out mechanism to be established at Member State level, thus allowing for a return to the consent-free secondary use from the Commission draft, provided that the use of the data is in the particular public interest (Art. 34 (1)(a) – (c) EHDS-D).

3. Supervision , enforcement and sanctions

Pursuant to Art. 69 EHDS-D, the Member States are obligated to implement legal provisions for the enforcement of penalties for violations of the EHDS. Art. 69(a) – (f) EHDS-D contains the criteria to be taken into account by the Member States during the assessment of infringements. These criteria include the duration and effects of the infringement, as well as the obtaining of a financial advantage through non-compliance with the provisions. This option was already included in the Commission draft.

What is new, however, is a separate legal basis for the imposition of fines in Art. 43a EHDS-D. In terms of content and structure, this in turn is very similar to the sanction mechanism known from antitrust law and the GDPR, which provides for a fine of 10,000,000 euros or 2% or 20,000,000 euros or 4% of the previous year's global revenue, depending on the severity of the offence.

The trilogue version now also contains a horizontal complaints mechanism for the first time in Art. 68a EHDS-D, with which data subjects can initiate an investigation by the supervisory authority in the event of a violation of their rights under the EHDS.

In addition, Art. 43 EHDS-D also enables supervisory authorities to impose fines, revoke granted data access or entirely exclude actors from secondary use for a duration of up to 5 years in the instances of persistent violations.

Finally, Art. 69a EHDS-D provides natural persons with a right to compensation for material or non-material damage caused by violations of the provisions of the EHDS. However, it is unclear to what extent this competes with the identical basis for claims under Art. 82 GDPR.

4. Summary and practical implications

Firstly, it should be noted that the 2024 draft of the EHDS changes the date of individual provisions. In some cases, the date was shortened by one year, for example with regard to the date of Art. 70(1) et seq. EHDS-D.1414

The failure to determine the scope of the possibilities of commercial health research should also be viewed critically.1415 Furthermore, the interactions with other legal acts of data law and competition law in particular remain unclear.

The relationship with data protection law is equally difficult.1416 According to recital 25 EHDS-D, the provisions of the EHDS should follow and comply with data protection regulations. However, the sec-ondary use of electronic patient records is difficult to reconcile with the purpose limitation principle.1417 Although the opening clause in Art. 89 GDPR allows the purpose limitation principle in Art. 5 GDPR to be relaxed, the scope of the EHDS is likely to be broader than that of the research clause under the GDPR.1418 In addition, there are difficulties with regard to the requirement of accuracy or the right to rectification in the case of the mass collection of health data, especially if this data originates from fitness trackers or smartwatches, for example. Especially when this data is also processed by AI-based algo-rithms, it is almost impossible to create the necessary transparency for the data subject. Finally, it seems questionable how the requirements of the EHDS can be met and how sufficient anonymisation can be ensured over time. Although the access points should ensure that health data is sufficiently anonymised when it is made available for secondary use in accordance with Art. 44(1) EHDS-D, this is not always possible, especially in the case of rare diseases or genetic data, due to its individuality and immutabil-ity.1419

Questions of antitrust law also remain unresolved: recital 75 EHDS-D emphasises that the application of competition law, in particular Art. 101, Art. 102 TFEU, remains unaffected and that the planned measures must not restrict competition. In this light, however, the question arises as to whether the withholding of health data, which is permitted under Art. 43(5) EHDS-D, could not also constitute an abuse of a dominant market position under Art. 102 TFEU. This in turn raises questions about the rela-tionship between cartel authorities and access points. It also appears questionable whether the data obtained by the data holders does not allow conclusions to be drawn about production costs and profit margins, which could lead to collusive behaviour in accordance with Art. 101(1)(a) TFEU and thus also facilitate an infringement of competition law.

The protection of electronic health data containing intellectual property and trade secrets of private com-panies is guaranteed by Art. 33a EHDS-D. In principle, this data should also be made available for secondary use. However, all necessary measures must be taken to protect the confidentiality of intellec-tual property rights and trade secrets. However, the European legislator leaves open what exactly is meant by "all necessary measures", which in turn can lead to application problems in practice.1420 Under the Commission's draft, the protection of intellectual property was still solely in the hands of the access point.1421 In the trilogue text, a right to refuse access has now been established for exceptional cases where there is a significant risk that cannot be satisfactorily mitigated by contractual obligations or technical measures, for example.1422
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1. Introduction

The fourth pillar of the European Union's data strategy consists of the concept of "common European data spaces in strategic sectors and areas of public interest"1423. In particular, this involves the creation of sector-specific regulations to supplement the horizontal legal acts adopted as part of the data strategy. The European financial sector discussed here was considered on 28 August 2023 with the draft regula-tion on the access to financial data (‘Financial Data Access Regulation’1424, hereinafter: FiDAR-D).

In almost every industry, customer data gives companies a significant competitive advantage over rival market players, so many companies are unlikely to have a genuine self-interest in sharing data with their competitors; this market situation can also be found in the financial sector.1425 However, this situation represents an obstacle to the utilisation of data for the benefit of the (European) community.1426 There-fore, the aim of FiDAR is to break down the data silos held by companies in the financial sector and make this data accessible in the interests of customers and third parties.1427

According to the Commission's vision, FiDAR is intended to further develop the ‘open banking’ concept introduced under PSD21428 into the so-called ‘open finance’.1429 Open Banking refers to the access to payment account data to be granted by financial institutions for payment initiation services and account information services in accordance with PSD2.1430 In contrast, Open Finance goes further, as FiDAR is now intended to make other financial data usable for customers in addition to account data.1431 Usa-bility in this sense means, in particular, the possibility for customers to pass on their financial data to ‘third-party providers’ (TPPs).1432 This should enable innovative and customised financial products and services to be offered to customers, which in turn will increase competition between companies in the financial sector.1433

2. Scope, Art. 2 FiDAR-D

From a factual perpective, the scope of the FiDAR-D encompasses specific categories of customer data, Art. 2(1) FiDAR-D. According to the definition in Art. 3 No. 3 FiDAR-D, customer data is defined as all data that is typically collected, stored and processed by financial institutions in the course of their standard business operations with customers, regardless of whether it constitutes personal data or non-personal data such as financial product characteristics. According to the FiDAR-D, the categories of user data covered pursuant to Art. 2(1) FiDAR-D are as follows:

Mortgage credit agreements, loans and accounts (a), with the exception of payment accounts, which are covered by PSD2 ,1434

Savings, investments in financial instruments, insurance investment products, crypto assets, real estate and other related financial assets and the economic benefits of these assets; including data collected for the assessment of suitability and appropriateness in accordance with Art. 25 Mi-FID-II1435 (b),

Pension entitlements from company pension schemes in accordance with the IORP II Directive1436 and the Solvency II Directive1437 (c),

Pension entitlements from pan-European private pension products in accordance with the PEPP Regulation1438 (d),

Non-life insurance products in accordance with the Solvency II Directive, with the exception of health insurance products; including data collected to determine the wishes and needs of the customer in accordance with Art. 20 IDD1439 , as well as data collected to assess suitability and appropriateness in accordance with Art. 30 IDD (e),

Data collected to assess the creditworthiness of a company in the context of a credit application procedure or an application for a credit assessment (f) and

non-sensitive data categories used by data holders to fulfil the know-your-customer compliance requirements1440 of business customers (fa)

The personal scope includes the groups of persons specified in Art. 2(2) FiDAR-D.1441 These include credit institutions, payment institutions, e-money institutions, providers of crypto services and financial information service providers.1442 These persons assume the role of either data holder or data user in a triangular relationship, Art. 3 No. 5 and 6 FiDAR-D.1443 In contrast, the customer is defined in Art. 3 No. 2 FiDAR-D.1444

According to Art. 3 No. 5 FiDAR-D, data holders are financial institutions that collect and store one or more of the data categories listed in Art. 2(1) FiDAR-D. This definition covers almost all financial services.1445

According to Art. 3 No. 6 FiDAR-D, data users are those entities listed in Art. 2(2) FiDAR that have lawful access to the customer data listed in Art. 2(1) FiDAR with the customer's authorisation. It is evident that this also covers practically all financial service providers, as a non-data-based business model is only likely to occur in isolated cases.1446

It is stated in Art. 3 No. 2 FiDAR-D that the term 'customer' is to be understood as a natural person re-siding within the Union, or a legal person established within the Union who is a consumer or a micro, small or medium-sized enterprise (SME) that is a party to an agreement on the use of financial prod-ucts and services or has requested such an agreement.

3. Data access claims, Art. 4–7 FiDAR-D

In Articles 4–7, FiDAR-D regulates the customer's statutory right to access their own financial data as well as the data access of other service providers to the customer's financial data at the customer's request. The fulfilment of the data access right by the data holder requires an electronic request either by the customer himself or on his behalf, Art. 4, 5(1) FiDAR-D.1447

a) Access by the customer, Art. 4 FiDAR-D

First and foremost, the data holder's obligation under Art. 4 FiDAR-D must be mentioned, according to which access to the collected financial data must be granted at the customer's request.1448 In doing so, the data holder must ensure certain formal requirements: The data must be made available via an appli-cation programming interface (API) accessible to the customer in an easily readable format. The presen-tation of the data should reflect the state in which the data is available to the data owner at the time the customer requests access. In addition, data retrieval must be possible without undue delay, free of charge, continuously and in real time.

b) Access by a data user, Art. 5 (1) FiDAR-D

FiDAR is intended to give data users with the express permission of the customer the opportunity to offer the customer personalised financial services.1449 The use cases listed by the Commission include financial management tools, more efficient investment advice and credit checks when financing SMEs.1450 In order to enable such and other services from third-party providers, Art. 5(1) FiDAR-D stipulates that the data holder must grant a data user acting on behalf of the customer access to the customer's financial data. This requires an explicit request from the customer and the customer's explicit consent to the use of their data, which is carried out by the customer via a special online or mobile customer interface. The data transmission to the data user must then take place without undue delay, continuously and in real time.

In order to alleviate the financial and technical costs associated with maintaining the data access infra-structure the data holder is granted the option to do so under Art. 5(2) FiDAR-D to impose a charge on the data user for data access in accordance with the boundary conditions outlined in Art. 9, 10 or 11 FiDAR-D.1451

According to Art. 6(1) FiDAR-D, only those data users who are financial institutions within the meaning of Art. 3 No. 8 FiDAR-D or who are authorised as financial information service providers pursuant to Art. 14 FiDAR are able to obtain data access within the meaning of Art. 5 FiDAR-D.1452

c) Authorisation dashboard, Art. 8 (1) FiDAR-D

Data holders are obliged to provide the customer with so-called authorisation dashboards, Art. 8(1) FiDAR-D. These should be user interfaces that enable the customer to manage all of their authorisations granted to data users.1453 According to Art. 8(2)(a) FiDAR-D, the dashboard must contain the following information regarding each current authorisation in an easily understandable manner and to the extent available to the data owner:

The name of the data user to whom access was granted (i);

the customer account, financial product or financial service to which access has been granted (ii);

the purpose of the authorisation (iii);

the categories of data to which access has been granted (iv);

the period of validity of the licence (v);

the dates on which the data was accessed (vi).

The input screen must therefore offer the option of limiting or withdrawing consent and restricting it to certain purposes of use.1454

4. Data sharing systems, Art. 9–11 FiDAR-D

Art. 9–11 FiDAR-D provide for a common system for access to financial data. Data users and data holders should belong to these systems in order to standardise contractual and technical interaction in the internal market and thereby increase the efficiency of data access.1455

However, according to Art. 10(1)(a) FiDAR-D, only data users and data holders who control a signifi-cant part of the market, as well as consumer associations and customer organisations, are obliged to belong to a system. There is no guidance yet on how to determine when control of a significant part of the market is given.1456

A data sharing system consists of collective contractual agreements between data holders and data users.1457 The proposal does not rule out the possibility of a system being realised in the form of a company or association.1458 FiDAR will provide for deadlines by the end of which data holders and data users must be participants in at least one financial data access system, Art. 9(1)(2) FiDAR-D. The competent national supervisory authority must also be informed of the systems to which a data holder belongs, Art. 10(3) FiDAR-D.

A financial data access scheme must regulate at least the points specified in Art. 10 No. 1 FiDAR-D. This includes, in particular, provisions on the requirements for membership (b) and (c), on the common standards and norms for interfaces and data (g), on the remuneration model pursuant to Art. 5(2) FiDAR-D (h), on the contractual liability of members (i) and on a dispute resolution procedure (j) as well as a mechanism for compensating customers in the event of data loss, damage or fraud (ia).

If no or inadequate financial data access systems have been developed by the deadline, the European legislator reserves the right to supplement FiDAR with corresponding provisions in Art. 11 FiDAR-D. Primarily, however, the development of the systems is envisaged to be carried out by its members, if necessary with the support and involvement of the authorities, Art. 11(1) FiDAR-D.

5. Summary and practical implications

The implementation of the FiDAR regulations will not be possible without a certain investment on the part of the data holders.1459 It remains to be seen whether the benefits for customers, data users and ultimately the entire market can justify these costs. The amendments made in the first reading in the European Parliament on 30 April 2024 already show that the legislator is addressing the criticism of the draft and further specifying the provisions.1460 It is also positive that the draft also takes into account special circumstances, such as the possibility of setting up a common interface for SMEs.1461 With Art. 9(1a) FiDAR-D, the legislator also takes account of requests for a staggered implementation of the financial access systems.1462

In this respect, the willingness of the regulators to take into account the position of the various key players is cause for optimism. FiDAR is therefore already emerging as an important step on the promised path from open banking to open finance.1463
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Data-based business models have become a key driver of the global economy in recent years.1464 Such business models are characterised by the fact that they focus on the systematic use of data to create added value and new business opportunities.1465 In short, this is the value-generating use of data.1466 Large amounts of data are collected, analysed and used to optimise decisions, develop innovative prod-ucts or make business processes more efficient. A prominent example of innovative data-based products are so-called Large Language Models (LLM), which are used in chatbots such as 'ChatGPT'1467 or 'Gemini'1468 and are trained with text data of over 570 gigabytes, although the total amount of unstruc-tured data can be significantly larger.1469 Data for networked products such as smartphones, vehicles or industrial machines that are connected to the Internet and continuously collect and analyse data in order to make their functionality and interactivity more efficient is no less important.1470 In the area of online platforms, data is collected, analysed and monetised in a targeted manner by using it to person-alise content and target advertising.1471 At the same time, platforms use the aggregated data to optimise their algorithms and recommendations, which increases user loyalty and at the same time enables higher advertising revenue.1472 Last but not least, data-based business models have also become established in e-commerce - companies use the extensive customer, transaction and behavioural data available to develop personalised recommendations, targeted advertising and dynamic pricing strategies.1473

In addition to the enormous value creation potential of data-based business models, this can also pose considerable risks for users of AI applications, connected products and online platforms: Online plat-forms and marketplaces can also use their data collections, among other things, to create personalised offers and recommendations that influence the consumer behaviour of their users and encourage them to make purchasing decisions through algorithmically controlled stimuli, so-called dark patterns.1474 Apart from the obvious conflict with the fundamental right to informational self-determination, such practices are also in conflict with users' private autonomy.1475 In addition, so-called deepfakes, which are deceptively real media content of a person or event created with the help of artificial intelligence and pose a risk to the personal rights of the persons concerned by being used for disinformation, damage to reputation or other abusive purposes without the consent of the person concerned, are increasingly circulating on the internet and on social media in particular.1476 Finally, the mass use of data-driven AI-based applications, which often involve non-transparent and difficult-to-understand decision-making processes, raises questions about accountability and control over algorithmic decisions.1477

The risks outlined here only vaguely illustrate that data-driven business models are not only character-ised by their potential for growth and innovation, but also pose a real threat to the fundamental rights of the people who come into contact with them. The European Commission has recognised the resulting need for risk-adequate regulation in order to promote innovation and growth on the one hand and to minimise the potential for abuse and systemic risks on the other.1478 The aim of this chapter is therefore to shed light on the regulatory framework for data-based business models in the digital economy and to highlight the associated legal difficulties and challenges.
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Advancing digitalisation and the growing use of data-based business models pose new regulatory chal-lenges for the European economy. In this context, product-related regulation plays a central role in ensuring cybersecurity and the resilience of digital infrastructures. Product-related regulation is charac-terised by the fact that legal standards are always linked to the characteristics and properties of the product that the legislator considers to be in need of regulation.1479 Typical regulatory instruments here are regularly security standards or certification obligations for the respective product.1480

In contrast, function-based regulation1481 addresses the use or operation of a specific technology or service, regardless of its physical state or specific product characteristics. The legislator specifies requirements for the way in which a particular service may be provided, for example by requiring provid-ers of such services to fulfil certain duties of care when providing the service.1482

With the increasing integration of IT systems and data-intensive applications, the threat of cyberattacks, security breaches and operational disruptions has increased significantly. This development has prompted the European legislator to introduce a comprehensive legislative package of measures to strengthen cyber security and operational resilience.1483 According to the view expressed here, the term cyber security refers to protective measures aimed at making unauthorised access to information tech-nology systems as difficult as possible for attackers, regardless of the type of systems or the motives of the attackers.1484 The legislative package of measures, which can be summarised as European cyberse-curity law, includes the NIS 2 Directive1485 , the Cybersecurity Act1486 (CSA), the Cyber Resilience  Act1487 (CRA) and the Digital Operational Resilience Act1488 (DORA).1489 These legal acts aim to define technical requirements for products and services in the digital space as well as to strengthen the security of the digital infrastructure as a whole.1490 While the NIS 2 Directive expands and specifies the cybersecurity requirements for essential and important facilities in the European Union, the CRA explicitly addresses product security in the context of products with digital elements and sets requirements for the security of networked products throughout their entire life cycle.1491 To further this, the Cyber-security Act establishes an EU-wide harmonised certification system for products, processes and ser-vices in the area of cybersecurity.1492 Finally, with DORA, the EU legislator has created specific regu-lations for the strategically important financial sector in order to strengthen its resilience to IT-based risks while paying respect to its unique challenges.1493

The product-related regulatory approach also comes into play in the context of European Artificial  Intelligence Act (AIA).1494 The regulation on artificial intelligence1495 is characterised by the guiding principle that the requirements and obligations regarding certain AI systems relate primarily to the development of safe systems and not to their use.1496 The prerequisite is therefore always the existence of a previously defined AI system.1497 Its character as a ‘product safety law’ is particularly evident in the provisions on high-risk AI systems: For such systems, the AIA provides, for example, for the establish-ment of a special risk management system (Art. 9 AIA), requirements for the handling of training, val-idation and test data (Art. 10 AIA), documentation of the systems (Art. 11 AIA) and automatic logging of events during the entire life cycle of the AI systems (Art. 12 AIA). However, the EU legislator some-times meanders between its regulatory concepts, as some provisions of the AIA make clear. In particular, the provisions prohibiting certain practices in the field of AI (Art. 5 AIA) and the provider obligations of Art. 55(1) AIA primarily address the risks of using certain AI systems.1498

At its core, however, the AIA is based on the product-related regulatory concept that finds its origins in the New Legislative Framework1499. This Framework, in turn, is founded on the European harmonisa-tion concept of the New Approach that emerged during the 1980s.1500 This regulatory approach, which stands in contrast to the function-based regulation of platforms, online marketplaces and gatekeepers, is also the guiding principle of European product safety law.1501


I. European cyber security law

1. Network and Information Security Directive (NIS) - Directive (EU) 2022/2555
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a) Introduction

The Directive on measures for a high common level of cybersecurity across the Union (NIS 2)1502 was published in the Official Journal of the EU on 27 December 2022 and entered into force on 16 January 2023. The NIS 2 Directive is the direct successor to the NIS Directive, which aimed to build cybersecu-rity capabilities across the EU.1503 The aim was to mitigate existing threats to network and information systems that provide essential services. The measures were intended to enable an adequate response to security incidents and to ensure the continuity of essential information and communication services.1504

Although considerable progress has been made in the area of cyber resilience within the European Union since the NIS Directive came into force, the previous directive also had significant shortcomings that impaired its effectiveness in terms of current and future cyber resilience challenges.1505 As it is a directive in legal terms that requires implementation in the member states by means of national transpo-sition laws, implementation in the member states has varied greatly, which runs counter to the goal of strengthening cyber resilience across the EU.1506

The NIS 2 Directive lays down measures to ensure a high common level of cybersecurity throughout the Union in order to ensure and improve the functioning of the internal market, Art. 1(1) Directive (EU) 2022/2555.1507

The directive is to be implemented by 18 October 2024, and must consequently, it must be incorporated into national law by the member states by this date.

b) Scope, Art. 2 Directive (EU) 2022/2555

The NIS 2 Directive applies to all public and private organisations of the type listed in Annex I and II that are considered medium-sized enterprises in accordance with Art. 2 Annex to Recommendation 2003/361/EC or that exceed the thresholds for medium-sized enterprises and provide their services in the Union or carry out their activities there, Art. 2(1) Directive (EU) 2022/2555.

aa) Establishment, Art. 6 No. 38 Directive (EU) 2022/2555

According to Art. 6 No. 38 Directive (EU) 2022/2555, an organisation is a natural or legal person that can exercise rights and be subject to obligations in its own name. A medium-sized company is defined as having between 50 and 250 employees, a turnover of EUR 10–50 million and an annual balance sheet total of no more than EUR 43 million. Companies that exceed these thresholds are also covered by the NIS 2 Directive.1508

Annexes I and II of the NIS 2 Directive contain a detailed list of the facilities covered, differentiated by sector, sub-sector and type of facility. The sectors of high criticality listed in Annex I include energy (No. 1), transport (No. 2), banking (No. 3), financial market supervision (No. 4), healthcare (No. 5), drinking water (No. 6), waste water (No. 7), digital infrastructure (No. 8), ICT service management (No. 9), public administration (No. 10) and space (No. 11); Annex II, on the other hand, lists other critical  sectors, which include postal and courier services (No. 1), waste management (No. 2), production, man-ufacture and trade of chemicals (No. 3), production, processing and distribution of food (No. 4), manu-facturing/production of goods (No. 5) and digital service providers (No. 6). Within the energy sector and the hydrogen sub-sector, for example, operators in the field of hydrogen production, storage and transmission are included.

bb) Facilities covered regardless of their size, Art. 2(2) Directive (EU) 2022/2555

Article 2(2) of the NIS 2 Directive also mentions a number of other companies that fall within the scope of the Directive, regardless of their size. Particularly vulnerable or important organisations with a high interest in the continuity of the services they provide are included here.1509 The provisions therefore apply, among others, to providers of public electronic communications networks or publicly available electronic communications services (Art. 2(2)(a)(i) Directive (EU) 2022/2555) and also to organisations in which a disruption of the service they provide could have a significant impact on public order, public security or public health (Art. 2(2)(c) Directive (EU) 2022/2555).

Regulated are also, regardless of the size of the facility, critical facilities under the CER Directive1510 that provide domain registration services, Art. 2(3), (4) Directive (EU) 2022/2555.

cc) Essential and important facilities, Art. 3 (1), (2) Directive (EU) 2022/2555

A distinction is made between two categories of facilities that fall under the scope of the NIS 2 Directive: Essential and important institutions, Art. 3 (1), (2) Directive (EU) 2022/2555. The distinction is made on the basis of their criticality in relation to their sector or the type of services they provide and their size.1511

c) Obligations of covered entities, Art. 20 et seq. Directive (EU) 2022/2555

The main obligations for the organisations covered by the NIS 2 Directive are set out in Chapter IV of the Directive, in Art. 20 et seq. Directive (EU) 2022/2555.

aa) Risk management measures in the area of cybersecurity, Art. 21 Directive  (EU) 2022/2555

According to Article 21(1) Directive (EU) 2022/2555; organisations must therefore take appropriate and proportionate measures to manage the risks to the security of the network and information systems they use for the operation or provision of their services and to prevent or minimise the impact of security incidents on the recipients of their services and on other services. It follows from the wording, “[...] based on a security-neutral approach aimed at [...]”, of Article 21(2) Directive (EU) 2022/2555 that the Directive requires neither absolute security nor the highest possible level of security. Rather, the facili-ties must guarantee a level of safety depending on the existing risk.1512

The German legislator has already implemented a corresponding regulation in Section 30(1) BSIG and – over and above the requirements of the directive – has provided for a documentation obligation, according to which the organisations are obliged to adequately document the implementation of and com-pliance with the measures.1513

Most of the minimum measures listed in Art. 21(2) Directive (EU) 2022/2555 and Section 30(2) BSIG are likely to have already been implemented by the affected companies, as they are part of the standard repertoire of internal cyber resilience. These include maintaining operations through backup manage-ment ((c) No. 3), multi-factor authentication ((j) No. 10) or the use of encryption methods ((h) No. 8).

In accordance with Art. 21(2)(d) Directive (EU) 2022/25551514, Section 30(2) No. 4 BSIG, organisations must now also take measures to ensure cyber resilience at their suppliers and service providers, as this is the only way to consistently achieve comprehensive cyber resilience. This means that individual organisation must no longer only take care of its own security concerns, but must also include the potential threats from connections with other organisations in its security concept.1515 This is because while an organisation may have cyber security measures in place, these are useless if they are reliant on third-party services or products that are not required to take any security measures.1516 The extension of the obligations to the supply chain could mean that companies that are not actually covered by the NIS 2 Directive are also indirectly regulated.1517

bb) Reporting obligations, Art. 23 Directive (EU) 2022/2555

According to Art. 23(1) Directive (EU) 2022/2555, Member States shall ensure that essential and important organisations notify their CSIRT (Computer Security Incident Response Team, which must be set up by the Member States according to Art. 10(1) Directive (EU) 2022/2555) or, where applicable, their competent authorities without undue delay of any security incident that has a significant impact on the provision of their services.1518

According to Art. 6 No. 6 Directive (EU) 2022/2555, a security incident is any event that affects the availability, authenticity, integrity or confidentiality of stored, transmitted or processed data or the ser-vices offered or accessible via network and information systems. According to Art. 23(3) Directive (EU) 2022/2555, such a security incident is significant if it has caused or may cause serious disruption to the operation of the services or financial losses for the affected organisation (a). In addition, a significant security incident may also exist if other natural or legal persons are or may be affected by significant material or immaterial damage (b).1519

The reporting obligation incumbent on the affected organisation can be divided into a three-stage reporting mechanism consisting of an early warning, an interim report and a final report.1520 According to Article 23(4)(a) of the NIS 2 Directive, organisations affected by a significant security incident are ini-tially obliged to submit an early warning to the CSIRT or the competent authority immediately, and in any case within 24 hours of becoming aware of the incident, stating whether the significant security incident is suspected to be the result of unlawful or malicious acts or whether it could have cross-border implications.1521 In accordance with Art. 24(4)(b) Directive (EU) 2022/2555, a further notification must also be submitted without delay, but in any case within 72 hours (trust service providers only have 24 hours here, Art. 23(4) Directive (EU) 2022/2555), which contains an update of the information trans-mitted in accordance with Art. 24(4)(a) Directive (EU) 2022/2555 and an initial assessment of the sig-nificant security incident. Following this, affected organisations must submit an interim report on any relevant status updates at the request of a CSIRT or a competent authority, Art. 24(4)(c) Directive (EU) 2022/2555. Finally, the organisation must submit a comprehensive final report no later than one month after the notification of the security incident in accordance with Art. 24(4)(b), (d) Directive (EU) 2022/2555.1522 However, if the security incident is still ongoing at this time, the organisation must sub-mit a progress report at this time and a final report within one month of dealing with the security incident, Art. 24(4)(e) Directive (EU) 2022/2555.

The German national implementation of the reporting obligations of the NIS 2 Directive is primarily set out in Section 32 of the BSIG.

The reports are primarily to be directed to the CSIRTs or the competent authority. However, if the pro-vision of the respective service is affected by the significant security incident, the recipients of the ser-vices may also have to be notified, Art. 24(1) Directive (EU) 2022/2555. Such a reporting obligation (regarding all measures, remedial measures or, if applicable, the threat itself) may also apply to the recipients of the services if they could potentially be affected by a significant cyber threat.1523 Finally, in cases where it is necessary to raise public awareness in order to prevent a significant security incident, to manage a significant security incident that is already underway or where there is another public interest affected, the CSIRT or the competent authority may request the organisation concerned to inform the public, Art. 24(7) Directive (EU) 2022/2555. The public can also be informed by the CSIRT or the competent authority itself.

According to Art. 30(1) Directive (EU) 2022/2555 in addition to the mandatory reporting obligations, the Member States must also ensure that organisations that do not fall within the scope of the NIS 2 Directive, but fit the definition of essential and important organisations, are able to voluntarily report cyber threats, incidents that do not qualify as significant incidents according to Art. 23(3) Directive (EU) 2022/2555 or near-incidents. Organisations not subject to the NIS 2 Directive can also voluntarily report significant security incidents.1524

cc) Utilisation of the European schemes for cybersecurity certification, Art. 24 Directive (EU) 2022/2555

According to Art. 24(1) Directive (EU) 2022/2555, Member States may require essential and important organisations to use specific ICT products, services and processes that are certified under European cybersecurity certification schemes in accordance with the CSA in order to demonstrate compliance with the requirements of Art. 21. The European Commission can also use implementing acts to deter-mine which categories of essential and important organisations are obliged to use these ICT products, services and processes, Art. 24(2) Directive (EU) 2022/2555. However, these implementing acts are only to be adopted if an inadequate level of cybersecurity has been established, Art. 24(2) Directive (EU) 2022/2555.

d) Supervision, enforcement and sanctions, Art. 31–37 Directive (EU) 2022/2555

With NIS 2 being a directive, the Member States are required to create competence for their national authorities in order to ensure an effective, proportionate and dissuasive sanctions system (Art. 31 et seq. Directive (EU) 2022/2555). The Directive does, however, set out some minimum requirements in this regard in Articles 32, 34 and 35 of the Directive (EU) 2022/2555.

Article 32(4) Directive (EU) 2022/2555 stipulates that the Member States must be given the following minimum powers to enforce the Directive.

The supervisory authorities must be able to issue warnings about breaches by the entities concerned, issue binding instructions and set deadlines for their implementation and issue orders to remedy any deficiencies or breaches identified or to cease the offending behaviour. They must also have the author-ity to instruct the organisations concerned to inform their users of potential cybersecurity threats and the defensive measures to be taken. They must also be authorised to designate, for a specified period of time, a monitoring officer entrusted with clearly defined tasks to monitor compliance with Articles 21 and 23 by the entities concerned and to instruct the entities concerned to publicly disclose aspects of breaches of this Directive in accordance with specified requirements.

According to Article 32(7) of the NIS 2 Directive, the competent authorities must respect the rights of the defence and take into account the circumstances of the individual case when taking enforcement measures and imposing sanctions.1525 The authorities take into account, for example, the severity and duration of the attempts, the damage caused, any intent or the extent of cooperation with the authority in the assessment and, depending on this, determine the amount of the fine and the respective measure, Art. 32(7)(a) – (h) Directive (EU) 2022/2555.

The fines are issued in addition to the measures set out in Art. 42(4) Directive (EU) 2022/2555 and the same considerations as in Art. 32(7) Directive (EU) 2022/2555 must be included in the assessment when determining the amount, Art. 34(2), (3) Directive (EU) 2022/2555. For breaches of Art. 21 and 23 Directive (EU) 2022/2555, the organisation must pay a specific fine in accordance with Art. 34(4), (5) Directive (EU) 2022/2555, depending on whether it is an important or essential organisation. Important institutions pay a maximum amount of at least EUR 7 million or 1.4 % of the previous year's turnover, whichever is higher. Essential entities pay EUR 10 million or 2 % of the previous year's turnover, which-ever is higher.

The risk of fines is likely to increase for groups with the implementation of the NIS 2 Directive because, according to the ECJ's understanding of the term1526, the "functional concept of an undertaking" includes all group companies and the calculation of the previous year's turnover could therefore be aggregated from the turnover of the entire group.1527

If a breach of Art. 21 or 23 Directive (EU) 2022/2555 also constitutes a reportable personal data breach within the meaning of Art. 33 GDPR, the supervisory authority must immediately notify the supervisory authorities referred to in Art. 55 or 56 GDPR in accordance with Art. 35 (1) Directive (EU) 2022/2555.

e) Summary and practical implications

The NIS 2 Directive expands the scope to include more companies and sectors such as public admin-istration, postal and courier services, waste management and food production and processing, which requires cybersecurity measures to be adapted or reorganised. Companies must implement stricter requirements for risk management and reporting obligations in order to avoid higher liability and sanction risks. There is a greater onus on company management to provide cybersecurity resources, while cross-border activities require harmonised implementation. Companies must also ensure that their service pro-viders and partners fulfil the new security requirements. In practice, however, these requirements lead to uncertainties with regard to specific measures within the company.

The German legislator's previous draft legislation (NIS 2UmsuCG) does not fulfil the expectations of a comprehensive adaptation of the BSIG, as there are still uncertainties regarding the inclusion of cross-sectional tasks and cross-sector activities.1528

The fourth draft bill published by the Federal Ministry of the Interior on 26 June 20241529 continues to be widely criticised. The main criticism is that the NIS 2 Directive cannot guarantee a high common level of cybersecurity, as administrations at municipal and state level are exempt from the obligations of the directive in the German transposition law. However, it is precisely these authorities that have increasingly fallen victim to cyber attacks in the past.1530 The current draft law does contain some clar-ifications for affected organisations that are also subject to regulation by other legal acts due to their sectoral affiliation, which are certainly welcomed by practitioners.1531 Furthermore, the draft law has been the subject of criticism on the grounds that it is excessively vague with regard to the measures to be taken by the operators. This has resulted in a situation in which operators are unable to recognise which additional measures they are now obliged to take. In particular, it should be noted here that, according to the government draft, only those parts of the organisation that fall within one of the regu-lated sectors are to be taken into account as part of the impact analysis. Cross-sector activities such as personnel management are only to be taken into account on a pro rata basis. However, it is not clear to what extent cross-divisional tasks are to be included and which activities are covered at all. Finally, it is not foreseeable whether this restriction of the scope can be maintained, as a comparable limitation is not provided for in the NIS 2 Directive.1532 For many companies that are active in the ICT sector and belong to a group of companies, the applicability of the NIS 2 Directive and the new BSIG will have to be redefined in accordance with these rules.1533 Medium-sized and family-owned companies will also have to face the sometimes complex and sprawling scope regulations.1534 Whether and when changes can be expected with regard to the criticisms levelled at the planned ‘NIS 2 Umsetzungsgesetz’ now depends largely on the parliamentary deliberations in the Bundestag and Bundesrat, which must now debate and pass the law following the cabinet's decision. The requirements could also be fine-tuned by means of more specific legal ordinances. While other member states such as Belgium have already transposed the requirements of the directive into national law on time, the ‘NIS 2 Umsetzungsgesetz’ is not expected to come into force until spring 2025.1535

2. Cybersecurity Act (CSA) - Regulation (EU) 2019/881 (overview)
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The Cybersecurity Act (CSA)1536 was published in the Official Journal of the European Union on 7 June 2019 and came into force twenty days later. All provisions of the regulation would apply from 28 June 2021. This regulatory act essentially establishes two aspects of the European cybersecurity concept:

Firstly, the CSA introduces the European Union Agency for Cybersecurity (ENISA).1537 The acro-nym ‘ENISA’ – as well as all decisions, agreements and property, Art. 68 CSA – remain from the old agency, which was established in 2004 by Regulation (EC) 460/20041538 as a non-permanent European Network and Information Security Agency.1539 Articles 2 to 45 CSA regulate the objectives, the official structure, the working methods, the budget and the staff of the organisation. In contrast to its predecessor organisation, the international authority has a permanent mandate and more extensive powers, respon-sibilities and resources.1540 ENISA has a wide range of tasks, but there are essentially four main areas of responsibility.1541 (1) ENISA directly supports the European legislator in legislation and regulatory strategy. (2) ENISA maintains close contact with the national authorities (in particular CSIRTs) and thus organises cross-border operational cooperation. (3) ENISA builds up human and technical capacities, for example by providing information material and organising expert forums. (4) ENISA issues cyber-security certificates for digital products and services.

Secondly, the CSA establishes a standardised framework for the definition of European schemes for the cybersecurity certification of information and communication technology (ICT) products.1542 Articles 46 to 65 of the CSA regulate the certification system and the respective requirements for certification bodies. In principle, the CSA is based on voluntary certification by an economic operator in its own interest, although mandatory certificates are also reserved in certain areas, Art. 56(2) CSA.1543 ENISA is developing a scheme for cybersecurity certification on behalf of the Commission, Art. 48 et seq. CSA. ENISA maintains a website1544, which contains information on all developed schemes, certifications and declarations of conformity, Art. 50 CSA. Depending on the security requirements, the certification schemes indicate the trustworthiness in one of three levels. The ICT product can therefore be catego-rised into the assurance levels "basic", "substantial" and "high", Art. 52(1), (5), (6), (7) CSA. The "sub-stantial" level assumes that the certified ICT product can withstand cyberattacks by actors with limited resources; "high" proves that the product is also immune to attacks by actors with extensive resources, Art. 52(5) et seq. CSA.

The cyber security certification schemes are used in the draft ‘Cyber Resilience Act’1545 , among others. There, the manufacturer has the option of providing the proof of conformity of its products with the technical specifications by means of a certificate with at least the "substantial" assurance level.

3. Cyber Resilience Act (CRA) – Regulation (EU) 2024/2847
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a) Introduction

On 15 September 2022, the European Commission published its proposal for a regulation on horizontal cybersecurity requirements for products with digital elements, the Cyber Resilience Act. On 12 March 2024, the amended draft of the CRA was then adopted at first reading by the European Parliament's Committee on Industry, Research and Energy. On 10 October 2024, the Council of the European Union adopted the Cyber Resilience Act (CRA).1546 On 20 November 2024, the Cyber Resilience Act was published in the Official Journal of the European Union.1547

With the CRA, a binding and, in particular, horizontal, i.e. cross-sectoral, regulatory act is to be created for the first time across the EU, which provides for minimum requirements for the cybersecurity of digital products.1548 As part of the European Union's comprehensive digital strategy, the CRA serves as a supplement to the NIS 2 Directive1549 for the area of IT product security.1550 It is categorised under product safety law and uses familiar building blocks and regulatory techniques from the ‘New Legisla-tive Framework’1551 (NLF).1552

The CRA has two main regulatory objectives under the framework objective of a properly functioning internal market: Firstly, to create the legal basis for the development of secure products with digital elements so that they are placed on the market with fewer vulnerabilities and so that the manufacturer maintains technical support with regard to cybersecurity for the entire "lifetime" of the product.1553 On the other hand, conditions should also be created for the users of digital products that enable them to consider cybersecurity as a decisive selection and usage criterion with regard to the digital product.1554

One of the ways in which these objectives are to be achieved is by requiring manufacturers to consider the security of the products they develop with digital elements from the development phase onwards and to maintain and improve this security throughout the entire life cycle of the product.1555 Furthermore, the CRA is intended to create a standardised cybersecurity framework for hardware and software products for the first time, which should make it much easier for manufacturers to comply with the regulations.1556 Finally, regulatory instruments such as cybersecurity certificates are intended to increase transparency with regard to the security features of products with digital elements. The overall aim is to enable entrepreneurs and consumers to use products with digital elements safely.1557

b) Interaction with other legal acts

The CRA contains explicit exemptions for certain products that are already covered by more specialised EU legislation. To this end, the CRA defines a basic conflict-of-law rule for more specialised EU legis-lation, namely that the scope of the CRA remains excluded if the sector-specific regulation achieves the same or a higher level of protection than the CRA and a committee would not be incompatible with the general legal framework, Art. 2(5) CRA – the CRA thus guarantees a minimum standard of product cybersecurity.1558 Overlaps may arise in particular with general IT product security provisions of the NIS 2 Directive, the GDPR, the AIA and other EU product security legislation.

aa) NIS 2-RL

With regard to the NIS 2 Directive, which sets out IT security requirements for the protection of critical infrastructures, the CRA can be seen as a supplement to the Directive, as some of the organisations affected cannot effectively influence many of the existing cyber security risk potentials.1559 The CRA therefore places a direct obligation on manufacturers of products with digital elements to create a secure and resilient ecosystem using resilient digital products. For example, ICT service providers can take risk management measures for the security and risks of their own ICT network in accordance with Art. 21(1) Directive (EU) 2022/2555, but not for the many end devices that access their services and potentially add further security vulnerabilities to the system.

bb) CSA

The CSA continues ENISA as an international authority, Art. 3–45 CSA, and introduces a European system for cybersecurity certification, Art. 46–65 CSA. The CRA utilises these infrastructures, for example in Art. 32 CRA, and thus fits into existing cybersecurity law.

cc) GDPR

Overlaps with the GDPR may arise in particular in connection with data protection certification proce-dures, data protection seals and certification marks, Art. 42 GDPR.1560 According to the legislator's ideas, such mechanisms can be implemented in products with digital elements, thereby creating synergy effects. This further demonstrates the standard setter's complementary understanding of cybersecurity and the protection of personal data.1561 Otherwise, the applicability of the GDPR remains unaffected.

dd) Product Safety Regulation

Other EU product safety legislation is generally applicable in addition to the CRA, unless corresponding regulations are expressly excluded.1562 This applies in particular to the Product Safety Regulation1563, which declares Art. 11 CRA to be largely applicable to products with digital elements with regard to safety risks. The legislator thus recognises that products with digital elements also harbour other safety risks that are only indirectly related to the cybersecurity of the product.1564

ee) Product Liability Directive

The upcoming new product liability directive1565 is applicable alongside the CRA. It regulates the man-ufacturer's strict liability for defective products that cause damage due to cybersecurity defects, among other things.1566

ff) Regulation on the European Digital Identity (EUDI)

If products are also covered by the European Digital Identity Regulation1567 and are certified in accord-ance with this regulation, the manufacturer can derive a presumption of conformity for the CRA in accordance with Art. 27(1) CRA.1568

gg) AIA

The AIA also applies alongside the future CRA.1569 Overlaps may arise if a product with digital elements is also categorised as a high-risk system in accordance with Art. 6 CIR.1570 Art. 12 CRA explicitly reg-ulates the conditions under which such a product with digital elements is deemed to be compliant (within the meaning of the CRA) with the requirements set out in Art. 15 AIA. For example, high-risk systems that have undergone a conformity assessment in accordance with the AIA and at the same time constitute important or critical products in accordance with the CRA are to be regarded as compliant with the requirements of the CRA; however, in no case does this reduce the required trustworthiness of a product in accordance with the CRA.1571

c) Scope and definition

aa) Material scope: Products with digital elements, Art. 2(1) CRA

According to Art. 2(1) CRA, the Regulation applies to all products with digital elements (hereinafter: products) made available on the market that can establish a direct or indirect logical or physical data connection to a device or network. According to Art. 3 No. 1 CRA, products with digital elements are all software or hardware products and their remote data processing solutions, including software or hardware components (Art. 3 No. 4 and 5 CRA), being placed on the market separately. As a sign of the horizontal regulatory approach, the definition of products with digital elements is broad.1572 According to the recitals, repaired and otherwise modified products are also covered by the scope of the CRA if the product is significantly modified, i.e. in a way that goes beyond the original risk assessment.1573 Software updates are equivalent to physical changes.1574 The draft categorises products with digital elements according to a risk-based approach into important products with digital elements, Art. 7 CRA, and critical products with digital elements, Art. 8 CRA. Depending on the cybersecurity risk posed by a product, it is placed in one of the categories; the potential severity of the impact of a security incident, the number of potential victims or the number of other systems in the network to which an incident can spread play a role.1575

In contrast to the Directive on the sale of goods1576 and the DID Directive1577, which regulate goods with  digital content in relation to B2C, the CRA is intended to apply to products with digital elements before they are placed on the market.1578 According to the intention of the legislator, the provisions of the CRA will therefore only apply when the product is to be placed on the Union market.1579 According to Art. 3 No. 21 CRA, such a placing on the market means the first ‘making available’ of a product with digital elements on the Union market. According to Art. 3 No. 22 CRA, any supply of a product with digital elements for distribution or use on the Union market in the course of a commercial activity, whether in return for payment or free of charge, constitutes making available on the Union market.

The existence of an activity in the context of a commercial activity is therefore decisive. Products that are to be developed, tested or used within a company or university for research purposes or other non-commercial purposes are therefore not covered by the provisions of the CRA due to the lack of a business connection.1580 However, as soon as (subsequent) distribution is planned as part of a commercial activity or simultaneous use of the product for both business and research purposes, the provisions of the CRA apply.1581

Open source software, i.e. free and open source software (Art. No. 48 CRA), which is distributed out-side of a business activity, i.e. for non-commercial purposes, is also excluded.1582 According to recital 18, this is the case if the software components are monetised. However, the mere financial support of the open source product should not be sufficient for the assumption of commercial activity.1583 In con-trast, open source software that is provided as part of a business activity is fully covered by the scope of the CRA.1584

bb) Personal scope

The obligations of the CRA are aimed at economic operators. According to Art. 3 No. 12 CRA, this is the manufacturer, the authorised representative, the importer, the distributor or any other natural or legal person who is subject to obligations in connection with the manufacture of products with digital ele-ments or the making available on the market of products in accordance with this Regulation. The ‘open source software steward’ is a special case, Art. 3 No. 14 CRA.

A manufacturer is any person who develops or manufactures products with digital elements or has them designed, developed, manufactured and marketed under his name or trademark, Art. 3 No. 13 CRA. An entrepreneur is therefore also a manufacturer within the meaning of the CRA if he has devel-opment work carried out by external service providers or subcontractors and later places the product on the market under his own name or brand.1585

Authorised representative is a natural or legal person resident or established in the Union who has received a written mandate from a manufacturer to perform certain tasks on his behalf, Art. 3 No. 15 CRA.

According to Art. 3 No. 16 CRA, an importer is a natural or legal person resident or established in the Union who places a product with digital elements on the market in the Union under the name or trade mark of a natural or legal person resident or established outside the Union.

According to the legal definition of Art. 3 No. 17 CRA, distributors are natural or legal persons in the supply chain who make a product with digital elements available on the Union market without changing its nature, with the exception of the manufacturer or the importer.

cc) Temporal scope, Art. 69(2) CRA

According to Art. 69(2) CRA, the provisions of the regulation only apply to products with digital content that were placed on the market 36 months after the CRA came into force and beyond.1586 Products that were placed on the market before this date can still fall within the scope if they are then significantly modified physically or by a software update, Art. 69(2) CRA. A change to a product is considered to be substantial if it is made in such a way that the product no longer fulfils basic safety requirements or may deviate from an originally verified, intended purpose.1587 In contrast, only minor changes to the source code and safety updates that do not change the intended purpose are not considered to be significant changes within the meaning of the CRA.1588

Special earlier periods of validity must be observed for the reporting obligation and the provisions on the notification of conformity assessment bodies: According to Art. 72(2) CRA, the former should apply after 21 months, while Art. 35 to 51 CRA regarding notification should apply from 18 months after the entry into force of the CRA.

dd) Area exceptions

The scope of the CRA is broad due to its horizontal approach. In order to avoid overlaps with existing vertical regulations, the CRA provides for numerous exemptions:

(1) Cloud provider

According to recital 12, the CRA should not apply to cloud providers. Although the term "cloud pro-vider" is not specifically defined in the CRA, the definition contained in recitals 33 to 35 of the NIS 2 Directive can be considered.1589 This refers to digital services that enable on-demand management and comprehensive remote access to a scalable and elastic pool of shared computing resources, even if these resources are distributed across multiple locations.1590 Recital 12 CRA clarifies that cloud computing services should only fall within the scope of the NIS 2 Directive if they provide their services within the European Union and if they meet or exceed the threshold for medium-sized enterprises. It is unclear at this point whether companies below this threshold fall within the scope of the CRA or whether the NIS 2 Directive should apply to cloud providers.1591

In the case of digital services that do not fall under the definition of a remote data processing solution  in Art. 3 No. 2 CRA, such as ‘Software-as-a-Service’ (SaaS), ‘Platform-as-a-Service’ (PaaS) or ‘Infrastructure-as-a-Service’ (IaaS), the NIS 2 Directive and its corresponding implementing legislation must be applied.1592 The distinction between digital products and digital services is therefore likely to become more relevant in the future.1593 If the manufacturer offers a product with cloud functions that allow the user to control it remotely, or if these cloud functions are an integral part of the product, such as a refrigerator with a digital shopping list or a smart thermostat, this is covered by the CRA regulations. However, if the functionality of a product is not supported or if the cloud service is designed or devel-oped outside the responsibility of the manufacturer, the scope of the CRA does not apply.1594

(2) Exemptions for certain product groups, Art. 2(2) – (7), Art. 4(2) – (3) CRA

There are also exceptions for areas with more specialised regulations. According to Art. 2(2) CRA, these include products with digital elements that fall within the scope of the following provisions:

Regulation (EU) 2017/745 on medical devices (a);

Regulation (EU) 2017/746 on in vitro diagnostic medical devices1595 (b) and

Regulation (EU) 2019/2144 on type-approval of motor vehicles and of systems, components and separate technical units intended for such vehicles with regard to their general safety1596 (c).

In addition, according to Art. 2(3) CRA, there is an exemption for products that have been certified in accordance with Regulation (EU) 2018/1139 on civil aviation rules (EASA Basic Regulation). Further-more, Art. 2(4) CRA excludes devices from the scope of the CRA that fall under Directive 2014/90/EU on marine equipment.

A further exception to the scope applies to products with digital elements that have been developed or modified exclusively for national security or defence purposes and for the processing of classified information, Art. 2(7) CRA.

According to Art. 2(6) CRA, spare parts for products with digital elements are also excluded from the scope of the regulation if they are identical in design to the original inspected components.1597

An exemption in the broader sense can also be found in Art. 4(2) CRA: According to this, Member States are obliged to authorise the presentation or use of non-compliant products with digital elements, including prototypes, at trade fairs, exhibitions, demonstrations and similar events; the same applies to unfinished software that is made available for testing purposes for a limited period of time in accord-ance with Art. 4(3) CRA.1598 For both product categories, a visible sign must be affixed indicating non-conformity with the CRA and the lack of authorisation to make them available on the market. Safety components that are mentioned in other Union legal acts are not covered by the exception, Art. 4(4) CRA.

At last, Art. 2(8) CRA clarifies that the CRA cannot oblige addressees of the regulation to provide information relating to the essential interests of the Member States in the area of national security, public security and defence.

d) General provisions of the CRA

With the CRA, the European legislator has opted for a ‘risk-based approach’.1599 It assumes that all products with digital elements harbour a certain cybersecurity risk, although the intensity of this risk can vary greatly.1600 In order to do justice to this variance, the regulator establishes risk categories and then links risk assessment procedures of varying intensity to this categorisation. This product classifi-cation system and the use of risk assessment procedures is similar to the procedure in other legal acts, such as the AIA1601, the Medical Devices Regulation1602, the General Product Safety Regulation.1603

aa) Categorisation of the cyber security risk

All products with digital elements must undergo a cyber security risk assessment and be categorised into one of three risk levels.

(1)  Level 1: Products with digital elements, Art. 6 CRA

The standard category of products with digital elements includes all products that do not fall into the higher risk categories. The obligations are based on Art. 6 CRA. In the literature and here, the term ‘normal products’ is sometimes used.1604 Further regulations must be observed from the next level on-wards.

(2)  Level 2: Important products with digital elements, Art. 7(1) in conjunction with  Annex III CRA

The CRA introduces the category of important products in Art. 7(1) CRA. Annex III of the CRA lists the important products, subject to amendments, and divides them into two classes.1605 Products are con-sidered important if they have one of the core functionalities listed in Annex III.1606

The devices listed in Annex III Class 1 include the following: Identity management systems and priv-ileged access management software and hardware, including authentication and access control readers, such as biometric readers; stand-alone and embedded browsers; password management; software to detect, remove or quarantine malicious software; products with digital elements providing virtual private network (VPN) functionality; network management systems; security information and event manage-ment (SIEM) systems; boot managers; public key infrastructure and digital certificate issuing software; physical and virtual network interfaces; operating systems; routers, internet connection modems and switches; microprocessors with security-related functions; microcontrollers with security-related func-tionalities; application-specific integrated circuits (ASIC) and field-programmable gate arrays (FPGA) with security-related functionalities; virtual assistants for the smart home and smart home products with security functions, including smart door locks, security cameras, baby monitoring systems and alarm systems.

Annex III Class II adds the following important products: Hypervisors and containerised runtime systems supporting virtualised execution of operating systems and similar environments; firewalls and intrusion detection and prevention systems; tamper-resistant microprocessors and tamper-resistant mi-crocontrollers.

As these important Class I and II products pose higher risks in the event of a cybersecurity incident than normal products with digital elements, they are subject to stricter conformity assessment procedures  within the provisions of the CRA.1607 The products listed in Annex III are to be classified as important if they also fulfil at least one of the criteria in Art. 7(2) CRA. This is the case if the product with digital elements primarily fulfils functions that are critical to the cybersecurity of other products, networks or services, including securing authentication and access, intrusion prevention and detection, endpoint security or network protection, Art. 7(2)(a) CRA.1608 As a second criterion for classification as an important product with digital elements, Art. 7(2)(b) CRA cites the characteristic of the product that, through its central functions (e.g. network management, configuration control or virtualisation), is capable of disrupting, controlling or damaging many other devices or endangering the health and safety of users.1609

(3)  Level 3: Critical products with digital elements, Art. 8 in conjunction with Annex IV CRA

Pursuant to Art. 8(1) CRA, the Commission is empowered to define critical products with digital  elements within the meaning of Annex IV of the CRA by means of a delegated act (Art. 61 CRA). To be classified as a critical product, it must fulfil the core functions listed in Annex IV. The product must therefore have a cybersecurity function and pose a significant risk due to its intensity and ability to disrupt or damage other products.1610 Such a product requires – in contrast to the important products – a special certificate in accordance with the requirements of Art. 46 et seqq. CSA. Currently, Annex IV CRA only includes hardware devices with security boxes, smart meter gateways in intelligent metering systems in accordance with the Internal Electricity Market Directive1611, devices for secure crypto pro-cessing, smart cards and similar devices for advanced security purposes.

bb) The different conformity assessment procedures

A direct consequence of the categorisation of products with digital elements into different risk levels is the different conformity assessment procedures that can or must be carried out depending on the risk level.1612 The assessment procedures contained in the CRA are based on the modules of Decision No. 768/2008/EC1613 from the ‘New Legislative Framework’.1614 In the same way, the CRA also favours self-regulation over preventive controls by the authorities.1615 Four or three assessment procedures based on Modules A, B, C and H of the Decision have been included in Annex VIII. The procedures under Modules B and C build on each other and are applied in combination. The procedure according to mod-ule A for "normal" products is less strict while the stricter conformity assessment procedures are based on modules B, C and H. These procedures are stricter because a third party must necessarily be con-sulted, which thus gains an insight into the production process. In future, the legislator will specify the schemes for cybersecurity certification, which could be particularly attractive for practitioners due to certain privileges.

(1)  The effect of the presumption of conformity, Art. 27 CRA

According to Art. 27(1) CRA, products with digital elements and processes of the manufacturer that comply with harmonised standards or parts thereof [...] are presumed to comply with the essential cybersecurity requirements set out in Annex I (presumption of conformity).1616 The presumption of con-formity is therefore given if the product complies with harmonised standards within the meaning of Art. 27(1) CRA, common specifications pursuant to Art. 27(2) CRA or European cybersecurity certification schemes pursuant to Art. 27(8), (9) CRA.

Voluntary certification in accordance with the CSA therefore remains an option and is taken up again in the CRA.1617 According to Art. 27(8) CRA, a declaration of conformity issued under another Union act may also give rise to a presumption of conformity, provided that this declaration covers the require-ments of the CRA.

If the product fulfils the presumption of conformity, the manufacturer can demonstrate conformity and no further conformity assessment procedure is required.1618

(2)  The conformity assessment procedures in detail , Art. 32(1) – (4) CRA

The standard case for ‘normal’ products with digital elements is the risk assessment procedure based on Module A of Decision No. 768/2008/EC, Art. 32(1) CRA.1619 This is carried out internally by the man-ufacturer on his own responsibility without control by a third party.1620 The procedure includes (a) the preparation of technical documentation in accordance with Art. 31 CRA, Annex VII CRA, (b) ensuring the conformity of all design, development, manufacturing and vulnerability management processes within the requirements of Annex I Parts I and II CRA, (c) the preparation of a declaration of conformity for each product in accordance with Art. 28 CRA and (d) the affixing of the CE marking to each product, Art. 29 et seqq. CRA. Internal self-regulation only applies to products in the standard category, Art. 32(1) CRA.

Annex VIII CRA contains the EU type-examination procedure based on Module B of Decision No 768/2008/EC.1621 In this sub-procedure, the conformity assessment is carried out by a notified body in accordance with Art. 35 et seqq. CRA. The manufacturer of the product with digital elements must apply to the notified body for testing, Annex VIII Part II No. 3 CRA. The body then checks a sample product from the manufacturer as well as the manufacturing process or the technical documentation. If the pro-cess fulfils the requirements of Annex I CRA and the sample has been developed in accordance with the manufacturing process checked by the body and also fulfils the requirements, the notified body then issues the conformity assessment. The risk assessment procedure is always carried out in combination with the internal production control in accordance with Module C of Decision No. 768/2008/EC, Annex VIII Part III CRA. Following the EU-type examination according to Module B, the manufacturer ensures the conformity of the series products with the EU-type (previously checked by the notified body) on the basis of an internal production control. This is regulated in Module C of Decision No. 768/2008/EC and is also listed in Annex VIII Part III of the CRA. In this part of the procedure, the manufacturer must take the necessary production and surveillance measures to ensure that the manufac-tured products conform to the type described in the EU type-examination certificate according to Mod-ule B.

Finally, Module H of Decision No. 768/2008/EC has also been included in Annex VIII of the CRA. In this risk assessment procedure, the manufacturer has a quality assurance system developed by him reviewed by the notified body of his choice by submitting an application to the body. This application must contain the technical documentation of the product categories and the actual quality assurance system. The system must fulfil the requirements of Annex VIII Part IV Number 3.2 CRA and in partic-ular ensure that the essential requirements of Annex I CRA are guaranteed. The notified body then carries out audits of the manufacturer at regular intervals. During this conformity assessment procedure, the identification number of the notified body must also be affixed to the product after CE marking in accordance with Art. 30(4) CRA.

For this purpose, European schemes for cybersecurity certification are to be designated in future in accordance with Art. 27(9), Art. 61 CRA.1622 These must first be adopted in accordance with Art. 46 et seq. CSA and can then also be used to demonstrate conformity qua presumption of conformity.1623 The obligation to have a conformity assessment carried out by a third party (usually by the notified body) does not apply if a cybersecurity certificate has been issued for the product or process at a level of assurance of at least ‘substantial’ in accordance with the CSA.1624 This certificate proves conformity regardless of the risk level of the product, Art. 27(8), (9) CRA. Additional obligations, such as detailed descriptions within the technical documentation in accordance with Annex VII No. 5 CRA, also no longer apply if a cybersecurity certificate has been issued. In most cases, it is likely to be advisable in practice to select the cybersecurity certificate at the ‘substantial’ assurance level. This covers all cases of the risk levels and also offers additional privileges. However, as no adopted schemes exist as yet, it remains to be seen how high the requirements of these procedures will be.

e) Rights and obligations of economic operators, Art. 13–26 CRA

In Articles 13–26, the CRA sets out a series of obligations that specifically address the individual eco-nomic operators. Manufacturers of products with digital content are subject to the most far-reaching obligations, as they can already influence product safety as part of the product design.1625 Some general obligations are aimed at all economic operators in the CRA.

aa) General obligations

The obligation to cooperate with the market surveillance authorities applies to all economic operators, Art. 53 CRA.1626 These authorities are established by the member states and are responsible for enforcing the CRA, Art. 52(2) CRA.1627 In this concept, the market surveillance authority is similar to the national authorities that were introduced with the NIR Directive.1628

As part of the conformity assessment, all economic operators are obliged to grant the market surveillance authority access to all data and records required to assess the design, development, manufacture and vulnerability management of products with digital elements upon request, Art. 53, Art. 13(22), Art. 19 (7), Art. 14(6) CRA. In addition, economic operators must, upon request, provide the relevant authority with all names and addresses of economic operators from whom they have purchased products with digital elements or to whom they have supplied such products. The economic operator must be able to retain and present this information for at least ten years, Art. 17 CRA.

bb) Obligations of manufacturers of products with digital elements

A manufacturer is any person who develops or manufactures products with digital elements or has them designed, developed, manufactured and marketed under their name or trademark, Art. 3 No. 18 CRA. An entrepreneur is therefore also a manufacturer within the meaning of the CRA if he has devel-opment work carried out by external service providers or subcontractors and later places the product on the market under his own name or brand.1629

cc) Obligations regarding the placing on the market, Art. 13 CRA

The central obligation for manufacturers is set out in Art. 13(1) CRA: "When placing a product with digital elements on the market, manufacturers shall ensure that the product has been designed, developed and manufactured in accordance with the essential requirements set out in Annex I, Part I.1630 The pro-vision is linked to the time of placing on the market. The requirements must therefore be met at this moment at the latest. As the product should also be designed and developed in accordance with the requirements of the CRA, the regulatory approach is described as ‘security by design’.1631

(1)  Product requirements, Annex I Part 1 CRA

According to Annex I Part I CRA, a product must fulfil the basic cybersecurity requirements.1632 To this end, a level of security appropriate to the risk level of the product must be achieved, Annex I Part I (1) CRA.

More precisely, a product must be placed on the market without known and exploitable vulnerabilities  and must also offer as few attack surfaces as possible in the case of external interfaces, Annex I Part I (2)(a), (j) CRA.1633 Just in case, the product must be designed in such a way that the impact of an incident is minimised, Annex I Part I (2)(k) CRA.

The manufacturer must make the product available on the market with a secure default configuration  and provide the options to reset the product to its original state and to safely and easily delete all data and settings in order to perform secure data migration, Annex I Part I (2)(b), (m) CRA.1634

The product must be able to be protected against emerging vulnerabilities by means of security updates, the installation of which is to be automatic unless the user deactivates this mechanism, Annex I Part I (2)(c) CRA.1635 Furthermore, the product must have a function for recording cybersecurity-relevant information, which also requires an opt-out mechanism, Annex I Part I (2)(l) CRA.1636

The product must be able to be protected against unauthorised access in accordance with Annex I Part I (2)(d) CRA, at least by means of authentication, identity or access management systems. In addi-tion, the product must be able to detect and report unauthorised access. It is not clear from the wording of the standard whether this refers to a report to the user, the company or even an authority.

The confidentiality of personal data processed in connection with the use of the product must be guar-anteed. The product must be protected against unauthorised access to data, commands, programs or configurations and any damage must be reported, Annex I Part I (2)(e), (f) CRA.

As with the GDPR, the principle of data minimisation applies to the processing of data. Annex I Part I (2)(g) CRA. In addition to the use of data, the impact of the product on the availability of other services should also be minimised, Annex I Part I (2)(i) CRA.

Basic and essential functions of the product must also be available after and during a safety incident, Annex I Part I (2)(h) CRA.

(2)  Obligations after placing on the market, Art. 13(8) – (20) in conjunction with  Annex I Part II CRA

The manufacturer's obligations continue even after the product has been placed on the Union market. Art. 13(8) CRA stipulates that product vulnerabilities that occur after the product has been placed on the market must be effectively addressed. The manufacturer must identify and document the vulnerabil-ities and components of the product, Annex I Part II No. 1 CRA. In addition, manufacturers are obliged to develop and provide suitable strategies and procedures, including concepts for the coordinated dis-closure of vulnerabilities. These policies should be designed to allow the manufacturer to diagnose and fix the vulnerability before information can be disclosed to third parties.1637 As a possible concept, man-ufacturers can implement so-called bug bounty programmes in which they provide incentives for reporting such vulnerabilities, as otherwise the high prices sometimes paid on the black market for vul-nerability finders are more attractive.1638 Examples include the ‘Apple Security Bounty programme’1639, the ‘Microsoft Bug Bounty Programme‘1640 or ‘Google's Bug Hunting community’1641 .

In addition, the manufacturer must rectify such a vulnerability, for example by providing security updates, Annex I Part II No. 2 CRA. These must be made available and distributed immediately and free of charge in accordance with Annex I Part II No. 8 CRA. These obligations apply to the manufacturer for the expected lifetime of the product, but for a maximum period of five years after the product has been placed on the market, Art. 13(8) CRA.

Art. 13(13) CRA regulates a retention obligation for manufacturers. The technical documentation and the EU Declaration of Conformity must therefore be kept for at least 10 years after placing on the market and for a maximum of the support period.1642

The product must always be accompanied by instructions in simple language in digital or paper form.1643 The instructions must contain all the information in Annex II CRA as well as the EU Declaration of Conformity or a link to it if it is only enclosed in simplified form, Art. 13(18), (20) CRA. The instruc-tions must also contain the full address and contact details where the manufacturer can be contacted and name a central point of contact, Art. 13(16), (17) CRA.

Products with digital elements require a mark to identify them, such as a type, batch or serial number, Art. 13(15) CRA.

(3)  Reporting obligations, Art. 14 CRA

As a concrete protection mechanism for IT security, the CRA, together with other European IT security legislation, above all the NIS 2 Directive, establishes an obligation to report vulnerabilities in products with digital elements to the bodies notified by the member states.1644 The CRA imposes specific report-ing obligations on manufacturers and other economic operators. In addition, the actors must also under-take vulnerability protection and take effective precautions around the reporting of vulnerabilities, Annex I Part I (2), (3)(k), Part II (1), (2), (4), (5), (6) CRA. The CRA thus subjects all economic operators to the so-called ‘Coordinated Vulnerability Disclosure’ (CVD)1645 concept and makes it a prerequisite for placing products with digital elements on the market through Part II of Annex I CRA.1646

Probably the most important and most onerous obligation for manufacturers once the product has been placed on the market is set out in Art. 14 et seq. CRA. According to Art. 14(1) CRA, the manufacturer has a reporting obligation with regard to actively exploited vulnerabilities (1) of the product manu-factured by him with digital elements of which he becomes aware and with regard to any serious inci-dent of which he becomes aware (3) and which has an impact on the security of the product.1647 In principle, the notification must be made simultaneously to the Computer Security Incident Response  Team (CSIRT) designated by the Member State as coordinator and to the European Union Agency  for Cybersecurity (ENISA). The reports must be made via the standardised reporting platform (Art. 16 CRA).1648

(a)  Notification of an actively exploited vulnerability, Art. 14(1) CRA

When reporting an actively exploited vulnerability, the manufacturer must comply with the following framework conditions:1649

The notification must be made immediately, i.e. without undue delay, and in any case within 24 hours of the manufacturer becoming aware of an actively exploited vulnerability, an early warning of the vul-nerability, stating the Member States in which the product with digital elements was made available to its knowledge, Art. 14(2)(a) CRA.1650

The detailed notification of the exploited vulnerability must also be made as soon as possible, but in any case within 72 hours of the manufacturer becoming aware of it. The detailed notification shall include general information about the product, the nature of the exploitation of the vulnerability in question and any corrective and risk mitigation measures and countermeasures that users of the digital products can take. The manufacturer should also indicate how sensitive it considers the reported information to be, Art. 14(2)(b) CRA.

According to Art. 14(2)(c)(i) –(iii) CRA, a final report must be submitted no later than 14 days after a corrective or risk mitigation measure has been provided by the manufacturer. This must contain a description of the vulnerability, its severity and its impact (i). If available, the manufacturer must also provide information on the actor exploiting the vulnerability (ii). Finally, the final report must include information about the security updates that have been made available to address the vulnerability (iii).

These time limits correspond to those of the NIS 2 Directive, for example in Art. 23 Directive (EU) 2022/2555.1651 Parallels can also be seen with the GDPR1652. According to Art. 33(1) GDPR, the notifi-cation of a data breach must also be made without undue delay and, if possible, within 72 hours.

(b) Notification of a serious incident, Art. 14(3) CRA

The manufacturer shall provide an early warning of a serious incident affecting the security of the product with digital content without undue delay and in any event within 24 hours of becoming aware of it.1653 The early warning shall at least indicate whether the incident is suspected to be the result of unlawful or malicious acts, specifying the Member States in which the manufacturer's product was made available to its knowledge, Art. 14(4)(a) CRA.

The incident must be reported in detail immediately, but in any case within 72 hours of the manufacturer becoming aware of it. This notification shall include an initial assessment of the incident, corrective actions and remedial measures that users can take and, finally, an assessment of how sensitive the man-ufacturer considers the reported information to be, Art. 14(2)(b) CRA.1654

Within one month of the notification of the incident in accordance with (b), a final report must then be prepared in accordance with Art. 14(4)(c) CRA, which contains a detailed description of the security incident, including its severity and impact (i), as well as information on the nature of the threat or the underlying cause that probably triggered the security incident (ii) and information on the remedial measures taken and ongoing (iii).

(c)  Addressee of the notification , Art. 14(1), (3) CRA

The notifications pursuant to Art. 14(1) and (3) CRA must in principle be made simultaneously to the Computer Security Incident Response Team (CSIRT) designated by the Member State as coordinator and to the European Union Agency for Cybersecurity (ENISA).1655 The respective CSIRT to which the notification is to be addressed in addition to ENISA is determined in accordance with Art. 14(7) CRA.

According to Art. 14(7) CRA, the CSIRT to be addressed is the one designated by the Member State in whose territory the manufacturer has its main establishment. Art. 14(7) CRA stipulates that the place of main establishment is primarily located where the decisions relating to the cybersecurity of the manu-facturer's products with digital elements are predominantly taken. Secondarily, if the Member State of the main establishment cannot be determined in the first way, the main establishment shall be located at the establishment of the manufacturer with the highest number of employees, Art. 14(2) CRA. If it is not possible to determine a main establishment within the Union using either of these approaches, the CSIRT to be addressed for the manufacturer is based on Art. 14(7) CRA. The notification must then alternatively be addressed to the CSIRT of that Member State,

in which the authorised representative (Art. 18 CRA) of the manufacturer who acts for the majority of the manufacturer's products is established (a);

in which the importer who places the majority of the manufacturer's products on the market is established (b);

in which the distributor is established that provides the majority of the manufacturer's prod-ucts on the Union market (c);

Finally, the Member State in which the majority of users of the manufacturer's products are located (d).

In order to proceed, it is first necessary to maintain strict adherence to the established order of priority. In the event that the designated CSIRT cannot be determined with (a) can (b) be used and so on. The order of precedence is only broken if the manufacturer reports subsequent incidents after the first report to the CSIRT has been made in accordance with (d). In this case, the manufacturer may submit further reports to the same CSIRT in accordance with Art. 14(7) CRA. Conversely, this must mean that subse-quent notifications in other cases are not to be sent to the CSIRT that was alerted first, but the addressee must be determined anew on the basis of Art. 14(7) CRA.

(d) Single reporting platform , Art. 16(1) CRA

Reporting in accordance with Art. 14(1) and (3) CRA is carried out via the standardised reporting plat-form referred to in Art. 16 CRA. Each Member State can provide an endpoint for electronic reporting  via its CSIRT, which is then automatically distributed in the harmonised reporting platform.1656

ENISA is responsible for the establishment and ongoing operation of the standardised reporting plat-form in accordance with Art. 16(1) CRA.1657 The reporting platform is used to disseminate information on cybersecurity risks within the European Union in order to facilitate the detection of known vulnera-bilities in products.1658 For example, in accordance with Art. 16(2) CRA, the CSIRT designated as coordinator, which originally receives a notification, forwards this notification via the standardised notifi-cation platform to all CSIRTs designated as coordinators in whose territory the product with digital elements was made available according to the manufacturer. However, the dissemination of the notifi-cation only takes place in principle. In exceptional circumstances, the dissemination of the notification can be postponed for as long as absolutely necessary for reasons of cybersecurity, Art. 16(2) CRA.1659 The manufacturer expressly has the option of submitting an application and thus delaying dissemination. If the CSIRT decides in favour or grants the application, ENISA must be informed immediately. Reasons must be given for the delay and it must be stated when the distribution is expected to take place.

In addition to the complete postponement of dissemination, Art. 16(2) CRA allows only limited and general information about an exploited vulnerability to be provisionally disseminated to ENISA by the CSIRT contacted for the first time in particularly exceptional circumstances.1660 The circumstances only need to be ‘exceptional’ for the full deferral, whereas Art. 16(2) CRA requires ‘particularly exceptional’ circumstances. To this end, the manufacturer must state in its notification pursuant to Art. 14(2) (b) CRA that a malicious actor has exploited the vulnerability only in the alerting Member State and that the dissemination would be contrary to the essential interests of the Member State or that the dissemination itself poses an immediate high security risk. Only the last two conditions are alternative.

According to Art. 16(6) CRA, a CSIRT designated as coordinator may, for legitimate reasons, postpone the dissemination of a notification of an actively exploited vulnerability for a period no longer than is strictly necessary until the parties involved agree to the coordinated disclosure. However, this does not prevent the manufacturer from making a voluntary disclosure.1661

In addition to notifying the government authorities, if the manufacturer becomes aware of an actively exploited vulnerability or a serious incident, it must inform the affected users of the product with digital elements about the actively exploited vulnerability or a serious incident and about countermeasures that the users can take, in accordance with Art. 14(8) CRA. If the manufacturer fails to provide timely infor-mation, the CSIRTS designated as coordinators may make this information available to users if they consider this to be proportionate and necessary. The wording does not provide any information on the exact deadline, form and accuracy of the user information. In view of this legal uncertainty, a user-friendly approach is recommended in practice. Users should therefore be notified as early as possible, as precisely as possible and preferably by direct contact via email.

The CSIRTS also have the option of informing the public in accordance with Art. 17(2) CRA if aware-ness-raising is necessary to mitigate the consequences of the security incident.

dd) Obligations of importers and distributors of products with digital elements,  Art. 19–22 CRA

In addition to manufacturers, the economic operators subject to the Cyber Resilience Act also include importers and distributors of products with digital elements. According to Art. 3 No. 16 CRA, an importer is a natural or legal person resident or established in the Union who places a product with digital elements on the market in the Union under the name or trademark of a natural or legal person resident or established outside the Union. According to the legal definition of Art. 3 No. 17 CRA, dis-tributors are natural or legal persons in the supply chain who make a product with digital elements available on the Union market without changing its nature, with the exception of the manufacturer or the importer.1662

(1)  Obligations of importers

The obligations of the importer are largely based on those of the manufacturer of a product with digital elements.1663 According to Art. 19(1) CRA, the main obligation for importers is to prohibit the placing on the market of products with digital elements that do not comply with the essential requirements in Annex I Part I of the CRA. In accordance with Art. 19(2) CRA, importers must therefore check for themselves and ensure that the manufacturer has prepared the technical documentation, carried out an appropriate conformity assessment procedure, attached suitable instructions and affixed the CE marking. The importer must also affix or attach his contact details to the digital product (Art. 19(4) CRA). Like the manufacturer, the importer is also obliged to keep or submit the technical documentation and the EU declaration of conformity for a minimum period of 10 years after placing the product on the market, limited by the length of the support period for the product, Art. 19(6) CRA. Finally, according to Art. 19(8) CRA, importers are obliged to inform the market surveillance authorities and, where possible, the end users of a product if a manufacturer of a product ceases operations and is consequently unable to fulfil the obligations of the CRA.

(2)  Obligations of dealers

In comparison to the importer, the distributor only has to check whether the product is CE-marked, whether it is accompanied by instructions that fulfil the requirements of Annex II CRA, whether the manufacturer's declaration of conformity is available and whether the importer has included their contact details, Art. 20(2) CRA. However, a product may only be made available on the market if there is no reason to assume that neither the conformity of the product nor the procedure specified by the manufac-turer fulfil the requirements of the CRA, Art. 20(3) CRA. At the reasoned request of the market surveil-lance authority, the distributor is also obliged to provide, in a language easily understood by the author-ity, all information and documentation necessary to demonstrate the conformity of the product and the procedures established by the manufacturer, and to co-operate with the authority to prevent cybersecu-rity risks, Art. 20(5) CRA. Finally, distributors, like importers, are obliged to notify the market surveil-lance authority in the event that the manufacturer of the product ceases operations, Art. 20(6) CRA. To summarise, a distributor is therefore not obliged by the provisions of the Cyber Resilience Act to main-tain the conformity of the product with digital elements. However, they are nevertheless subject to such an obligation under the provisions of consumer warranty law for digital products in Sections 327d, 327e, 327f (1) BGB. 1664 This is where the CRA's judgements can then apply indirectly.1665

(3)  Common obligations

According to Art. 19(5) CRA and Art. 20(4) CRA, both importers and distributors are obliged, if there is reason to believe that the conformity of a product is no longer given, to restore it or if this is not possible or the importer or distributor is unable to do so to withdraw the product from the market. Fur-thermore, if the manufacturer or importer discovers a ‘weak point’ in the product, they must inform the manufacturer of the product immediately. If the product poses a significant cybersecurity risk as a result of a vulnerability, the relevant market surveillance authority must be notified immediately, Art. 19(5) CRA or Art. 20(4) CRA. The ‘cybersecurity risk’ is defined in Art. 3 No. 37 CRA as "the potential for loss or disruption caused by a security incident, expressed as a combination of the magnitude of such loss or disruption and the likelihood of the security incident occurring". According to Art. 3 No. 38 CRA, such a risk is ‘significant’ if "due to its technical characteristics, it is likely to result in a security incident that could have a serious negative impact and cause significant material or immaterial loss or disruption". The draft Cyber Resilience Act does provide distributors and importers of a digital product with a detailed definition of a significant cyber security risk.1666 However, this definition also contains various undefined legal terms and thresholds to be crossed, which must be assessed by the entrepreneurs and on the basis of which they must make a decision. However, as such an assessment entails a high liability risk for importers and distributors, in practice any incidents are likely to be reported.

However, according to Art. 21 CRA, importers and distributors are considered manufacturers of a digital product and are therefore subject to the obligations of Art. 13 and 14 CRA if they place the product on the market under their own name or trademark or if they significantly modify the product.1667 According to Art. 22(1) CRA, this also applies if a natural or legal person is neither a manufacturer nor an importer nor a distributor, makes a substantial modification to the product and then places the product on the market.1668 However, the person is only subject to the obligations set out in Art. 13 and Art. 14 CRA for the part of the product affected by the substantial modification or, if the substantial modification affects the cybersecurity of the product with digital elements, for the entire product, Art. 22(2) CRA.

ee) Special case: open source software stewards, Art. 24 CRA

The developers and stewards of open source software1669 are subject to a significantly reduced cata-logue of obligations compared to the manufacturers of digital products.1670

(1)  Concept and special features of the scope

Free and open source software is software whose source code is openly shared and whose licence provides all the necessary rights to make it freely accessible, usable, modifiable and redistributable, Art. 3 No. 48 CRA. The draft still distinguishes between the supply phase and the development phase; if the provision of the software (supply phase) constitutes a business activity for the economic operator, the digital product is privileged as free and open source software, but is not completely excluded from the scope of the CRA by means of a sectoral exception.1671 In the development phase, the type of activity or the method of financing is irrelevant and thus ‘prototypes’ never fall under the CRA.1672

An open source software component that is intended for integration into a product with digital elements by another manufacturer only falls within the scope of the Regulation if it is offered as part of a com-mercial activity. The fact that another manufacturer co-finances or supports the development of the software component is not in itself an indication of the commercial nature of the activity of the provider of the software component.1673

Software manufacturers who only contribute source code for free and open source software are com-pletely excluded from the scope of the regulation if they are not subject to their responsibility.1674 Open source software that is ultimately designed for commercial activities, in particular the integration into commercial products with digital elements, is subject to the scope of the CRA with some privileges.1675

The obligations then fall to the the open source software steward, which the CRA introduces as a new category.1676 This is a legal entity that is not a manufacturer, which has the purpose or objective of systematically and sustainably supporting the development of specific products with digital elements that are considered free and open source software and are intended for commercial activities, and which ensures the marketability of these products, Art. 3 No. 14 CRA.

(2)  Voluntary control

In future, developers, users and other third parties will be able to have the conformity of open source software with the requirements of the CRA assessed voluntarily. According to Art. 25 CRA, delegated acts are to be issued for this purpose. Such a legal act could provide for a corresponding European scheme for cybersecurity certification in accordance with Article 48 of the CSA.1677 According to Art. 32(5) CRA, manufacturers of open source software may undergo one of the conformity assessment procedures mentioned in Art. 32(1) CRA if the technical documentation of the product is made public at the time it is placed on the market.

(3)  Obligations and exceptions for stewards

Art. 13(5) CRA stipulates that the manufacturer's duty of care to adapt the third-party software that is integrated into its own product to the security standard of Annex I CRA also applies if open source software is integrated.

Art. 24 CRA regulates the special obligations of the open source software stewards. According to Art. 24(1) CRA, the main obligation is to develop and document a strategy to support the effective handling and voluntary reporting of vulnerabilities in accordance with Art. 15 CRA and the development of a secure product in general. According to Art. 24(2) CRA, stewards must cooperate with the market sur-veillance authority and provide it with the documentation of the cybersecurity strategy described above upon request. This corresponds to the responsibility of the market surveillance authorities under Art. 52 (3) CRA to ensure the fulfilment of the administrator's obligations.

As for manufacturers, the obligations of Art. 14(1), (3) and (8) CRA also apply to stewards of open source software, Art. 13(6) CRA. The notification of actively exploited vulnerabilities is mandatory pursuant to Art. 14(1) CRA if the steward is involved in the development of a product with digital content, Art. 24(3) CRA. According to the definition in Art. 3 No. 1 CRA, this only applies if the product is placed on the market. According to Art. 24(3) CRA, a serious incident must be reported in accordance with Art. 14(3) CRA if the security incident leads to an impairment of the network and information systems provided by the steward for the development of products with digital elements.1678 In this case, the users of the open source software must also be informed of the serious incident and, if necessary, provided with measures with which they can minimise the extent of the incident, Art. 14(8) CRA.

Stewards are exempt from the fines under Art. 64(3)–(10) CRA pursuant to Art. 64(10)(b) CRA. Stew-ards are not fined for every violation of the regulation.

f) Market surveillance, enforcement and sanctions

According to Art. 1(d) CRA, the regulation should also contain provisions on market surveillance, con-trol and enforcement.

aa) Market surveillance and enforcement, Art. 52–60 CRA

The Member State market surveillance authorities are responsible for the market surveillance of prod-ucts with digital elements and the enforcement of the provisions of the CRA; to this end, Art. 52(1) CRA declares the Market Surveillance Regulation1679 to be applicable to products with digital elements within the meaning of the CRA.1680 According to Art. 52(2) CRA, the Member States are obliged to designate one or more market surveillance authorities, whereby an existing authority can also be designated.1681 Enforcement measures include the so-called ‘sweeps’.1682 According to Art. 60 CRA, market surveil-lance authorities are authorised to carry out ‘sweeps’ in which the manufacturer's products are purchased by the authorities under a pseudonym and tested for conformity with the CRA. The authorities of the Member States shall cooperate directly or through coordination by ENISA by means of joint actions to be made public, Art. 59(1), (5) CRA.1683

bb) Sanctions, Art. 64 CRA

The primary instrument used by market surveillance authorities to ensure enforcement is administrative sanction.1684 These sanctions, which the authorities can impose on economic operators in the event of breaches of CRA obligations, are regulated in Art. 64 CRA. As a basic principle, Art. 64 (1) CRA states that sanctions must be effective, proportionate and dissuasive. The aspect of effectiveness is achieved with fines that are based on a percentage of the company's turnover and thus remain a deterrent even for large global corporations. Proportionality is achieved through a granular system of fines for different breaches of obligation and, in accordance with Art. 64(5) CRA, through the final discretion of the authorities to apply a lower fine.1685 In accordance with Art. 64(6) CRA, the market surveillance authority notifies the imposition of a fine to the authorities of the other member states. The authority may also levy processing fees, Art. 64(9) CRA. The sanction model is therefore comparable to the GDPR.1686 This means in detail:

(1)  Breaches of cybersecurity requirements in accordance with Annex I and Art.  13, 14, Art. 64(2) CRA

According to Art. 64(2) CRA, breaches of primary obligations under Art. 13 et seq. and Annex I CRA lead to fines of up to EUR 15 million. Companies pay up to 2.5 % of their global annual turnover in the previous financial year if this value exceeds EUR 15 million.

(2)  Violations of Art. 18–53, Art. 63(3) CRA

For violations of Art. 18–23, 28, 30(1)–(4), Art. 31(1)–(4), Art. 32(1), (2) and (3), 33(5), Art. 39, 41, 47, 49 and 53 CRA, a fine of up to EUR 10 million or, in the case of companies, 2% of annual worldwide turnover is due in accordance with Art. 64(3) CRA.

(3)  Incomplete, misleading or false information provided to the notified body or  market surveillance authority, Art. 64(4) CRA

According to Art. 64(4), care must also be taken when responding to requests for information from the market surveillance authority and notified bodies. Incomplete, misleading or simply false information can be penalised with fines of up to EUR 5 million or up to 1% of a company's annual turnover. In addition, sanctions under the German UWG are also likely to be applicable to safety violations under the CRA.1687

(4)  Exception for SMEs and administrators of open source software, Art. 64(10)  CRA

However, according to Art. 64(10) CRA, the aforementioned fines do not apply to SMEs in the event of deadline violations pursuant to Art. 14(2)(a) and (4)(a) CRA. Stewards of open source software are completely exempt from the fines.

In addition to fines, there are also monitoring and intervention powers of public sector bodies, the power to withdraw despite compliance due to significant cybersecurity risks, Art. 54(1) CRA, and the prohibi-tion in the event of formal non-compliance after an unsuccessful request for rectification, Art. 58(2), (1) CRA.

g) Summary and practical implications

With its first comprehensive and horizontal regulation of the cybersecurity requirements for digital prod-ucts, the European Union has set out to achieve a major breakthrough. Binding cybersecurity require-ments for products with digital elements are being introduced across the EU for the first time, with the aim of strengthening their resilience to cyberattacks and enabling consumers and companies to make more transparent decisions in a standardised internal market in terms of cybersecurity.

It must be recognised that the CRA, with its extremely extensive requirements for manufacturers, importers and distributors of digital products, creates a regulatory framework that can actually significantly reduce the risk of a cybersecurity flaw, even long after a product has been placed on the European market.1688 This is because the CRA takes a promising approach to increasing the security of a digital product with the obligation to disclose vulnerabilities. The dense web of reporting obligations with the imposition of CVD obligations has the potential to improve consumer protection and product transpar-ency in the Union.1689 At the same time, the extensive reporting obligations pose a particular challenge for small and medium-sized companies.1690 This will make it easier for market participants to assess the cybersecurity of a product and, in the long term, low-vulnerability and secure products are likely to prevail on the European single market.1691

The growing range of cyber-resilient products also reduces the strain for affected companies to imple-ment the cybersecurity requirements of the NIS 2 Directive. This is because if only cyber-resilient prod-ucts are available on the European market, only these can be used to fulfil the necessary risk manage-ment obligations.1692 The Cyber Resilience Act must therefore be recognised as having the potential to raise the level of cybersecurity throughout the EU.1693

However, the various obligations for manufacturers, importers and distributors of digital products to increase cyber resilience are necessarily accompanied by a significant increase in compliance require-ments.1694 This is not limited to large market participants, but also includes small and medium-sized companies. Although this is essential for ensuring a high level of cybersecurity without restriction, it represents an additional expense for small companies.

The CRA's approach to reporting vulnerabilities and incidents has also been the subject of criticism. . In particular, the CRA requirements would create a real-time software database with open cybersecurity vulnerabilities, which could present itself as an attractive target for hackers. In addition, the digital infrastructure would potentially become less secure, as cyber security vulnerabilities would be publicised before the affected companies could develop and provide patches and countermeasures. The Cyber Resilience Act would thus run counter to its own regulatory purpose of increasing the level of cyber secu-rity.1695 However, the CRA can already partially refute this accusation, as Art. 16(2) CRA provides for the possibility of deferring the disclosure of reporting information in important cases. However, securing the reporting platform against cyberattacks remains a top priority due to the sensitivity of the information it contains.

Manufacturers should switch their processes to the requirements of the CRA as early as possible. It is true that most of the provisions of the CRA only become mandatory 36 months after entry into force (Art. 71 No. 2 CRA). However, as the requirements affect the fundamental design of a product, it is advisable for the stakeholders concerned to make decisions in this regard well in advance and, if neces-sary, to implement them, which can be a challenge for the obligated market participants due to some undefined legal terms in the CRA.

In order to facilitate the changes, the obligations under the draft regulation are summarised below. Six steps can be derived from the CRA in order to fulfil the obligations prior to placing on the market.

Step 1: A cybersecurity risk assessment must be carried out by the manufacturer as early as possible and, if necessary, updated during the course of development, Art. 13 (2), (4) CRA. In this assessment, the risk level of the future product is initially assessed by the manufacturer itself. Based on the result of this categorisation, the product should be designed in accordance with the safety requirements of the CRA from the outset. The law assumes that this step takes place or begins before the planning phase of the product (Art. 13(2) CRA). In practice, it is likely to be difficult to carry out a comprehensive analysis of cybersecurity risks if the specific dimensions of the product have not yet been determined. If the manufacturer is already required to carry out a risk assessment for its product under another more spe-cific Union act, then it is sufficient if the manufacturer only carries out an overall assessment that fulfils the requirements of the other regulations and the CRA, Art. 13(4) CRA.

Step 2: Before the product can be placed on the market, the manufacturer must prepare technical doc-umentation in accordance with Art. 31 CRA. It must contain the information listed in Annex VII CRA. The cybersecurity risk assessment must also be included in the technical documentation, Art. 13(4) CRA. In some cases, the technical documentation is also mentioned as part of the conformity assessment procedure in the modules in the Annex to the CRA. The duplication is only for editorial reasons, but the same documentation is meant.

The technical documentation must describe how the manufacturer intends to fulfil the requirements of Annex I, Art. 31(1) CRA. This description is not required if the manufacturer includes a list of the applied harmonised standards, including the reference in the Official Journal, the common specifications and the European cybersecurity certification schemes that he uses, Annex VII No. 5 CRA. If the manu-facturer uses one of these options, it also fulfils the requirements for the presumption of conformity in accordance with Art. 27 CRA.

The manufacturer must update the technical documentation during the support period. The technical documentation does not necessarily have to be carried out as a second step, but is mandatory before the product can be placed on the market, Art. 13(12) CRA. It is also a component of the majority of con-formity assessment procedures. If the manufacturer believes that some of the essential requirements from Annex I Part I CRA are not applicable to their product, then a clear justification must be provided in the technical documentation for each requirement that is not fulfilled, Art. 13(3) CRA.

Step 3: The manufacturer must define a support period in accordance with Art. 13(8) CRA. This should correspond to the expected useful life of the product, but must last at least five years unless it can be assumed that the product will be in operation for less than five years, Art. 13(8) CRA. During the entire support period, the manufacturer must document and update the cybersecurity risk assessment, Art. 13(3) CRA. In addition, all security updates provided by the manufacturer during the support period must remain available for at least 10 years after the product is placed on the market and for a maximum of the support period, Art. 13(9) CRA. The end date of the support period must be easily visible on the product when it is purchased and must be specified at least to the month. With the introduction of the support period, the lifespan of a product now plays a major role in determining the period during which the manufacturer is obliged to provide support.1696

Step 4: A conformity assessment procedure in accordance with Art. 32 CRA must then be carried out. This involves checking the conformity of the product with digital elements and the procedures defined by the manufacturer with the requirements in Annex I. Depending on the risk of the product, more extensive conformity assessment procedures are provided for. In all cases, where available and applica-ble, conformity can be established by means of a European cybersecurity certification scheme in accordance with Art. 27(9) CRA qua presumption of conformity.

For normal products, the manufacturer has the choice of which conformity assessment procedure to carry out, Art. 32(1) CRA. He can choose between modules A, B, C and H.

For important and critical products, the manufacturer cannot demonstrate conformity through internal self-assessment (Module A). He only has the choice between EU type examination based on internal production control Art. 32(3)(a) CRA, Annex VIII Module B/C and comprehensive quality assurance, Art. 32(3)(b) CRA, Annex VIII Module H. In the event of an increased cyber security risk, the involve-ment of third parties in the conformity assessment is therefore always necessary.1697

Step 5: If the selected conformity assessment procedure has demonstrated that the product and the pro-cedure fulfil the essential requirements in Annex I Part I and II CRA, the manufacturer draws up the EU  declaration of conformity (Art. 28 CRA) in accordance with Art. 13(12) CRA. The content of the declaration of conformity must correspond to the model in Annex V CRA, Art. 28(2) CRA. A single declaration is sufficient, which, however, then attests conformity with several Union legal acts, citing the relevant provisions (including the reference in the Official Journal), Art. 28(3) CRA.

Step 6: Finally, the CE marking (Art. 29 et seq. CRA) must be affixed to the corresponding product in accordance with Art. 13(12) CRA. The principles of CE marking according to Art. 30 of the Market Surveillance Regulation apply.1698 Furthermore, if the product is covered by other EU acts that also require the affixing of a CE mark, it is sufficient to affix only one mark to the product, Art. 30(5) CRA.

4. Digital Operational Resilience Act (DORA) - Regulation (EU) 2022/2554
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a) Preliminary considerations

aa) Introduction and background to the regulation

The EU is facing an ever-increasing threat from cyberattacks. Many of these cyberattacks also target the critical infrastructure of the financial sector and can therefore jeopardise the stability of the financial system.1699 The threat of financial instability is reached when the financial system is no longer able to fulfil its essential economic functions, such as the processing of payment transactions.

In 2022, a digital disaster was declared in Germany for the first time after a ransomware attack, a form of digital blackmail, hit the state.1700 But it is not only public institutions that are becoming the target of cyberattacks. More and more actors are focussing their efforts on private, often smaller, companies. More than half of all German companies now feel that their existence is threatened by cyberattacks,1701 particularly in view of the increasing amounts of damage caused by these attacks.1702

In view of the risks to the European financial system outlined above, the European legislator felt com-pelled to create the first legal requirements for digital operational resilience and the protection of infor-mation and communication technology (ICT) in the financial sector with the Digital Operational Resilience Act (DORA).1703 The term ICT covers all technologies that are suitable for storing, processing or communicating data. This also includes the way in which this data is used and all associated ser-vices.1704 One example of ICT in the financial sector is cloud computing services such as the IBM ‘Financial Transaction Manager’1705, which are used by financial institutions to process financial transac-tions and analyse data.

DORA pursues the overarching goal of strengthening the European financial market against cyber risks.1706 The growing interconnectedness between companies, even across national borders, increases the risk of cyber incidents, which can spread to the entire financial system.1707 DORA is intended to achieve these goals by creating obligations that apply to all financial companies.1708 This should prevent companies from making short-term savings just to secure a supposed competitive advantage.1709

DORA entered into force on 16 January 2023 and will become directly applicable on 17 January 2025 after the 24-month implementation period in accordance with Art. 64 DORA.

bb) Relationship to other European cybersecurity law

DORA initially contains overlaps with the requirements of the NIS 2 Directive, for example with regard to (ICT) risk management, communication in the event of a security incident or sanctions, whereby the requirements for financial companies set out in DORA are more stringent than the requirements of the NIS 2 Directive.1710 In this respect, both legal regimes are in a relationship of speciality, as Art. 4(1) Directive (EU) 2022/2555 clearly states.1711 It follows that financial undertakings covered by DORA cannot also be regarded as institutions within the meaning of the NIS 2 Directive and therefore do not have to comply with the obligations of the NIS 2 Directive or the national implementing legislation that apply to institutions.1712

b) Scope, Art. 2 DORA

The sector-specific scope of the regulation results from Art. 2 DORA and exclusively covers the finan-cial undertakings enumerated in Art. 2(1), (2) DORA. According to Art. 2(1) DORA, this includes the following companies:

Credit institutions (a);

Payment institutions, including payment institutions exempted under Directive (EU) 2015/2366 (b);

Account information service provider (c);

Electronic money institutions, including electronic money institutions exempted under Directive 2009/110/EC (d);

Investment firms (e), providers of crypto services authorised under the Regulation on Mar-kets in Crypto Securities and issuers of value-referenced tokens (f);

Central securities depository (g);

central counterparties (h);

trading venues (i);

trade repository (j);

Alternative investment fund managers (k);

Management companies (l);

Data provision services (m);

Insurance and reinsurance companies (n);

Insurance intermediaries, reinsurance intermediaries and insurance intermediaries in sec-ondary employment (o);

Institutions for occupational retirement provision (p);

rating agencies (q);

Administrators of critical reference values (r);

Swarm financing service provider (s);

securitisation register (t) and

ICT third-party service providers (u).

The term "ICT third-party service provider" within the meaning of Art. 2(1)(u) DORA includes com-panies that provide ICT services in accordance with the definition in Art. 3 No. 19 DORA.1713

However, the groups of companies listed in Art. 2(2) DORA are expressly excluded from the scope .

In order to exempt micro-enterprises from the sometimes far-reaching obligations and burdens of the DORA, the regulation stipulates exemptions and special features in various places.1714 According to Art.

3 No. 60 DORA, micro-enterprises within the meaning of the DORA are companies that employ fewer than 10 people and have an annual turnover or balance sheet of less than EUR 2 million.

In some cases, micro-enterprises are completely exempt from individual obligations, for example from certain test procedures in Art. 26(1) DORA. In other cases, there are modifications compared to the requirements for larger financial companies, such as in Art. 12(4) DORA. However, according to their wording, some obligations also apply in full to micro-enterprises, such as the obligation to identify crit-ical ICT assets pursuant to Art. 8(4) DORA.

Of course, this does not apply to micro-enterprises, which are already excluded from the scope by Art. 2(3)(e) DORA.

c) Obligations for financial companies, Art. 5–35 DORA

DORA contains a number of obligations for financial organisations, which can be divided into the fol-lowing five categories: ICT risk management, aa); ICT incident reporting, bb); digital operational resil-ience testing, cc); ICT third-party manager, dd); and reporting and monitoring, ee).1715 The obligations for financial companies set out in Art. 5–35 DORA must be implemented in accordance with Art. 4(1), (2) DORA, taking into account the principle of proportionality, which is why the size, risk profile and type and complexity of the services of the respective company must always be taken into account appropriately. Although the principle of proportionality is a principle codified in primary law (Art. 5(4) TEU), the legislator considered a separate regulation to be necessary in view of the broad scope of the DORA.1716 The principle of proportionality is also the dogmatic basis for the risk-based approach that the Union legislator consistently pursues in digital legislation, which is also reflected in Art. 4 DORA.1717

aa) Obligations under the ICT risk management framework , Art. 5–14 DORA

Art. 5(1) DORA obliges financial undertakings to introduce an internal governance and control frame-work that ensures effective and prudent management of ICT risks in accordance with Art. 6(4). The obligations of financial companies with regard to ICT risk management, governance and organisation can be described as follows:
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(1)  Organisational duties of the management body, Art. 5(2) DORA

Art. 5(2) DORA declares the definition, authorisation, monitoring and responsibility for all arrange-ments relating to ICT risk management to be the task of the management body of the financial under-taking1718. The management body is legally defined in Art. 3 No. 30 DORA with reference to Art. 3(1) No. 7 Capital Requirements Regulation1719: This is to be understood as the body of the respective com-pany that has been appointed in accordance with the provisions of national law and has the authority to determine the strategy, objectives and principles of the institution, as well as to monitor and control the decisions of the management. In addition, this body should include the persons who actually manage the institution.1720 Accordingly, the governing body of financial institutions is usually the management in the form of the managing director or management board.1721

Art. 5(1)(a)–(i) DORA specifies this catalogue of tasks to the effect that the management body of a financial undertaking bears ultimate responsibility for the management of ICT risks (a) and is responsi-ble for introducing guidelines to ensure high standards with regard to the availability, authenticity, integrity and confidentiality of data (b). As Art. 5(1)(a) DORA transmissions the ultimate responsibility for ICT risk management to the management body, this duty can no longer be delegated.1722 In addition to the advantage of better justiciability, it may also make sense from a business perspective, as the man-agement should ideally have an overview of both the business and internal structures and obligations within a company structure.1723

In addition, clear roles and responsibilities for ICT-related functions and governance arrangements for effective communication and coordination must be defined (c). Furthermore, the management body is responsible for defining and approving the digital operational resilience strategy and the company's risk tolerance threshold (d). The management body approves, monitors and regularly reviews the ICT busi-ness continuity guidelines and the ICT response and recovery plans, which are integrated into the general business continuity plans (e). In addition, the governing body reviews internal ICT audit plans (f) and ensures that sufficient budget resources are allocated to meet the requirements of digital resilience, including training and awareness programmes for ICT security (g). It also monitors the agreements with third-party ICT providers, approves the relevant guidelines and ensures the establishment of internal reporting channels to be properly informed about agreements, changes and incidents related to third-party ICT providers (h), (i).

(2)  Duty of the management body to provide further training, Art. 5(4) DORA

Art. 5(4) DORA stipulates the obligation of all members of the management body to attend regular training sessions with the aim of actively maintaining sufficient knowledge and skills up to date at all times. The provision is similar to Art. 20(2) Directive (EU) 2022/2555 and serves the purpose that the management must have a certain level of expertise in order to be able to properly assess and conse-quently guarantee compliance with the requirements within the meaning of Art. 5(2) DORA.1724

(3)  Obligation to update for ICT systems, protocols and tools, Art. 7 DORA

Art. 7 DORA initially contains technical requirements for ICT systems and protocols or other tools. To protect against cyberattacks in a constantly changing digital threat situation, it is necessary to keep all systems up to date with updates, Art. 7 DORA. in this respect, DORA also follows the ‘security by design’ approach.1725

According to Art. 7(a)–(c) DORA, the protocols and tools of financial organisations must comply with the proportionality principle of Art. 4 DORA, be reliable and have sufficient capacity, including for peak operations. Only a system that is as up to date as possible can respond appropriately quickly to attacks.1726 According to Art. 7(d) DORA, these systems must therefore also be technologically resilient in order to be able to work even under heavy load, such as in cases of above-average call-off rates.1727

(4)  Identification of ICT risks, Art. 8 DORA

As a first preventive measure against ICT incidents, Art. 8 DORA specifies the obligation to identify potential threats and ICT vulnerabilities. According to Art. 8(2) DORA, this includes the recording of risk scenarios. This obligation includes the identification of risks emanating from other financial com-panies as well as any risks in the company's own operations that could affect other financial companies. The reviews should be carried out at least once a year. In addition, Art. 8(4), 5 DORA obliges companies to keep a record.

(5)  Protection and prevention of incidents, Art. 9 DORA

In order to optimally protect themselves from damage caused by security incidents, companies must use appropriate ICT security tools, policies and procedures in accordance with Art. 9(1) DORA. This includes, in particular, general ‘business continuity management’ (BCM). These are management pro-cedures that regulate how a company's employees should behave in the event of an incident that restricts operations in order to maintain business continuity.

Art. 9(2) DORA contains the obligation to ensure secure data transmission through high standards with regard to the availability, authenticity, integrity and confidentiality of data. This is achieved through the creation of an information security guideline, which should contain rules to fulfil the protection objec-tives.1728

The protection and prevention objectives are to be achieved through ICT solutions and processes in accordance with Art. 9(3) DORA. The article contains requirements for these solutions and processes in (a)–(d). These requirements are secure data transmission, protection against data corruption, unau-thorised access and technical defects, availability and protection against data management-specific risks.1729

(6) Recognition mechanisms, Art. 10 DORA

In accordance with Art. 10(1) DORA, financial companies are also obliged to introduce mechanisms to identify potential vulnerabilities and security gaps as a preventive measure. According to Art. 3 No. 16 DORA, a vulnerability is any point within an asset, system, process or control that makes it vulnerable to attack. To ensure that these mechanisms work in an emergency, they must also be tested regularly in accordance with Art. 10(1), (2) DORA using the procedures listed in Art. 25 DORA.

(7) Response to incidents, Art. 11 DORA

The creation of comprehensive ICT business continuity guidelines is an explicitly stated component of the ICT risk management framework in Art. 11(1) DORA.1730 According to Art. 11(2) DORA, these guidelines are to be implemented through special regulations, procedures and mechanisms, which in turn are to be precisely documented. The purpose of creating the ICT business continuity guidelines is to ensure the continuation of the important functions of the financial company by creating an ‘emergency concept’1731 in the event of ICT-related incidents and to prevent the occurrence of damage by reacting quickly and appropriately, see Art. 11(2)(a), (b) DORA. In addition, Art. 11(4) DORA stipulates that the ICT business continuity guideline must continue to be maintained and tested after its creation, par-ticularly with regard to critical and essential functions that have not been outsourced by the financial company itself but to third-party ICT service providers.

The testing obligation is also precisely standardised in Art. 11(4) DORA, according to which annual testing and a renewed test following fundamental changes to the ICT systems is provided for. The same testing obligation applies to the crisis communication plans also mentioned in Art. 14 DORA, although Art. 11(4)(b) DORA does not specify the frequency of the tests.

(8) Guidelines and procedures for backup, recovery and restoration, Art. 12 DORA

The obligations under Art. 11 DORA are supplemented by Art. 12 DORA, which describes the proce-dure following an ICT incident: According to Art. 12(1)(a) DORA, companies are obliged to develop and document guidelines and procedures that regulate the company's data security. In addition, accord-ing to Art. 11(1)(b) DORA, there is an obligation to define procedures and methods for the recovery and restoration of lost data. This is intended to minimise the downtime (or recovery time)1732. In concrete terms, this means that companies are obliged to define a backup strategy that specifies which data must be backed up and how often. According to Art. 12(1) DORA, however, these backup systems must not compromise the security or usability of IT systems and must be tested regularly to ensure that they are functioning properly. Finally, the obligation to check the integrity of the data after an ICT incident in accordance with Art. 12(7) DORA must be observed. According to the wording of the standard, this is done by means of multiple checks and comparisons of the data from the checks.

(9) Further development obligation, Art. 13 DORA

According to Art. 13 DORA, companies also have an internal development obligation. According to Art. 13(1) DORA, sufficient capacity must be provided to document information on possible system vulnerabilities, cyber threats and ICT-related incidents. The ICT risk management framework is to be further developed through the documentation and the findings from the incidents.1733 The retrospective review is also intended to determine whether previously defined procedures were followed and whether the selected defence measures were effective during an incident, Art. 13(2) DORA. The measures taken are to be assessed, among other things, according to the speed of response, as well as the effectiveness of determining the impact of ICT incidents and internal and external communication.

The results from the assessment following an incident are incorporated into an ICT risk assessment process in accordance with Art. 13(3) DORA, in which the results from the tests in accordance with Art. 26, 27 DORA must also be included. In accordance with Art. 13(5) DORA, senior ICT employees must report to the management body of the respective company once a year on the findings obtained and make recommendations for action.

In addition, Art. 13(6) DORA contains the obligation to provide mandatory training for employees to raise awareness of ICT security.

(10) Communication plans, Art. 14 DORA

As the final part of the ICT risk management framework, Art. 14(1) DORA also requires the reporting of serious ICT incidents or vulnerabilities to customers, other financial organisations and the public. To this end, companies are obliged to draw up crisis communication plans to enable responsible disclo-sure.1734 In addition, Art. 14(2) DORA requires an internal communication strategy towards a company's employees and external stakeholders.1735

Finally, Art. 14(3) DORA requires the appointment of a person to implement the communication strat-egy for ICT-related incidents, who should act as a kind of "emergency spokesperson" to represent the company to the public.1736

bb) Simplified ICT risk management framework, Art. 16 DORA

Art. 16 DORA contains a restriction of the obligations just described within the ICT risk management framework for certain types of companies; Art. 5 to 15 DORA do not apply to these types of companies.

Art. 16(1) DORA initially regulates the applicability of simplified ICT risk management for small and non-interconnected investment firms. These are investment firms that fulfil the requirements of Art. 3 No. 34 DORA in conjunction with Art. 11(1) Investment Firms Regulation . 1737

In addition, the simplified ICT risk management framework applies to certain payment institutions in accordance with Art. 32(1) PSD21738, certain electronic money institutions that are excluded from the scope of the Electronic Money Directive1739 and small institutions for occupational retirement provision.

cc) ICT third party risk management, Art. 28–30 DORA

Art. 28 et seq. DORA contain obligations regarding the handling of financial companies with ICT third  parties. According to Art. 28(1) DORA, ICT third-party service providers should be treated as part of ICT risk management. This is based on the idea that by outsourcing, companies take on a risk that they cannot control themselves with regard to the emergence of ICT risks. To avoid these risks, the handling of third-party ICT service providers should be defined in advance by systems and methods.1740 In accordance with Art. 28(1)(a) DORA, the responsibility for compliance with the obligations under the Regulation remains fully with the financial undertaking even when outsourcing to ICT third parties.

In addition, before a contractual agreement on the use of ICT services is concluded, a comprehensive risk analysis should be carried out, taking into account the far-reaching substantive requirements of the Regulation, see Art. 28(4) DORA.

Art. 30 DORA also obliges companies to ensure compliance with certain minimum contractual content regarding the use of ICT services. However, the requirements mentioned in Art. 30(2) DORA are not fundamentally new, but are based on existing requirements for outsourcing contracts, in particular with regard to critical or essential functions and agreements with cloud providers.1741

d) ICT-related incidents - handling and reporting, Art. 17–19 DORA

According to Art. 3 No. 8 DORA, an ICT-related incident is an event or a corresponding series of related events not planned by the financial company that affect the security of the network and infor-mation systems and have a negative impact on the availability, authenticity, integrity or confidentiality of data or on the services provided by the financial company.

Companies have an obligation to report serious ICT-related incidents to the responsible higher finan-cial level. In addition, the management must be informed of the incident in accordance with Art. 1(1)(a)(ii) DORA. According to the definition in Art. 3 No. 10 DORA, an ICT-related incident is serious if it can have a far-reaching negative impact on the network and information systems that fulfil the critical or important functions of a company.

The severity level is determined on the basis of criteria previously defined by the company. If a materi-ality threshold is exceeded according to these criteria, the incident is categorised as serious.1742

So-called cyber threats are to be distinguished from serious ICT-related incidents. According to Art. 3 No. 12 DORA, cyber threats describe a possible event or action that could damage, disrupt or in any way impair network and information systems, their users and other persons.

The reporting of cyber threats is only carried out on a voluntary basis and only from a certain level of materiality, Art. 1(1)(a)(ii) DORA. The differentiation in the wording of the law makes it clear that the term ICT-related incident is to be understood more broadly than a "cyber attack" or “cyber threat”.1743 This usually originates from malicious actors outside the company. The broad term, on the other hand, also includes incidents caused unintentionally by employees.1744

e) Testing digital resilience through test programmes, Art. 24–27 DORA

aa) Basic testing obligation, Art. 24 DORA

In addition to the obligations arising from the ICT risk management framework, DORA also contains the obligation in Art. 24 et seq. DORA to regularly test digital resilience.1745

The audit is always carried out by independent parties, so-called ‘testers’ in accordance with Art. 24(4) DORA, whereby these may be internal or external persons. In the case of an internal audit, companies must ensure that sufficient financial resources are available for the audit and that no conflicts of interest arise during the audit.1746 Further requirements for the selection of testers are set out in Art. 27 DORA. Special regulations apply to micro-entrepreneurs, Art. 24(4) et seqq. DORA.

In principle, Art. 24(3) DORA stipulates that financial companies can determine the appropriate scope and frequency of the audits themselves. The standard to be applied here is based on a risk-based approach according to the size of the company, how great the risk of attacks is for the company in question and how high the company's need for protection is. This again represents a manifestation of the propor-tionality principle.

If problems or vulnerabilities are found during such a test, Art. 24(5) DORA also stipulates the obliga-tion to draw up procedures and guidelines for dealing with such problems, such as the prioritisation or classification of deficiencies, and how these can be remedied. Due to the lack of legal references, it can be concluded that companies can independently determine the frequency with which digital resilience tests are carried out, taking into account the risk-based assessment.

However, an exception to this is the testing of any ICT systems or ICT applications that support critical or other important functions within the meaning of Art. 24(6) DORA. According to Art. 24(6) DORA, these must be appropriately tested once a year.

bb) Threat-Led Penetration Tests, Art. 25–27 DORA

In addition, there is a requirement for certain types of companies to carry out further, threat-oriented tests in accordance with Art. 25(1) DORA.

Part of these are also so-called ‘threat-led penetration tests’ (TLPTs).1747 These are threat-orientated penetration tests in accordance with Art. 3 No. 17 DORA. The TLPTs are intended to simulate a threat that is as close to reality as possible, enabling a live production test of the critical systems.

TLPTs must be completed by this type of company at least every three years in accordance with Art. 26(1) DORA. In principle, TLPTs can be carried out by both internal and external testers in the same way as tests in accordance with Art. 24 DORA. However, Art. 26(8) DORA stipulates that every third TLPT must be carried out by an external tester.

The provision that the obligation to carry out TLPTs only applies to those companies that are exposed to the greatest risk according to a risk-based assessment once again represents an expression of the proportionality principle within the DORA.1748 If the tests have been carried out properly in accordance with Art. 26, 27 DORA, the competent authorities must issue the company with a certificate to this effect. However, this means that full responsibility remains with the company management.1749

f) Supervision, enforcement and sanctions, Art. 46 et seqq. DORA

DORA establishes in Art. 46 et seqq. a comprehensive supervisory system for critical ICT service pro-viders in the financial sector at European level for the first time.1750 According to Art. 46(a)–(q) DORA, the responsibility of the authority depends on the type of financial undertaking.1751 Art. 47 DORA reg-ulates the cooperation between the authorities responsible under DORA and the structures and authori-ties created by the NIS 2 Directive. In particular, the exchange of information and the possibility of coordinating supervisory activities and inspections in connection with critical ICT third-party service providers are defined in order to ensure effective cooperation and rapid response mechanisms.1752 Art. 48 DORA contains the obligation for the authorities to exchange information (2) and to cooperate (1).1753

aa) Supervision and enforcement, Art. 46, 47 DORA

Both national and European authorities are responsible for the supervision of and compliance with the provisions of the DORA. While the national supervisory authorities are responsible for monitoring financial companies with regard to the implementation of the regulation, carrying out inspections and imposing sanctions in accordance with Art. 46 DORA, the EBA, ESMA and EIOPA are responsible for cross-border matters at European level. These authorities are also responsible for the supervision of critical third-party ICT service providers in order to ensure uniform application of the regulations in the European Union (Art. 47 DORA).

In addition, critical third-party ICT service providers that provide essential services for financial com-panies are subject to centralised supervision by specialised supervisory authorities. These authorities work in close co-operation with national and European authorities to ensure the stability and resilience of these services (Art. 35 DORA). The competent authorities have extensive enforcement powers, rang-ing from ordering corrective measures to imposing sanctions, to ensure the digital operational resilience of financial institutions (Art. 50 DORA).

bb) Sanctions, Art. 50–54 DORA

(1)  Administrative sanctions, Art. 50 DORA

Art. 50 DORA first describes the supervisory, investigative and sanctioning powers of the administrative authorities.

The triad of offences against DORA, as described in Art. 50(3) DORA, already corresponds to the prin-ciples known from the GDPR and the NIS 2 Directive. Accordingly, sanctions or other measures in the event of infringements must always be effective, proportionate and dissuasive.1754

In addition, Chapter VII of the DORA also sets out obligations that must be fulfilled by the administra-tive authority itself. If the competent administrative authority imposes sanctions against infringements, the authority must publish each decision in accordance with Art. 54(1) DORA on its official website. It must be possible to identify the person committing the offence from the publication in accordance with Art. 54(2) DORA and comprehensive information on the offence must be provided. In addition to the sanctions, this obligation to publish creates a kind of "pillory effect" through the public announce-ment.1755

However, DORA does not contain a corresponding catalogue of fines. Corresponding catalogues of fines should rather be drawn up by the competent national financial authorities such as BaFin, see Art. 50–52 DORA.1756

(2)  Criminal sanctions, Art. 52 DORA

Art. 52 DORA also sets out the possibilities of criminal sanctions. It is still unclear how criminal liability for violations of DORA affects the management of a company. In contrast to the NIS 2 Directive, the DORA itself does not contain a catalogue of fines or other criminal sanctions. Rather, according to the regulation, the national legislator should be free to establish criminal sanctions for violations of DORA.1757

g) Conclusion

aa) Summary

DORA contains regulations for previously unresolved issues of sector-specific financial cybersecurity law. Above all, it contains abstract and theoretical regulations for the updating obligations of IT service providers.1758 To counteract the excessive demands placed on companies, familiar regulatory techniques such as the proportionality principle have been incorporated into the regulation.1759

DORA makes it illegal to delegate cyber monitoring to third parties. According to Art. 5(2) DORA, the monitoring obligation is not transmissionable; management bears sole responsibility and cannot delegate it, which can be seen as a disproportionately serious interference in the company structure. It appears questionable whether management can adequately fulfil the numerous obligations under the ICT risk management framework. It is precisely the purpose of effective corporate management that tasks within the company can be delegated to specialised third parties for maximum effectiveness.1760 In theory, the training obligation under Art. 5(5) DORA is intended to ensure that company management acquires the necessary expertise. In addition, the responsibility for cybersecurity has also been anchored in corporate management through the ‘G7 Fundamental Elements of Cybersecurity for the Financial Sector’.1761

There is also the aforementioned overlap with the BAIT regulations. Difficulties are caused by the dif-ferent designation of requirements, which means that a detailed comparison of the individual obligations under BAIT and DORA is necessary, which represents a high level of effort for the companies.1762

Finally, there are obligations to carry out TLPTs, Art. 26 DORA. The costs of carrying out these tests are high. The preparation and follow-up work also requires up to one year, which makes the rigid three-year deadline for the next round appear disproportionately early.1763

bb) Practical guide

As the DORA is a regulation, it has a direct regulatory effect and, unlike the NIS 2 Directive, for exam-ple, does not need to be transposed into German law first. Therefore, all the obligations described above will apply directly from 17 January 2025. There is there-fore no further transitional period for adapting existing contractual agreements. Companies must there-fore have already reformed their digital compliance strategy.

Even before the DORA obligations come into force, the regulations on the AI systems of financial com-panies in accordance with the "banking supervisory requirements for IT" (BAIT)1764 must also be observed. There are many points of overlap between the existing requirements of BAIT and the obligations under DORA. It can therefore be assumed that at least the German banks already meet the requirements of DORA.1765
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1. Introduction

a) Background to the regulation of artificial intelligence

The growing importance of artificial intelligence in various areas of the economy and everyday life is also leading to a growing need for a groundbreaking legal framework for this technology — at least this is the perspective in the European Union, where the Artificial Intelligence Act (AIA)1766 has now created the world's first comprehensive set of regulations for the application of artificial intelligence. 1767

Prior to this, the Commission presented an AI strategy1768 on 25 April 2018, which called for a corre-sponding guarantee of an ethical and legal framework. The White Paper on AI1769 published in February 2020 then set out initial plans for the regulation of so-called 'high-risk' applications in certain sectors. The Commission finally presented a concrete draft law in April 2021.1770 This draft already contained a risk-based approach according to which AI systems are categorised into different risk levels. The Euro-pean Parliament's subsequent draft in June 20221771 provided for a number of amendments and additions, including in particular the introduction of the 'basic model' as an additional AI system category. Follow-ing the EU Council's draft in November 2022 and the subsequent trilogue negotiations, the Parliament finally adopted the regulation by a large majority on 13 March 2024. The Council of the EU also adopted the regulation on 21 May 2024 and it was published in the Official Journal of the European Union on 12 July 2024. The Regulation entered into force 20 days after publication in the Official Journal on 1 August 2024 and applies — with a few exceptions — 24 months after the date of entry into force.

The legal nature of the AIA has remained the same across the various drafts and negotiations: it is a preventive prohibition law that prohibits the use of AI in numerous application scenarios or makes it dependent on technical, organisational and legal requirements.1772 This, in turn, is based on a risk-based approach which, depending on the risk of the AI system, provides for a complete ban or varying degrees of strictness and labelling and transparency obligations. The focus is on the technological neutrality of the regulatory approach, according to which it is not the AI system per se that is taken into account, but the potential risk of the specific application of an AI system.1773 The regulatory framework has become considerably extensive: 180 recitals can be used to interpret 113 articles in 13 chapters. In addition, there are 13 annexes and 68 definitions in Article 3 of the AIA.

b) Objectives and recitals

With the AIA, the European Union hopes to play a pioneering role worldwide in the introduction of safe, trustworthy and ethically acceptable AI.1774 According to the subject matter of the Regulation under Art. 1(1) of the AIA and the explanations in numerous recitals, the Regulation is intended in particular to

improve the functioning of the internal market through a harmonised legal framework for the development, placing on the market, commissioning and use of artificial intelligence systems in the EU;

promote the deployment of human-centred and trustworthy AI while ensuring the protection of health, safety and fundamental rights enshrined in the Charter of Fundamental Rights of the European Union, including democracy, the rule of law and environmental protection; and

Ensure protection against the harmful effects of AI systems in the Union while supporting innovation.

How these objectives are achieved by the AIA is summarised in Art. 1(2) of the AIA. These include:

harmonised rules for the placing on the market, putting into service and use of AI systems in the Union;

Prohibition of certain AI practices;

specific requirements for high-risk AI systems and obligations for actors in relation to such systems;

harmonised transparency rules for certain AI systems;

harmonised rules for the placing on the market of AI models for general purposes;

Rules for market surveillance, market supervision, governance and enforcement;

Measures to promote innovation, with a particular focus on SMEs, including start-ups.

c) Demarcations

In addition to the AIA, the European legislator has launched a number of other legislative initiatives that essentially focus on the regulation of artificial intelligence, albeit with different orientations. While the AIA aims to provide AI developers and providers with clear requirements and obligations in relation to the specific use of AI, other projects focus primarily on liability for AI. For example, the Product Lia-bility Directive is being revised in order to address the special characteristics of AI, particularly with regard to complexity, autonomy and opacity, in the context of strict liability for damages.1775 In addition, the AI Liability Directive is adapting provisions on non-contractual civil liability with the same objec-tive.1776

In addition to the distinction from liability law requirements, it should be noted that although the AIA does not affect other data law provisions such as the Data Act, certain overlaps can be identified: For example, Art. 10(1) of the AIA contains provisions on requirements for data sets and data governance for high-risk systems. As large amounts of personal data are also regularly required for AI systems, the scope of the GDPR also applies in many cases.1777

2. Scope  and definitions

For the scope of the Regulation, a distinction must be made between the AI systems covered by the material scope of the AIA (Art. 3 No. 1 AIA), the controllers covered by the personal scope and the territorial scope.

a) Material scope

aa) AI systems, Art. 3 No. 1 AIA

The Regulation primarily applies to AI systems. What AI systems are within the meaning of the Regu-lation was defined in Art. 3 No. 1 of the AIA. According to this, the term 'AI system' means a

"… machine-based system that is designed to operate with varying levels of autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations, or decisions that can influence physical or virtual environments;".

According to this definition, six criteria can be summarised:1778 The system is machine-supported (1), designed for autonomous operation (2) and adaptable (3). In addition, the system can derive (5) explicit or implicit goals (4) from the inputs, whereby the results can influence the physical or virtual environ-ment (6).

Firstly, it should be noted that the characteristics of the machine-supported system or the programme's influence on the environment are not yet very meaningful and encompass almost every computer pro-gramme.1779 The decisive criterion for differentiating between AI systems and conventional pro-grammes, however, is the extent of autonomy.1780 Autonomy is understood to mean that an AI system acts independently of human intervention to a certain extent and is able to work without human inter-vention.1781 The characteristic of the adaptability of an AI system after commissioning refers to "its ability to learn, through which it can change during its use"1782.

The material scope of the AIA is therefore extremely broad and has often been criticised due to its lack of definitional clarity.1783 However, despite the broad definition, the term can often be analysed together with the recitals and the technical understanding, so that in practice there will probably be less legal uncertainty than initially feared.1784 A guideline being developed by the Commission will also serve as a concrete aid to interpretation (Art. 96(1)(f) of the AIA). Until such a guideline is available, detailed explanations of the OECD definition can also be used, which is in line with the Regulation but is not legally binding in the EU.1785

However, the exact interpretation of this term and any difficulties in practice remain to be seen. In prac-tice, assuming a low-risk strategy, it should be assumed to be an AI system in cases of doubt, just to be on the safe side.1786

bb) AI models with general purpose, Art. 3 No. 63 AIA

In addition to AI systems, general purpose AI models (GPAI1787) are also covered by the scope of the AIA, Art. 2(1)(a) AIA. AI models with a general purpose are defined in Art. 3 No. 63 of the AIA: According to this, an AI model with a general purpose is:

“ … an AI model, including where such an AI model is trained with a large amount of data using self-supervision at scale, that displays significant generality and is capable of competently perform-ing a wide range of distinct tasks regardless of the way the model is placed on the market and that can be integrated into a variety of downstream systems or applications, except AI models that are used for research, development or prototyping activities before they are placed on the market;”

However, the term AI model itself is not explicitly defined. An approximation of the term AI model is possible by distinguishing it from the term AI system. The distinction between AI models and AI sys-tems can be found in recital 97 of the AIA: According to this, AI systems, in contrast to AI models, have additional components, such as user interfaces.1788 Consequently, AI models are usually integrated into AI systems and are essential elements of these. AI models can therefore also exist on their own. In simplified terms, the AI model could be regarded as the AI itself, while the AI system describes the product intended for the end user.1789 If one focuses on the explicitly mentioned component of the user interface, one could, using the example of OpenAI products, consider 'ChatGPT' as an AI system and the programme behind it in the form of GPT-4/GPT-3 etc. as an AI model.1790

The provisions in the Regulation then refer to models that have a general purpose. This is a core element of the definition in Art. 3 No. 63 AIA. The general purpose is largely determined by the ability to com-petently fulfil a wide range of different tasks.1791 Typical examples of such AI models are large genera-tive AI models such as GPT-4, Claude 3 or Llama 2, which can flexibly generate content and map a wide range of different tasks.1792

b) Personal scope

The personal scope primarily includes the operator involved in the AI value chain, namely the provid-ers of the AI system.1793 In some cases, the deployer and, in certain cases, the importers, distributors, authorised representatives, the notified body or the end user are also affected. The corresponding defi-nitions can be found in Art. 3 No. 3–8 of the AIA.

aa) Provider, Art. 3 No. 3 AIA

According to the relevant definition, a provider is a natural or legal person, public sector body, agency or other body which develops or has developed an AI system or an AI model with a general purpose and places it on the market under its own name or trade mark or puts the AI system into service under its own name or trade mark, whether in return for payment or free of charge. The term “provider” is there-fore largely similar to the term "manufacturer" in other legal acts, such as Art. 3 No. 8 GSP Regula-tion.1794

bb) Deployer, Art. 3 No. 4 AIA

In contrast, a deployer is a natural or legal person, public sector body, institution or other body that uses an AI system under its own responsibility, unless the AI system is used in the context of a personal and non-professional activity.

Nowadays, companies have more and more opportunities to operate AI systems under their own respon-sibility. Accordingly, many companies will fulfil the status of operator, so that they are included in the personal scope of the regulation.1795

c) Territorial scope

The territorial scope is regulated in Art. 2(1) of the AIA and follows the market place principle. According to Art. 2(1)(a) of the AIA, the Regulation applies to providers that place on the market or put into service AI systems or general purpose AI models in the Union, regardless of whether these providers are established or located in the Union or in a third country. Operators of AI systems are affected under Article 2(1)(b) of the AIA if they are established in the Union (principle of establishment). What is important in this context, however, is the extension in Art. 2(1)(c) of the AIA, according to which pro-viders and operators are also affected if they have their registered office in a third country or are located in a third country, but the output produced by the AI system is used in the Union.1796 However, the interpretation of the term "use" and the effectiveness of the regulation in view of the hardly possible comprehensive monitoring of internet traffic remain open.1797

d) Area exceptions

An important exception to the applicability of the Regulation can be found in Art. 2(12) AIA. Accord-ingly, the Regulation does not apply to AI systems that are made available under free and open source licences, unless they are placed on the market or put into operation as high-risk AI systems or as an AI system that falls under Art. 5 or 50 of the AIA. This regulation is based, among other things, on the consideration that software and data released under a free and open source licence can contribute to research and innovation on the market and open up significant growth opportunities for the Union econ-omy.1798 However, AI components only fall under the exception for free and open source AI components under Art. 2(12) of the AIA if they are not made available for a price or otherwise monetised.1799 How-ever, the provision of AI components via open repositories should not in itself constitute monetisa-tion.1800 For AI models that are provided under a free and open source licence, the scope exception does not apply, in contrast to AI systems, but Art. 53(2) AIA provides for simplifications with regard to the obligations under Art. 53(1) AIA.

A further exemption under Art. 2(3) of the AIA concerns national security and the military.1801 Accord-ing to Art. 2(3) of the AIA, the Regulation does not apply to AI systems if and to the extent that they are placed on the market, put into service or used, with or without modification, solely for military, defence or national security purposes, regardless of the type of entity carrying out these activities. How-ever, an AI system developed and placed on the market for military purposes but temporarily used for civilian purposes falls within the scope of the Regulation.1802

3. Rights and obligations

The AIA is based on a risk-based approach to the regulation of artificial intelligence.1803 Accordingly, the intensity of the respective obligations should vary depending on the degree of risk posed by the respective AI system. To this end, the AIA categorises AI systems into those with unacceptable risks (Art. 5 AIA), those with high risks (Art. 6–49 AIA) and those AI systems with limited risks (Art. 50 AIA). AI systems that do not fall into any of these three categories are considered to be systems with minimal risk.
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Furthermore, general purpose AI models are subject to their own regulations (Art. 51–56 of the AIA). Here, too, a distinction is made between general purpose AI models that are associated with a systemic risk and other general purpose AI models. The tiered regulatory system in the sense of a risk-based approach can also be found in other recent legal acts such as the Digital Services Act1804 (DSA). 1805

a) AI literacy, Art. 4 AIA

Irrespective of the risk classification of the respective AI system, general obligations apply to all pro-viders and operators of AI systems, i.e. in particular also for AI systems with minimal risk. According to Art. 4 AIA, all providers and operators must take measures to ensure, to their best extent, the AI literacy of the persons who come into contact with the AI systems. The underlying rationale is that those involved in the value creation process should have the necessary knowledge about AI to be able to make informed decisions.1806 Against the backdrop of rapid technological development in particular, this means that further training should not be underestimated and applies equally to private sector players and public sector body employees.1807 The aim is also to ensure effectiveness and social responsibility in connection with AI systems.1808

b) Prohibited AI practices, Art. 5 AIA

The strictest regulatory effect in the AIA comes from Art. 5 AIA, as certain practices in the field of AI are generally prohibited. This includes certain AI systems that use manipulative techniques or exploit personal weaknesses; AI systems for predicting future criminal offences on the basis of profiling or personality traits and AI systems that create facial recognition databases by reading facial images from the internet or video surveillance systems. However, there are exceptions, particularly in the area of law enforcement, such as for the risk assessment of future criminal offences or for the identification of indi-viduals.

In detail:

Art. 5(1)(a) of the AIA prohibits subliminal influencing by AI systems, i.e. the use of AI systems with the intention of significantly changing the behaviour of individuals by impairing their decision-making ability. Subliminal influence refers to techniques that lie outside a person's awareness and influence their decisions. The commissioning and placing on the market of such AI systems is prohibited.

Art. 5(1)(b) prohibits the placing on the market or commissioning of AI systems that aim to exploit vulnerability. The aim is to prevent such AI systems from altering the behaviour of a vulnerable person or group in a way that causes significant harm to the person themselves or others.

Art. 5(1)(c) prohibits discrimination based on social judgement by AI systems. On the one hand, it men-tions the case where the social evaluation leads to a disadvantage for persons outside the context in which the data was originally collected and, on the other hand, the unjustified and disproportionate disadvantaging of persons.

According to Art. 5(1)(d), the use of AI systems to assess risks relating to natural persons is also not permitted. In other words, AI systems with the purpose of predicting the risk of a person committing a criminal offence solely on the basis of the creation of a profile or the assessment of personal character-istics and personality traits. Such an approach harbours a high risk of unequal treatment.1809

Art. 5(1)(e) also does not permit the untargeted reading of facial images from the internet or from sur-veillance cameras, which would constitute a major intrusion into the privacy of citizens.1810

Art. 5(1)(f) prohibits the use of AI systems to infer the emotions of a natural person in the workplace and in educational institutions. An exception is to be made for the use of the AI system for medical or safety reasons. The reason for the explicit regulation in the workplace and educational institutions is the power imbalance that often exists there.1811

The use of AI systems for the biometric categorisation of natural persons is also not permitted under Art. 5(1)(g). For example, it must not be possible to infer or deduce their race, political opinions, trade union membership, religious or philosophical beliefs, sex life or sexual orientation. However, the cate-gorisation of biometric data in the area of law enforcement is still permitted.

Finally, Art. 5(1)(h) generally prohibits the use of real-time remote identification systems in publicly accessible areas for law enforcement purposes. This is permitted by way of exception if it is absolutely necessary. This is the case when searching for victims of certain criminal offences or missing persons, averting serious threats or detecting or identifying persons suspected of committing a criminal offence.

However, the impact of Art. 5 AIA on the use of AI will be quite limited. For example, some of the cases regulated in Art. 5 AIA are already prohibited by data protection or criminal procedure provi-sions.1812 This partly redundant list of prohibitions can be explained by the desire, driven by legal policy, to take explicit legislative action in these particularly sensitive areas and to pre-empt possible regulatory loopholes.1813

c) High-risk AI systems, Art. 6–49 AIA

The centrepiece of the AIA concerns the regulation of high-risk AI systems. High-risk AI systems are the most heavily regulated, but nevertheless generally permitted AI systems.1814 Which AI systems are considered high-risk AI systems is determined by Art. 6, 7 AIA. The specific requirements to be com-plied with for high-risk AI systems are set out in Art. 8–49 AIA.

aa) Classification of AI systems as high-risk, Art. 6 AIA

The AIA does not contain a legal definition of high-risk systems. Instead, a dynamic system imple-mented in Art. 6 and Art. 7 AIA was used to categorise AI systems differently.1815 The Commission must subsequently concretise or adapt these provisions (Art. 6(4)–(8), Art. 7 AIA) and can therefore react to current developments.

(1) Classification in accordance with Art. 6(1) AIA (Annex I)

Art. 6 of the AIA distinguishes between two categories of high-risk systems. An AI system falls into the first category under Art. 6(1) of the AIA if it is used as a safety component for another product or if it is itself a product that is subject to the regulations listed in Annex I. Case groups relevant in practice include toys (Directive 2009/48/EC), medical devices (Regulation (EU) No. 2017/745) and machinery (Directive 2006/42/EC) as well as, in particular, various means of transport such as those used in civil aviation (Regulation No. 300/2008), two- or three-wheeled and four-wheeled vehicles, railways (Directive 2016/797) or recreational craft (Directive 2013/48/EC). Pressure equipment (Directive 2014/68/EU) is also covered, for example.

(2) Classification in accordance with Art. 6(2) AIA (Annex III)

The second category according to Art. 6(2) of the AIA includes an AI system listed in Annex III for areas with a special context relevant to fundamental rights or the common good.1816 This includes the following fields :

1. Biometrics, insofar as their use is authorised under relevant Union or national law

2. Operation and management of critical infrastructure

3. Education and vocational training

4. Employment, workers’ management and access to self-employment

5. Access to and enjoyment of essential private services and essential public services and benefits 6. Law enforcement, insofar as their use is permitted under the relevant Union oder national law 7. Migration, asylum and border control management

8. Administration of justice and democratic processes

For many companies, the area of workers’ management (No. 3) will be particularly relevant. This is because many AI systems are likely to be categorised as high-risk systems that are used for the recruit-ment or selection of natural persons (e.g. to place targeted job advertisements, screen or evaluate applications, etc.) or for assessing a person's performance and assigning tasks.1817

(3) Exceptions, Art. 6(3) AIA

However, there are also exceptions to the second category, meaning that AI systems that fall under Annex III do not necessarily have to be considered high-risk AI systems. According to Art. 6(3) of the AIA, AI systems are exempt from being categorised as high-risk AI systems if there is no significant risk to particular legal interests (health, safety, fundamental rights), among other things because it does not influence the outcome of the decision-making process. The exemption applies if the AI system is intended for one of the tasks listed exhaustively in Art. 6(3) AIA: 1818

a) Execution of narrowly defined procedural tasks (e.g. rough structuring of data)

b) Improvement of the result of a previously completed human activity (e.g. optimisation of speech)

c) Pattern recognition in previous human decisions (e.g. deviation from certain evaluation pat-terns)

d) Preparation of a human decision relevant for the purposes of the use cases listed in Annex III (e.g. word processing, translation of texts)

These exemptions are based on the consideration that the AI systems in these areas no longer deserve to be classified as high-risk in view of their specific design. Particularly in the cases of Art. 6(1)(b) and (c) of the AIA, this results from the fact that the human task fulfilment has already been completed and is only subsequently analysed by an AI system. In the case of Article 6(2)(d) of the AIA, on the other hand, the human decision is merely prepared. Frequently used functions such as indexing, searching, text and language processing can be cited as examples1819, meaning that this exemption could be highly relevant in practice. However, it appears difficult to draw a legally certain distinction between the preparation of a decision and the implementation of a final decision.1820

The exemptions are very important in practice due to the far-reaching consequences with regard to the associated obligations.1821 In general, it should therefore always be checked and also documented whether an AI that should actually be categorised as high-risk AI is exempt from the complex obligations of such systems under Art. 8 et seq. AIA.1822 If a provider ultimately comes to the conclusion that its AI system listed in Annex III is nevertheless not high-risk, it must document its assessment and submit it to the national supervisory authority upon request, Art. 6(4) of the AIA. However, the danger in self-assessment is that providers may deliberately misjudge their systems in order to avoid the strict require-ments.1823

Again as a counter-exception, however, an AI system listed in Annex III is considered high-risk under Art. 6(3) of the AIA if it carries out profiling of natural persons, even if one of the aforementioned exceptions applies. Profiling is understood to mean any type of operations

of personal data that the AI system uses to analyse, evaluate or predict personal aspects (Art. 3 No. 52 AIA in conjunction with Art. 4 No. 4 GDPR). Personal aspects include, in particular, work performance, economic situation, health, reliability, behaviour, location or upcoming relocation.

bb) Requirements for high-risk AI systems, Art. 8–15 AIA

High-risk AI systems are subject to far-reaching and stringent requirements (Art. 8 et seq. of the AIA), which must be met in particular by providers (Art. 16 AIA) when developing the system. These include the establishment, application and documentation of a risk management system (Art. 9 AIA). This should be a continuous, iterative process that requires regular review and updating. The aim is to improve risk assessment for providers.1824 There are no specifications in the AIA regarding the exact implementation. However, it should be analysed in particular whether the AI system is being used for its intended purpose.1825 The steps specified in Art. 9(2) of the AIA must be carried out repeatedly. How-ever, not all risks must be identified, but only those that are known and reasonably foreseeable (Art. 9(2)(a) of the AIA).

The data used to train the high-risk systems must also fulfil certain quality criteria, which are listed in Art. 10 AIA. To ensure this, the data undergoes a so-called data management procedure. Even if the requirements initially only apply to the data sets, they are closely linked to the mathematical model of the AI.1826 Providers are dependent on the model provider supplying the relevant information.1827

Another obligation for providers is the technical documentation. Before placing a high-risk AI system on the market or putting it into service, providers are obliged to prepare technical documentation in such a way that it demonstrates how the high-risk AI system fulfils the requirements of the second section of the AIA. This documentation must be available to the competent national authorities and notified bodies for assessment in a clear and comprehensible form. The technical documentation is also useful for the provider itself. It helps them to implement their risk management system in a verifiable manner.1828

Furthermore, providers have recording and logging obligations (Art. 12 AIA). Automatic recording of events is required that are relevant for the identification of situations that may lead to a risk within the meaning of Art. 79(1) of the AIA, that facilitate post-market surveillance in accordance with Art. 72 AIA and that are relevant for the monitoring of high-risk AI systems in accordance with Art. 26(5) AIA.

Providers are also obliged to provide transparency and information to operators (Art. 13 AIA). This is intended to enable operators to fulfil their obligations under the third section of the AIA and to help eliminate concerns regarding the opacity and complexity of high-risk AI systems.1829 Art. 13(2) of the AIA refers in particular to the appropriate provision of operating instructions, which must contain pre-cise, complete, correct and unambiguous information in a form that is relevant, accessible and compre-hensible to operators.

Human supervision must also be ensured during the period of use to prevent or minimise risks to health, safety or fundamental rights in accordance with Art. 14 AIA. The supervisory measures are based on the risks, the degree of autonomy and the context of use of the high-risk AI system.

Precise regulations on the requirements for the accuracy, robustness and cybersecurity of the system can be found in Art. 15 AIA. Art. 15(4) of the AIA stipulates that high-risk AI systems must be as resilient as possible to errors, malfunctions or inconsistencies that may occur within the system or the environ-ment in which the system is operated. The standardised cybersecurity requirements are particularly rel-evant from the point of view that high-risk AI systems are exposed to an increased risk of attacks by unauthorised third parties.1830 The risk of an attack increases with the sensitivity of the system.

In view of the mass of data and the complexity of some systems, it sometimes seems questionable how, for example, data quality requirements under Art. 10(3) of the AIA or effective human supervision under Art. 14 AIA are to be complied with - especially as a conspicuous number of undefined legal terms are used, which weaken the content of the regulations and increase legal uncertainty to the detriment of users.1831

cc) Obligations of providers and deployers of high-risk AI systems, Art. 16–22  AIA

If an AI system is a high-risk system, providers and deployers are subject to different levels of obliga-tion. To a lesser extent, other parties who come into contact with the high-risk AI system are also affected by the obligations, such as product manufacturers, importers and distributors. Companies that use high-risk AI systems are subject to a comprehensive catalogue of obligations.

(1)  Obligations of providers of high-risk AI systems, Art. 16 AIA

Providers are subject to a particularly extensive catalogue of obligations under Art. 16 of the AIA. Providers are obliged to prove that the requirements of Art. 8 et seq. KI-VO are fulfilled (a) and to provide contact details (b). In addition, the conformity assessment procedure pursuant to Art. 43 KI-VO must be complied with (f), an EU declaration of conformity pursuant to Art. 47 of the AIA must be issued (g), a CE marking pursuant to Art. 48 of the AIA must be affixed (h) and the registration obliga-tions pursuant to Art. 49(1) of the AIA must be fulfilled (i). Reference is also made in particular to compliance with the provisions of Art. 17–20 AIA (c), (d), (e), (j)).

(2) Quality management system, Art. 17 AIA

Art. 17 AIA stipulates that a quality management system must be established and comprehensively doc-umented to ensure compliance with the AIA. Provisions regarding the minimum aspects to be complied with can be found in Art. 17(1) AIA. The extent to which these aspects must be implemented depends on the size of the provider's organisation. At the very least, it must be ensured that the high-risk AI system complies with the provisions of the Regulation, Art. 17(2) AIA. Due to further Union law, Art.

17(3) of the AIA provides for the possibility of integrating the quality management system into equiva-lent quality management systems.

(3) Documentation keeping, Art. 18 AIA

Providers are obliged to retain the documentation for ten years from the date of placing on the market or commissioning of the high-risk AI system in accordance with Art. 18 AIA.

(4) Automatically generated logs, corrective actions and duty to inform, Art. 19, 20  AIA

The logs automatically generated by high-risk AI systems pursuant to Art. 12(1) of the AIA must also be retained for at least six months in accordance with Art. 19(1) of the AIA. As soon as the provider has reason to believe that its high-risk AI system does not comply with the AIA, it is also obliged to initiate corrective measures immediately and to inform the traders concerned and, where applicable, the opera-tors, authorised representative and importers (Art. 20 AIA). If a correction is not possible or desired, the provider must withdraw, deactivate or recall the high-risk AI system.

(5) Cooperation with the competent authorities and authorised representatives of  providers, Art. 21, 22 AIA

Providers based outside the EU must also appoint an authorised representative who is established within the EU in accordance with Art. 22(1) of the Regulation. This authorised representative assumes further obligations, acts as a contact person for the supervisory authorities and is responsible for implementing the obligations of the AIA, Art. 22(3) AIA.

dd) Obligations of importers of high-risk AI systems, Art. 23 AIA

Importers are obliged to check whether the provider has fulfilled its obligations, whereby the check is limited to formal aspects, Art. 23(1) of the AIA. In the event that there is sufficient suspicion that a high-risk AI system does not comply with the Regulation, the high-risk AI system may not be placed on the market (Art. 2 (2) AIA). Accordingly, the importer may not place the high-risk AI system on the market even if there is a breach of obligations that is not covered by the verification obligation under Art. 23(1) of the AIA.

According to the wording, the duty to inform already applies if the risk is objectively present. However, this would mean that the importer would be more heavily regulated than the supplier.1832 For this reason, the obligation to provide information must only apply to the importer once he is aware of the risk.1833

According to Art. 23(3) of the AIA, the importer is obliged to provide his name, registered trade name and address where he can be contacted in relation to the high-risk AI system. Furthermore, pursuant to Art. 23(6) and (7) of the AIA, he is obliged to cooperate with the national authorities, in particular with regard to measures taken by the authorities to reduce or mitigate the risks posed by high-risk AI systems.

To this end, it must make the technical documentation available to the authorities. Serving the provider or a third party is probably sufficient for this.1834 The importer's obligation under Art. 23(6) of the AIA is supplementary to that of the provider, with the purpose of closing possible liability gaps.1835

ee) Obligations of distributors of high-risk AI systems, Art. 24 AIA

Distributors are also subject to an inspection obligation (Art. 24(1) AIA). This relates to the required CE labelling, the enclosure of a copy of the declaration of conformity as well as operating instructions and compliance with the obligations of providers in accordance with Art. 16(b), (c) AIA and of importers in accordance with Art. 23(3) AIA. In addition, distributors must also comply with information obliga-tions in the same way as providers, deployers and importers (Art. 24(2), (4) AIA).1836 Distributors are also obliged to co-operate with the competent authorities in the same way as importers. If the high-risk AI system has not yet been placed on the market, the distributor may only make it available to the market as soon as the system has been brought into conformity (Art. 24(2) AIA). If the system has already been placed on the market, the distributor must take the necessary corrective action or withdraw or recall the system. Alternatively, the distributor can also ensure that the supplier, importer or another relevant actor takes appropriate corrective action (Art. 24(4) AIA). As long as the high-risk AI system is under the distributor's responsibility, the distributor must also ensure that the storage or transport conditions do not jeopardise the conformity of the system with the requirements of Chapter III Section 2 in accordance with Art. 24(3) AIA. This makes it clear that the distributor's obligation also applies if the high-risk AI system is part of a physical product into which the high-risk AI system has been integrated.1837

In addition, Art. 25 AIA standardises responsibilities along the AI value chain. Accordingly, under cer-tain circumstances, distributors, importers, deployers or other third parties are also subject to the pro-vider obligations under Art. 16 of the AIA as providers. According to Art. 25(1) AIA, this is the case if the high-risk system is placed on the market under its own name or trade mark (a), the high-risk AI system put into operation is significantly modified (b) or the purpose of an AI system not yet classified as high-risk changes in such a way that it becomes a high-risk AI system (c). As a result of the treatment of third parties as providers, the original provider is no longer to be regarded as a provider, Art. 25(2) AIA. However, the initial provider is still obliged to inform and support the new provider in accordance with Art. 25(2) AIA. Art. 25 AIA thus serves to protect both legal certainty and effective law enforce-ment.1838

ff) Obligations of deployer of high-risk AI systems, Art. 26 AIA

Deployer (Art. 3 No. 4 AIA) of high-risk AI systems have to comply with a significantly reduced cata-logue of obligations compared to providers.1839 This results from Art. 26 AIA and provides for the car-dinal obligation in Art. 26(1) AIA to use the AI systems in accordance with the attached operating instructions pursuant to Art. 26(3), (6) AIA, which should be ensured by appropriate technical and organisational measures. In addition, the deployer shall assign human supervision to natural persons who have the necessary competence, training and authorisation and provide them with the necessary support (2).

(1) Purposeful input data, monitoring obligation and retention obligation for auto-matically generated logs, Art. 26(4)–(6) AIA

Other obligations include ensuring that the input data is suitable and sufficiently representative for the purpose of the system (4). If it is feared that use in accordance with the operating instructions may result in the system posing a risk to health, safety or fundamental rights in accordance with Art. 79(1) AIA, the provider or distributor and the relevant market surveillance authority must be informed and the use of the system suspended (5). The logs automatically generated by their high-risk AI system must also be kept for a period of at least six months appropriate to the purpose of the high-risk AI system, insofar as these logs are subject to their control (6).

(2) Information obligations, Art. 26 (7), (11) AIA

Deployers of the high-risk AI systems listed in Annex III who make decisions concerning natural per-sons or provide support for such decisions are also obliged to inform natural persons that they are subject to the use of the high-risk AI system (11). Similarly, deployers who, as employers, wish to use a high-risk AI system in the workplace must inform the employee representatives and the employees concerned that they will be subject to the use of this system before it is put into operation or used (7).

(3) Registration, data protection impact assessment and high-risk AI system for  subsequent biometric identification, Art. 26 (8), (9), (10) AIA.

According to Art. 26(8) AIA, operators must fulfil the obligation set out in Art. 49(3) AIA to register in the database described in Art. 71 AIA.1840 However, despite calls in the European Parliament for more extensive obligations, this only applies to deployers that are institutions, bodies, offices or agencies of the Union.1841 It can therefore be assumed that deployers have an obligation to check whether a system is registered in the EU database before using it.1842 If this is not the case, they must inform the providers and distributors of this system accordingly.1843

Art. 26(9) of the AIA also stipulates that operators of high-risk AI systems shall also use the information provided in accordance with Art. 13 AIA, where applicable, to fulfil their obligation to carry out a data protection impact assessment in accordance with Art. 35 GDPR or Art. 27 Directive (EU) 2016/680. However, Art. 26(9) AIA does not contain an independent obligation to carry out a data protection impact assessment. Instead, the information is only to be used if necessary, i.e. if a data protection impact assessment is already required under Art. 35 GDPR or Art. 27 of Directive (EU) 2016/680.1844 However, this should generally be assumed for high-risk AI systems due to an expected high risk to the rights and freedoms of natural persons (Art. 35(1) GDPR).1845

In addition, Art. 26(10) AIA contains special rules for operators of a high-risk AI system for retrospec-tive remote biometric identification in the context of investigations into the targeted search of a person suspected of having committed or convicted of a criminal offence. In principle, authorisation must be obtained from a judicial or administrative authority for the use of such a system. The authorisation must be obtained before or when the AI system is used, but at the latest within 48 hours. Any use must also be limited to what is absolutely necessary for the investigation of a specific criminal offence.

(4) Fundamental rights impact assessment, Art. 27 AIA

Operators that are bodies governed by public law or private organisations that provide public services must also carry out a fundamental rights impact assessment prior to the commissioning of a high-risk AI system, Art. 27 AIA. Operators of high-risk AI systems pursuant to Annex III No. 5 (b) and (c) of the AIA, i.e. operators of high-risk AI systems for determining and assessing the creditworthiness of natural persons or for analysing emergency calls from natural persons, are also obliged to do so. These operators must provide an impact assessment that evaluates the impact of the use of the high-risk AI system on fundamental rights, for example in relation to the procedure, the period of use, the categories of natural persons potentially affected, the risk of harm and possible measures. The rights standardised in the Charter of Fundamental Rights serve as the main benchmark for the review.1846

d) Transparency obligations for providers and deployers of certain AI systems, Art. 50 AIA 289 e) AI models with a general purpose, Art. 51–56 AIA

Art. 50 (1)-(4) AIA defines individual AI systems whose providers and deployers are subject to trans-parency obligations. According to Art. 50(6) AIA, the transparency obligations apply cumulatively with other transparency obligations under Union and national law.1847 Consequently, the information required by the transparency obligations must be provided in a clear, unambiguous and accessible man-ner at the latest at the time of the first interaction or suspension (Art. 50(5) AIA).

Art. 50(1)–(4) AIA sets out transparency obligations for a total of four specific use cases of AI systems:

aa) AI systems with direct interaction with natural persons (Art. 50(1) AIA)

In the case of AI systems that are intended for direct interaction with natural persons, providers must ensure that the natural persons concerned are informed about their interaction with AI systems (Art. 50(1) AIA). Unless this is already obvious from the perspective of a reasonably well-informed, attentive and circumspect natural person due to the circumstances and context of use. This is likely to be the case when using GPAI systems such as ChatGPT, Claude, etc., just as if the AI reference were already apparent from the name.1848 However, such an assessment of obviousness could be stricter with regard to recital 132 AIA if the AI system is also intended to interact with groups that are considered particularly vulnerable due to their age or disability. 1849

bb) AI systems for the generation of synthetic audio, image, video or text content  (Art. 50(2) AIA)

Providers of general-purpose AI systems that generate synthetic audio, image, video or text content must ensure that the outputs of the AI system are machine-readable and recognisable as artificially generated or manipulated (Art. 50(2) of the AIA). In particular, the provider must ensure the interoperability, resilience and reliability of these solutions (Art. 50(2) of the AIA). This is intended to counteract the possible removal of labelling.1850 Exceptions apply if the AI systems only have a supporting function in standard processing, there is no significant change to the input data or the AI system is legally authorised to fight crime (Art. 50(2) of the AIA). Possible areas for the exceptions would be, for example, AI applications that are embedded to support traditional image processing programmes.1851

cc) Emotion recognition systems or systems for biometric categorisation (Art.  50(3) of the AIA)

A special transparency obligation also exists for emotion recognition systems or systems for biometric  categorisation in accordance with Art. 50(3) of the AIA. According to Art. 3 No. 39 of the AIA, an "emotion recognition system" is an AI system that serves the purpose of determining or inferring the emotions or intentions of natural persons on the basis of their biometric data. A "biometric categorisation system", on the other hand, is an AI system that serves the purpose of assigning natural persons to certain categories on the basis of their biometric data, provided that it is an ancillary function of another com-mercial service and is absolutely necessary for objective technical reasons. The categories may include aspects such as gender, age, hair colour, eye colour, tattoos, personal characteristics, ethnic origin and personal preferences and interests.1852

The deployers of such systems are obliged to inform the data subjects about the use of such a system.1853 Natural persons should therefore know when they are exposed to AI systems that can identify or deduce the feelings or intentions of these persons or assign them to certain categories by processing their bio-metric data. Emotion recognition systems are used in many different areas, such as in the workplace, in educational institutions, for marketing purposes or in the private or public security sector.1854

According to Art. 50(3) AIA, an exception to the transparency obligation is made for AI systems that are legally used for the detection, prevention or investigation of criminal offences, are used for biometric categorisation and emotion recognition in accordance with Union law and have taken appropriate safe-guards for the rights and freedoms of third parties.

dd) AI systems for the generation and manipulation of image, sound or video con-tent, deepfakes and texts for public information (Art. 50(4) AIA)

There is a further transparency obligation for operators of AI systems that generate or manipulate image, sound or video content that is a deepfake within the meaning of Art. 3 No. 60 AIA (Art. 50(4) AIA). Accordingly, a deepfake is image, sound or video content generated or manipulated by AI that resembles real persons, objects, places, facilities or events and would falsely appear to a person as genuine or truthful.

Deployers must inform users that the content has been artificially created or manipulated. However, this labelling does not lead to a social or legal recognition of deepfakes, but is primarily intended to avoid deceptions about the authenticity of content.1855

Who exactly is to be informed about the artificial creation or manipulation is not specified in Art. 50(4) of the AIA. However, it can be assumed that this must be done to all persons potentially affected by the deception, i.e. both the users of the AI system and the general public.1856

According to Art. 50(4) of the AIA, such a labelling obligation also applies to operators of an AI system that generates or manipulates text that is published in order to inform the public about matters of public interest.

Exceptionally, this obligation does not apply in both cases if the use is authorised by law for the detec-tion, prevention, investigation or prosecution of criminal offences (Art. 50(4) AIA). The transparency obligation is also to be restricted if the content is part of an obviously artistic, creative, satirical, fictional or analogous work or programme. In such a case, the existence of such generated or manipulated content should be disclosed in a manner that does not impair the presentation or enjoyment of the work, in accordance with Art. 50(4)(1) of the AIA.

An exception to the transparency obligation also exists for operators of AI systems that generate or manipulate texts if the content generated by AI has undergone a process of human review or editorial control and if a natural or legal person bears editorial responsibility for the publication of the content (Art. 50(4) AIA).

The aforementioned obligations will be of practical relevance in particular for companies that use AI systems in the end customer sector.1857

e) AI models with a general purpose, Art. 51–56 AIA

Chapter V of the Regulation contains special provisions for general purpose AI models. These systems are also referred to as general purpose AI (GPAI) or basic models. Generative AI models are a typical example of this, as they enable the flexible generation of content - for example in the form of text, audio, image or video content, which can cover a wide range of different tasks.1858 These systems are currently based in particular on large language models. The chatbot ChatGPT from the company OpenAI seems almost omnipresent in this context.1859

This category to be regulated was only introduced in the legislative process by the European Parliament's draft1860 in 2022.1861 Due to their general purpose, base models are usually not subject to any of the other regulations, as no specific application scenario can be identified.

aa) Classification, Art. 51 AIA

The Regulation distinguishes between general purpose AI models and general purpose AI models with  systemic risk with regard to the obligations for providers. According to Art. 3 No. 66 of the AIA, a general-purpose AI model is an AI model - including cases where such an AI model is trained with a large amount of data under extensive self-monitoring - that has significant general usability and is capable of competently performing a wide range of different tasks, regardless of how it is placed on the market, and that can be integrated into a variety of downstream systems or applications, with the excep-tion of AI models that are used for research and development activities or prototyping before being placed on the market. The categorisation of the model as posing a systemic risk is based on Art. 51 AIA. Accordingly, there are two ways in which an AI model with a general purpose can be categorised as posing a systemic risk. On the one hand, it is categorised as such if it has capabilities with a high degree of effectiveness that are assessed using appropriate technical tools and methods, including indicators and benchmarks (Art. 51(1)(a) AIA). What is meant by a high level of efficiency is explained in Art.

51(2) AIA: this is assumed to be the case if the cumulative amount of calculations used for training, measured in floating point operations (FLOPs), is more than 1025 .1862

Classification as a systemic risk model can also be made by a decision of the Commission (Art. 51(1)(b) AIA). Accordingly, the Commission may, with reference to the criteria set out in Annex XIII, categorise an AI model with a general purpose of use as having a high degree of effectiveness on an individual basis, either ex officio or following a warning from the scientific panel. The categorisation determines whether providers are subject to particularly strict obligations to safeguard public interests.1863

The provider is obliged to notify the Commission immediately as soon as an AI model with a general purpose fulfils the condition of systemic risk (Art. 52 AIA).

bb) Obligations for providers of general purpose AI models , Art. 53 AIA

According to Art. 53 AIA, providers of general purpose AI models are obliged, among other things, to create and maintain up-to-date technical documentation for their model. The documentation must include the training and testing procedures and the results of the assessment, but at least all the information listed in Annex XI. Information required in Annex XI Section 1 No. 1 includes a general description of the AI model, including the tasks the model is intended to fulfil and the type and nature of the AI systems into which it can be integrated (Annex XI Section 1 No. 1 (a) and the applicable rules of acceptable use (Annex XI Section 1 No. 1(b). Detailed descriptions of the elements of the model and relevant infor-mation on the development process, such as the technical means required for the integration of the gen-eral purpose AI model in AI systems, are also required (Annex XI Section 1 No. 2 (a)).

Copyright regulations are also a key factor here. The particular importance arises from the fact that the AI models are trained with a huge amount of data, including works that may be protected by copy-right.1864 The AIA stipulates that a strategy for compliance with Union copyright law and related rights must be put in place (Art. 53(1)(c) AIA). During the legislative process, it was long disputed whether there should be independent provisions in the regulation in this regard or whether reference should merely be made to copyright law, with the latter being decided in favour.1865 The strategy required by Art. 53 AIA also pursues the goal of using state-of-the-art technologies to ensure that a reservation of rights asserted in accordance with Art. 4(3) AIA of the DSM Directive1866 is upheld.1867 In this context, the obligation of providers under Art. 53(1)(d) AIA also becomes significant, according to which pro-viders must also prepare and publish a sufficiently detailed summary of the content used for the training of the general purpose AI model in accordance with a template provided by the Office for Artificial Intelligence.

Furthermore, providers established in third countries are obliged to appoint an authorised representative established in the Union in writing before placing a general purpose AI model on the Union smart market (Art. 54(1) AIA). This authorised representative must then be enabled to perform the tasks specified in the mandate received from the provider (Art. 54(2) AIA). In particular, the authorised representative must provide the Artificial Intelligence Office with a copy of the mandate upon request in accordance with Art. 54(3) AIA. The mandate authorises the authorised representative to perform at least the tasks listed in Art. 54(3)(a)–(d) of the AIA (Art. 54(3) AIA).

cc) Obligations for providers of general purpose AI models with systemic risk ,  Art. 55 AIA

Providers of general purpose AI models with systemic risk must fulfil four additional obligations (Art. 55 AIA). Firstly, providers must carry out a model assessment using standardised protocols and tools that correspond to the state of the art, which also includes carrying out and documenting attack tests on the model (a). This is intended to recognise and reduce systemic risks. In addition, potential systemic risks must be assessed and mitigated (b).1868 Furthermore, there is an obligation to record and document serious incidents and inform the competent national authority (c). Finally, an appropriate level of cyber-security must also be ensured for the general purpose AI models with systemic risk and the physical infrastructure of the model (d).

dd) Practical guidelines, Art. 56 AIA

In order to contribute to the proper application of the Regulation, practical guides will be developed at Union level (Art. 56 AIA). This is facilitated and promoted by the Office for Artificial Intelligence (Art. 56(1) AIA). The practical guidelines apply to the obligations of providers of AI models with a general purpose, both with and without systemic risk, and are intended to provide concrete guidance on how the abstract obligations can be fulfilled in a legally compliant manner.1869 In this respect, Art. 56 of the AIA does not lay down any binding obligations for providers, but only provides a framework for voluntary regulations.1870 In particular, the practical guidelines should at least cover the obligations set out in Art: 53 and 55 AIA (Art. 56(2) of the AIA).

The regulations on general purpose AI models are expected to enter into force in July 2025 in accordance with Art. 113(b) AIA. Accordingly, the practical guidelines in accordance with Art. 56(9) AIA should already be finalised in April 2025. However, it will hardly be possible to achieve this in time due to the lack of a sufficient EU budget and the fact that the AI Office in Brussels has not yet been finalised.1871 It is unclear what the consequences will be if the practical guidelines are not available in time.1872

The standardisation organisations CEN and CENELEC are also currently preparing industry standards, which will ultimately be published as harmonised European standards in collaboration with the EU Commission.1873

ee) Standards, conformity assessment, certificates, registration , Art. 40–49 AIA

The implementation of conformity assessment procedures before the AI system is placed on the market or commissioned is a central component of the regulation's risk-based regulatory approach. The con-formity assessment procedure in accordance with Art. 43 AIA, during which compliance with the legal requirements is checked, is mandatory for the provider (Art. 16(f) of the AIA). Once the procedure has been successfully completed, providers are obliged to affix a physical or digital CE marking to ensure that the AI system is fit for the internal market in practice (Art. 48 AIA) and to issue an EU declaration of conformity (Art. 47 AIA). The background to this is, on the one hand, the legislator's hope that CE markings will have a positive effect on Europe as an AI location if they can establish themselves as an international AI seal of quality.1874 On the other hand, the conformity assessment procedure can contrib-ute to the minimisation of AI-specific risks as a precautionary measure and thus to increased safety in legal transactions.1875

The conformity assessment itself is defined in Art. 3(20) AIA as a procedure to demonstrate whether a high-risk AI system has fulfilled the requirements set out in Art. 8 et seq. AIA. The Regulation offers two different conformity assessment procedures: the internal conformity assessment procedure in accordance with Annex VI or an external conformity assessment procedure in accordance with Annex VII (Art. 43(1)(a), (b) AIA).

In an internal conformity assessment, the provider uses the technical documentation to check whether the AI system meets the requirements of a high-risk AI system, whether the quality management system meets the requirements of the AIA and whether the design and development process of the AI system and its post-market surveillance comply with the technical documentation.1876

While in the internal procedure the provider itself verifies compliance with the material requirements of the Regulation, this task is performed by a notified body in the external procedure. The requirements for classification as a notified body are based on Section 4. They are conformity assessment bodies and are inspected by government bodies.1877 The notification procedure is defined in Art. 28–39 of the AIA.

In the case of an external conformity assessment procedure, the supplier must first submit an application for review of the quality management system and the technical documentation (Annex VII No. 3.1, No. 4.2). This is followed by an assessment by the notified body based on the content specified by the pro-vider in the applications. The notified body determines whether the requirements of the AIA and the regulations on high-risk AI systems have been complied with.

4. Notifying authorities and notified bodies, Art. 28–39 AIA

For the purposes of this Regulation, each Member State must establish or designate at least one notifying  authority and at least one market surveillance authority as national competent authorities (Art. 70 CPR). The notifying authority is then responsible for setting up and carrying out the necessary procedures for the assessment, designation and notification of conformity assessment bodies and for their surveillance (Art. 28(1) and Art. 3 No. 19 CI Regulation). In order for a body to be notified, it must fulfil the require-ments set out in Art. 31 of the CIE Regulation – for example with regard to independence and organi-sational structure.

The certificate of conformity is only issued by the notifying authority for a limited period of time (Art. 44(2) AIA). Certificates for AI systems covered by Annex I are valid for up to five years and for AI systems covered by Annex III for up to four years. It is possible to extend the validity of the certificate by up to four or five years respectively (Art. 44(2) AIA). The certificate can be suspended, revoked or restricted at any time if it is determined that an AI system no longer fulfils the requirements and com-pliance is not restored by the provider through suitable corrective measures within a period set by the notified body (Art. 44(3) AIA).

It is still unclear which authority in Germany will be responsible for notifying the relevant bodies, alt-hough it is widely expected that the Bundesnetzagentur (BnetzA) will take on this role.1878 Similar to the existing practice in product safety law, it would also make sense for the authority responsible for notification to rely on a preliminary inspection by the German Accreditation Body (DAkkS).1879

5. Governance

The AIA should create a governance framework that enables both the coordination and support of the application of this Regulation at national level as well as capacity building at Union level and the inte-gration of stakeholders in the field of AI.1880 The new governance framework is composed of the EU Commission and new bodies at EU level as well as competent authorities at national level yet to be determined.1881 Of particular practical relevance are the Office for Artificial Intelligence, the AI Panel and the national authority for market surveillance. The corresponding provisions can be found in Art. 64 et seq. AIA.

a) Office for Artificial Intelligence (AI Office), Art. 64 AIA

The Artificial Intelligence Office (AI Office) and the European Artificial Intelligence Board (AI  Board) are intended to bundle advisory competences in the field of artificial intelligence.1882 The pro-visions relating to the AI Office can be found in Art. 64 et seq. AIA. The AI Office is intended to ensure the proper implementation of the AIA, giving it a central role in the AI supervisory system.1883 In organisational terms, the AI Office is located within the Commission. According to the Commission, it consists of five units and two additional advisors, one senior scientific advisor and one for international affairs.1884 The AI Office has particular powers as a market surveillance authority for general-purpose AI models.1885 In this regard, the development of practical guidelines is to be promoted and facilitated (Art. 56 AIA). In order to be able to exercise these powers effectively, the AI Office is authorised to carry out monitoring measures in accordance with Art. 89 AIA. Downstream providers also have the right to report alleged infringements by providers of AI models to the AI Office (Art. 89 (2) AIA).

b) AI Board (AI Board), Art. 65, 66 AIA

In addition to the AI Office, the AI Board is to be an additional body to assist with the implementation of the AIA.1886 As the European Committee on Artificial Intelligence, the AI Board is to be made up of one representative from each member state (Art. 65(2) AIA). The tasks of the AI Board are set out in Art. 66 AIA: The AI Office is given central powers with regard to coordinating and advising national authorities and the Commission (Art. 66(a), (b), (c), (e), (f) AIA), harmonising administrative practice (Art. 66(d) AIA) and developing common criteria with regard to the concepts provided for in the Reg-ulation (Art. 66(g) AIA). The AI Board should also participate in cooperation with the authorities of third countries and other international organisations (Art. 66(i) AIA). The AI Board therefore acts pri-marily by issuing opinions and reports.1887 However, it has no binding decision-making powers in indi-vidual cases.1888

At national level, one notifying authority and at least one market surveillance authority are to be desig-nated for each member state (Art. 70 AIA). The national bodies are to play a key role in the application and enforcement of the AIA.1889 The tasks of the notifying authorities are mainly derived from Art. 30 et seqq. of the Regulation, which govern notifications for conformity assessment bodies in particular.

c) Market surveillance authority, Art. 3 No. 26 AIA

According to Art. 3 No. 26 of the AIA, the national market surveillance authority is the national authority that carries out the activities and takes the measures prescribed in the Market Surveillance Regula-tion1890. In particular, they are to monitor the enforcement of the high-risk AIAs.1891 The key tasks of the market surveillance authorities include the following: 1892

the receipt and processing of reports of serious incidents (Art. 73(8) AIA in conjunction with Art. 19 Regulation (EU) 2019/1020);

the market surveillance and control of AI systems (Art. 74 AIA in conjunction with Regulation (EU) 2019/1020);

administrative assistance and market surveillance and control of GPAI systems (Art. 75 AIA in conjunction with Regulation (EU) 2019/1020);

the supervision of tests under real conditions (Art. 76 AIA);

the implementation of procedures at national level for dealing with AI systems that pose a risk (Art. 79 AIA in conjunction with Art. 3 No. 19 and Art. 18 Regulation (EU) 2019/1020);

the implementation of procedures for dealing with AI systems that are not classified as high-risk by the provider in accordance with Annex III (Art. 80 AIA in conjunction with Art. 11 Regulation (EU) 2019/1020);

the implementation of the safeguard clause procedure (Art. 81 AIA in conjunction with Art. 11 Regulation (EU) 1025/2012);

the identification of compliant AI systems that nevertheless harbour a risk (Art. 82 AIA);

the determination of formal non-compliance (Art. 83 AIA).

The central powers of the market surveillance authority are therefore primarily those for investigation and supervisory measures.

The starting standard for investigative powers is Art. 74 AIA. According to Art. 74(1) AIA, the FMIO applies to AI systems. This obliges the member states to transmission the corresponding powers to the authorities in accordance with national law (Art. 14(1) FMIO). In Germany, this has been implemented with the Market Surveillance Act1893 (MüG), which in turn refers to the powers under Art. 14(4) and (5) of the FMD Regulation in § 7(1) MüG. In particular, the national market surveillance authority can request documents and information on technical aspects of the AI system or carry out unannounced on-site inspections (§ 14(4)(a), (d) of the FMD). In addition, market surveillance authorities are granted access to the source code of the high-risk AI system upon reasoned request and under certain conditions in accordance with Art. 74(13) AIA. However, companies' business secrets that may be affected must be handled sensitively.1894

Supervisory measures in the event of breaches of the AIA are based in particular on the general clause in Art. 79(2) AIA. Accordingly, in the event that the AI system does not fulfil the requirements and obligations of the Regulation, the market surveillance authority may request the relevant actor to take all corrective measures that are appropriate to bring the AI system into conformity. The authority may also require the actor to withdraw the AI-system from the market or to recall it within a period that the market surveillance authority may specify, in any case within less than 15 working days, or in accord-ance with the relevant Union harmonisation legislation (Art. 79(2) AIA).

6. Sanctions

Art. 99 AIA provides for a catalogue of fines to sanction violations of the AIA. The addressees of the sanctions and enforcement measures can be suppliers, importers, authorised representatives, distribu-tors, operators and notifying bodies.1895 The amount of the fines depends on the respective violation of the AIA:

a) Fines

aa) Violation of prohibited practices in the AI sector, Art. 99(3) AIA

Failure to comply with the prohibition in Art. 5 of the AIA may result in fines of up to EUR 35,000,000  or, in the case of companies, up to 7% of the total worldwide annual turnover of the previous financial year, whichever is the greater (Art. 99(3) AIA).

However, if there is a breach of obligations under the AIA outside of Art. 5 AIA, fines of up to EUR  15,000,000 may be imposed in accordance with Art. 99(4) AIA and, in the case of companies, up to  3% of the worldwide annual turnover of the previous financial year, whichever is the greater.

If an actor passes on false information to the competent authority, fines of EUR 7,500,000 or, in the case of companies, up to 1% of the total global annual turnover of the previous financial year may be imposed (Art. 99(5) AIA).

For SMEs, the lower of the sums or percentages specified in Art. 99(3)–(5) TFEU applies, Art. 99(6) TFEU. According to the interpretation of Art. 101 and 102 TFEU, the worldwide annual turnover of companies is presumably calculated on the basis of the turnover of the parent company.1896

The catalogue of fines itself already has a deterrent effect due to its high penalties. To further ensure the proper enforcement of the AIA, Art. 99(1) of the AIA also authorises the competent national authorities to impose further sanctions and enforcement measures. The sanctions provided for by the Member States must be effective, proportionate and dissuasive (Art. 99(1) AIA). In addition, the interests of SMEs, in particular their economic survival, should be taken into account.

b) Further liability risks

The AIA does not include any provisions on civil liability. This will be governed by a dual liability framework1897, namely the Product Liability Directive and the Directive on the Adaptation to Artificial Intelligence of the rules on non-contractual civil liability (AI Liability Directive)1898 . These are intended to make liability risks easier to calculate and insure.1899 The directives simplify the rules on presentation and burden of proof for injured parties and also the presumption in favour of manufacturers and provid-ers of AI systems.1900 The background to the efforts to modify the liability of manufacturers and provid-ers of AI systems is the peculiarities of these systems: characteristics such as complexity, autonomy and opacity (black box effect) pose a number of difficulties for liability cases.1901

For example, weaknesses in product liability law in the German Product Liability Act (ProdHaftG) - which is not originally applicable to software (§ 2 ProdHaftG) - are that it does not recognise a product monitoring obligation, which is particularly important for self-learning AI systems.1902 In contrast, the Commission's draft1903 on the new Product Liability Directive defines software as a product and takes into account errors in products that continue to learn and places "cybersecurity requirements" on the product.1904

Against the background of the peculiarities of AI systems, similar difficulties also exist for tortious liability. It is often almost impossible for the injured party to fulfil the burden of presentation and proof with regard to the breach of the duty of care and the causality giving rise to liability.1905 The draft AI Liability Directive (AILD-E) therefore provides for similar measures to the revised Product Liability Directive and in particular contains evidence-related provisions. For example, the claimant is entitled to disclosure of certain evidence in the case of high-risk AI systems.1906 If the defendant fails to comply with the court's request, a rebuttable presumption of a breach of a duty of care is provided for.1907 In addition, under certain conditions, a causal link between the defendant's fault and the result produced by the AI system or the fact that the AI system did not produce a result is presumed.1908

Both directives therefore serve to take account of the special technical features of AI, in particular through modified rules on presentation and burden of proof, and to neutralise the previous weaknesses of the liability regulations.

c) Legal remedies

In addition to other administrative or judicial rights, there is a right under Art. 85(1) AIA to lodge a complaint with the competent market surveillance authority if there is reason to believe that the provi-sions of the AIA have been violated. This right can be exercised by any natural or legal person.

According to Art. 86 AIA, every person affected by an AI-based decision has the right to receive clear and meaningful explanations from the operator regarding the role of the AI system in the decision-making process and the most important elements of the decision taken.

There are no expressly regulated appeal procedures with regard to a failed or revoked notification.1909 Nevertheless, according to Art. 99(10) AIA, corresponding procedural guarantees and judicial remedies against official powers under the AIA are generally guaranteed. All rights and remedies remain unaf-fected for consumers and other persons who may be adversely affected by AI systems with regard to possible compensation and are fully applicable.1910

7. Summary and implications for practice

a) General criticism of the regulatory concept

Since the plans for the AIA were announced, there have been discussions about the general need to regulate AI systems and whether the current time is right for large-scale regulation.1911 Supporters, including the Commission in particular, emphasise the EU's pioneering legal position through what is now the first comprehensive AI legislation.1912 It is hoped that the AIA will create the so-called Brussels  effect1913 , which could have a knock-on effect on the AIA of other non-EU member states.1914 Above all, a rapid regulatory response is necessary due to the rapid technical developments and the dangers, some of which are still barely foreseeable.1915 Well-known figures from the AI industry have also called for greater regulation of AI and moratoria on development to allow time to identify dangers and coun-teract irreversible risks.1916 Early regulation and a standardised legal framework could also ensure legal certainty and promote a single market, which could ultimately benefit economic development and inno-vation.1917

At the same time, many voices were raised that considered the regulation to be premature.1918 It is feared that the AIA will create new legal uncertainties through excessive and difficult-to-understand regulation and could therefore significantly inhibit the EU's innovative strength in the area of AI application and development.1919 Further regulation is also criticised as an obstacle to investment and innovation because the European AI economy appears to be lagging behind the USA and the People's Republic of China.1920 The AIA would be problematic for young European AI companies in particular, as they do not yet have the necessary financial resources for legal advice or the integration of the prescribed procedures.1921 On the other hand, more established companies from non-EU member states would have a competitive advantage and the opportunity to further expand their already favourable market position.1922 There would be a risk of oligopolisation of the market.1923 In this regard, comparisons are regularly drawn with previous regulations, in particular the GDPR.1924 Here, too, it is often criticised that American big tech companies in particular (especially ‘Alphabet’, ‘Amazon’, ‘Apple’, ‘Meta Platforms’ and ‘Microsoft’) ultimately benefited from the regulation for similar reasons.1925 Even Gabriele Mazzini, who was for-merly responsible for drafting the AIA within the Commission, expressed such concerns about European start-ups being at a disadvantage.1926

b) In detail

Aside from the general criticism of the regulatory concept itself, individual provisions of the AIA have been criticised in the specialist literature since the publication of the Commission's first draft. In some cases, the AIA's definition of AI systems under Art. 3 No. 1 AIA has been criticised as being too broad, meaning that it could also cover technologies that are more like conventional software and not artificial intelligence.1927 Accordingly, an AI system is, among other things, a machine-supported system that is designed for a varying degree of autonomy. Autonomy should mean that the AI system can act inde-pendently of human intervention to a certain extent and is able to "work without human intervention".1928

It is obvious that quite conventional everyday devices can also achieve this level of autonomy. However, the criticism levelled against it can be mitigated by looking at the definition in Art. 3 No. 1 AIA as a whole. Finally, the AI system must also be adaptable and derive from inputs for explicit or implicit goals how outputs (e.g. predictions, content, recommendations, decisions) are created that can influence the physical or virtual environment.

aa) Impending legal uncertainty and lack of clarity regarding the purpose of the  law

The criticism of the overly broad definition of AI systems is accompanied by the resulting legal uncer-tainty. But it is not only Art. 3(1) AIA that is criticised. Generally speaking, the regulation is sometimes unclear.1929 The often imprecise details of the AIA need to be further concretised by the Commission. However, the main problem here is that the AIA and its obligations are to be implemented before the guidelines are finalised by the Commission.1930 Legal uncertainty is also increased by the parallel entry into force of other new regulations, such as the Data Act or the Cyber Resilience Act, which are not harmonised with each other.1931

bb) Diffuse regulatory purposes

Another point of criticism is that the legislative process has made the purpose of the law unclear by overloading it with secondary issues such as copyright and environmental protection.1932 The primary objective is to promote the introduction of human-centred and trustworthy AI.1933 In the legislative pro-cess, however, many points were added that have nothing to do with this. This has led to a "watering down"1934 of the actual objective. The implementation of high-risk AI systems is also inconsistent.1935 For example, the AIA categorises some harmless AI models as high-risk AI systems and regulates them more strictly than those that are actually dangerous.1936

It is also uncertain whether the goal of protecting fundamental rights through product safety regulation can be achieved at all due to the different understanding of risk between the protection of fundamental rights and product safety.1937

Ultimately, only the actual implementation of the AIA will show to what extent these points of criticism are justified.

c) Practical implications

For companies that act as providers or deployers of AI systems, this results in a complex range of obli-gations with technical and organisational requirements, various restrictions and information obligations. However, all of these regulations depend very much on whether the specific system in question falls under the scope of the regulation at all and in which category it is to be categorised.

The first step for companies is therefore to determine what kind of AI system is planned and whether the scope of the regulation applies in this case. It should be borne in mind that relationships with coop-eration partners, for example, may also be relevant for this assessment. This is particularly the case if a product consists of different modules that are manufactured by different co-operation partners.1938 In addition, the entire entrepreneurial field of activity must be analysed, which may also include areas such as development, marketing and the company's internal and external communication (e.g. with chatbots) as well as the product-independent use of AI systems such as ChatGPT or DeepL Translator. 1939

The second step is to determine the level at which the AI is categorised in the regulation's risk-based system. Legal and technological advice should be sought at an early stage to ensure appropriate catego-risation.1940 The relevant requirements and obligations must then be identified and implemented.

It is generally advisable to build up your own in-house expertise or seek external support.1941 For exam-ple, the implementation of the necessary compliance management systems based on the requirements of the regulation can then be started at an early stage. Consideration should also be given to the numerous documentation obligations and, in particular for reporting obligations, time should be planned for con-tact with the authorities and deadlines should be observed.1942

It is also important not to forget the various regulations in addition to the AIA, which can also become relevant when using AI: In particular, legal requirements or contractual agreements on liability, attribu-tion and copyright issues as well as the handling of data must always be taken into account. The use of AI can therefore result in a complex overall picture of requirements and obligations.
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The ongoing digitalisation of markets has led to an enormous increase in data exchange. The collection, processing and transmission of (user) data in the European Union and beyond is largely due to platforms such as social networks and online marketplaces that collect and analyse the collected data.1943 These data sets ultimately lead to a concentration of power on the part of the data holders by giving the respective platform a competitive advantage over competitors on the one hand and providing deep insights into user behaviour on the other.1944 Overall, this data sovereignty of the platforms reinforces structural imbalances, as it makes it more difficult for new players to enter the market and puts compet-ing companies that do not have the same amount of data resources at a disadvantage.1945

The European Commission recognised the resulting systemic risks to competition and consumer protec-tion in the digital single market and launched a legislative package in 2020 consisting of the Digital Services Act1946 and the Digital Markets Act1947 .1948 The legislation aims to curb the market power of large platforms (so-called gatekeepers) and create a safe online environment for consumers. Similarly, the Platform-to-Business Regulation1949, which was adopted in 2019, aims to ensure fairness and trans-parency in the B2B sector.1950 As the addressees of all legal acts are always platforms in the broader sense, the regulations are collectively referred to as European platform regulation1951.1952

The European legislator has opted for a function-based approach to platform regulation, which, in con-trast to product-based regulation, is not linked to specific characteristics of a product, but to the specific activities and functions of the platforms. One example that can be used to illustrate the function-based regulatory approach is Art. 5(2)(a)–(d) DMA, which prohibits companies classified as gatekeepers from combining and using data from different services without the qualified consent of the user. The legislator thus regulates the specific activity of platforms by prohibiting the commercialisation of end user data in advance.1953 Overall, focussing on the specific functionality of platforms and their business models helps to better identify and combat potential cases of abuse, which ultimately helps to strengthen users' trust in online platforms and marketplaces.
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1. Introduction

The Platform-to-Business Regulation (hereinafter: P2BR) regulates the relationship between business users and online platforms on which users can offer their goods or services to consumers. The regulation came into force on 31 July 2019 and has been directly applicable in all member states since 12 July 2020. It creates rules on fairness and transparency by imposing obligations on the operators of online platforms. The P2BVO -thus regulates the behaviour of platforms in the digital single market and is part of the European Commission's digital strategy.1954

a) Backgrounds

In recent decades, the internet has had a major impact on the economy and trade. Digital distribution enables or facilitates access to the single market and creates new business opportunities.1955

Online platforms such as social networks, marketplaces and search engines offer their services to bring together commercial providers of goods or services and their potential customers for the purpose of concluding a contract.1956 Providers benefit from greater reach and visibility, while consumers are offered a large selection of providers.1957 The online platforms serve as gatekeepers for consumers to access the offers on the market.1958 In addition, providers can compare their offers with competing prod-ucts and thus make their offers appear more attractive, while customers can compare offers more eas-ily.1959

The online platforms offer commercial users advantageous access to the market and potential customers, but this also harbours the risk of a certain dependency on the online platforms for them.1960 This can be seen particularly clearly in the example of rankings, which determine which offers are displayed to customers and in what order. Rankings have a huge impact on visibility to customers and therefore also on purchasing decisions, but are created independently by the operators of the online platforms.1961 The P2BR aims to regulate this dependency and strengthen the rights of commercial users. In particular, this is to be supported by the mandatory introduction of complaint management systems, which have been lacking on a regular basis to date.1962

The focus is particularly on small and medium-sized enterprises (SMEs), as they lag behind large com-panies or groups both in terms of their structure and their resources (personnel, economic weight).1963 Consumer protection is also extended by the provisions of the P2BR, but is only an indirect objective, as this is already primarily realised by other European regulations.1964

b) Goals

The regulation aims to restrict unfair practices by online platforms and create remedial mechanisms to strengthen the internal market.1965 In its proposal for a regulation on transparency and fairness for busi-ness users of online intermediation services1966, the Commission proposed rules on transparency obliga-tions and procedural rules.1967 Parliament, on the other hand, was in favour of formal transparency obli-gations as well as substantive fairness requirements, but was outvoted in the trilogue procedure.1968

The core areas of the regulation are the creation of sufficient transparency regarding the creation of rankings, contract cancellations1969 and the restriction of services on the market.1970 On the other hand, this transparency is intended to increase the trust of commercial users in the platforms. This trust, in combination with protection against unfair practices1971, should benefit the internal market.

The Regulation defines different obligations to be complied with for different types of online platforms. It differentiates between online intermediary platforms (Art. 2 No. 2 P2BR) and online search engines (Art. 2 No. 5 P2BR), whereby most of the regulations are laid down for online platforms. Particular importance is attached to the design of general terms and conditions (Art. 3 P2BR). According to Art. 5 P2BR, special transparency provisions apply to all online platforms for the rankings they create. A special feature is the introduction of a representative action in Art. 14 P2BR, which enables commer-cial users to file an action for injunctive relief via an association or organisation in the event of infringe-ments against the platform.

c) Differentiation from other legal acts of platform regulation

The P2BR was supplemented by the DSA and the DMA in 2022 in order to adequately protect free competition.1972 The DMA formulates in Art. 5 et seq. DMA formulates strict prohibitions and bans, which are also directed exclusively at gatekeepers. The DSA distinguishes between different types and sizes of intermediary services. It is also based on the provisions of the P2BR for complaints management and out-of-court dispute resolution (Art. 11, 12 P2BR). The P2BR is therefore regarded as a model for the DMA and DSA that were issued later. The P2BR supplements national antitrust regulations and does not supersede them.1973

2. Scope, Art. 1(1), (2) P2BR

a) Personal scope

Pursuant to Art. 1(1) P2BR, the Regulation applies to legal relationships in connection with the conclu-sion of contracts via online platforms. There are basically three legal relationships: The platform usage relationship on the customer side, the platform usage relationship on the provider side and the customer-provider relationship.1974

aa) The customer relationship

The customer relationship exists between the platform and the customer using the platform. There must therefore be at least a de facto user relationship.1975 Recital 9 P2BR states that the Regulation only applies if the customer's platform usage relationship is with a consumer.1976 A consumer within the mean-ing of the Regulation is a natural person who is not acting on the market for the purposes of a trade, business, craft or profession.1977

bb) The supplier-side relationship

The provider-side platform usage relationship exists through a contractual relationship between the plat-form and the provider who offers its goods or services to a consumer via the platform.1978 Although the P2BR indirectly strengthens consumer protection, only these providers are directly protected.1979 The provider must be either a business user or a user with a company website.1980

According to Art. 2 No. 1 P2BR, business users are legal entities or private individuals who offer goods or services to consumers in connection with their commercial, business, craft or professional activity via online intermediary service providers. The term "professional activity" should be read as an inde-pendent professional activity.1981 In particular, commercial enterprises are to be covered by the regula-tion.1982 Even if the wording only requires a connection between the offering and the activity, this must be read as part of the activity.1983

Users with a business website are natural or legal persons who offer goods or services to consumers via an online interface for purposes relating to their trade, business, craft or profession, in accordance with Art. 2(7) P2BR. An online interface is defined very broadly as software, which includes websites, parts of websites and applications, including mobile applications, Art. 2 No. 7 P2BR.

cc) The customer-provider relationship

The customer-provider relationship already arises through the initiation of a transaction between the customer and the provider of the online platform.1984 B2B and C2C contracts are excluded due to the above-mentioned consumer status of the customer and the provider's status as a commercial user. This is only convincing on the assumption that companies offering goods or services to other companies are large enough to be on an equal footing with the platform providers, i.e. that there is no power imbalance. However, there are no strong reasons for such an assumption, especially not when SMEs contract with each other.1985 If an SME offers goods or services to another SME as a commercial user, there is no protection under the P2BR for the former. Whether such a protection gap will last in the long term remains to be seen.

b) Material scope, Art. 2 P2BR

The P2BR applies to providers of online intermediary services and online search engines (online platforms) as addressees of the standard.1986 The majority of the regulation governs contractual relation-ships for online intermediary services, while there are only a few provisions for online search engines.

The size of the platform plays no role in the P2BR as it does in the DMA. In contrast to the DMA, only the structural power of the platform operators to conclude contracts is relevant in the P2BR for the assessment of power positions, not the economic size.1987 This means that, in principle, SMEs also fall under the scope of the regulation as platform operators; however, they do not have to set up an internal complaints management system or specify mediators in their general terms and conditions, but may do so voluntarily.1988

aa) Online intermediary services, Art. 2 No. 2 P2BR

(1) Definition

The P2BR provides its own definition of intermediary services in Art. 2 No. 2, which the European legislator did not take up verbatim in the DSA that was subsequently issued. For an online intermediary service to exist, the requirements listed below must apply cumulatively in accordance with Art. 2 No. 2 P2BR.

(a) Service of an information society, Art. 2 No. 1(a) P2BR

Firstly, according to Art. 2 No. 2(a) P2BR, an information society service within the meaning of Art. 1(1)(b) Directive 2015/1535/EN must be present. This is the case if the service is provided individ-ually on demand, at a distance and electronically.1989 The term "service" is congruent with the term used in the fundamental freedoms under Art. 56, 57 TFEU.1990

As a rule, this service must be provided in return for payment. Payment is to be understood broadly and does not necessarily require remuneration of the platform operator by the commercial user.1991 Accord-ing to ECJ case law, a service is provided for remuneration if it is commercially oriented,1992 i.e. it is not necessary for the user to pay a direct fee.1993 It is equivalent to monetary consideration if the user pays with their personal data.1994 On the one hand, this results from the inherent economic value of personal data.1995 Secondly, from a systematic view of other Union legal acts: For example, Art. 3(1)(2) Digital Goods Directive 2019/770 also explicitly covers the provision of personal data as consideration and equates this to a payment.

A service is individualised on demand if it is provided by the transmission of data on individual request, Art. 1(1)(b) No. iii Directive 2015/1535/EN. The recipient of the service therefore makes a request, which is then transmitted by the service provider to the data compiled for the recipient1996 (i.e. not point-to-multipoint transmission).1997 According to Art. 1(1)(b)No. i Directive 2015/1535/EN, a service is provided at a distance if it is provided without the simultaneous physical presence of the contracting parties.1998 The service is provided electronically in accordance with Art. 1(1)(b)(i) Directive 2015/1535/EN if it is sent and received entirely by means of equipment for the electronic processing and storage of data, i.e. the service is provided via an electronic communications network.1999 The scope therefore excludes services that are only provided with the aid of electronic equipment but not entirely by means of such equipment.2000

(b) Mediation of the initiation of transactions between business users and consumers

The service of the information society would then have to be aimed at an intermediary activity, i.e. mediating a transaction between customers and commercial users.2001 This does not depend on the (effective) conclusion of a contract, but merely on the initiation and preparation of such a transaction.2002 Transactions are all processes that prepare or at least hold out the prospect of a contract being con-cluded.2003 The fact that the platform provides a framework in which goods and services can be offered already constitutes mediation. The platform operators must be interested in facilitating a transaction, and this is not only possible by chance (as is the case with telecommunications services).2004

(c)  Provision of brokerage by contractual basis, Art. 2 No. 2(c) P2BR

According to Art. 2 No. 2(c) P2BR, an online intermediary service only exists if the service is based on a contract with the business user.

(aa) Effectiveness of the contract

The regulation itself does not contain any clear rules on this. Recital 10 P2BR only requires an expres-sion of intent, i.e. not the effective conclusion of a contract.2005 Furthermore, Art. 2 No. 2(c) P2BR merely states that the service is provided on the basis of a contractual relationship, but not on the basis of a contract. Nevertheless, the objective of the regulation must be taken into account: The provider's contractual obligations (especially in general terms and conditions) are to be set out transparently. How-ever, the commercial user can only be adequately protected if he can also enforce this in court.2006 An effective conclusion of contract is therefore required for the regulation to apply. In principle, it is irrel-evant in which legal system the contract was concluded, i.e. also according to the law of third countries (according to the ROM I Regulation).2007 However, the choice of law of the contract plays a role if the validity of the contract has to be reviewed,2008 for example if a court has to review the validity of a contract from another legal system for the applicability of the Regulation.

(bb) Declaration on a durable medium, Art. 2 No. 13 P2BR

According to recital 10 P2BR, the intention to be bound must be stored on a durable medium. According to Art. 2 No. 13 P2BR, this is the case if the commercial user's information can be accessed, viewed and retrieved for a reasonable period of time. However, it is questionable whether the requirement of a durable medium is constitutive for an intermediary activity within the meaning of the Regulation.

On the one hand, this could be affirmed, because effective protection of the commercial user is only guaranteed if the user can prove the conclusion of a contract, which is easily possible through storage. 2009

On the other hand, storage on a durable medium cannot play a role in the applicability because the provider would then unilaterally determine the applicability through its contract conclusion require-ments and the user would not be protected.2010 In addition, the requirement of the recital is merely intended to distinguish it from other formal requirements (from the respective legal system of the contract conclusion). 2011

The storage requirement could also be understood as a unilateral option for the user, who can release themselves from their obligations if this is not the case.2012 Sanctions in the event of a breach could then be imposed by other instruments (for example in competition law).2013 The dispute remains open for the time being.

(2) Examples

Most online intermediary services fall under the definition, meaning that the target group is very broad. Nevertheless, the regulation is mainly aimed at the large platforms (gatekeepers), as the greater the difference between the platform and the commercial user, the more dangerous an abuse of power can be.2014 The so-called GAFA platforms2015 (‘Google‘, ‘Amazon‘, ‘Meta‘ formerly ‘Facebook‘,‘Apple‘) are particularly in focus.2016 Well-known examples of online brokerage platforms are comparison portals (‘Check24‘) or product search engines (‘idealo‘) and sales portals (‘Amazon Marketplace‘, ‘Google Shopping‘, ‘Meta Marketplace‘, ‘ebay‘).2017 However, platforms that are aimed at terminating, changing or asserting secondary claims (‘Kündigen.com‘, ‘Aboalarm‘) are not included.2018

bb) Online search engines, Art. 2 No. 5 P2BR

In addition to the online brokerage platforms, operators of online search engines are also addressees of the P2BR, although they are obliged to a limited extent.

According to Art. 2 No. 5 P2BR, online search engines are digital services that enable users to enter a keyword, voice input or phrase in order to perform a search on any topic on any website and have the results displayed. This definition is basically congruent with that of the DSA, whereby the legislator has dispensed with the term intermediary service here, so that the problem of categorising online search engines does not arise here, in contrast to the explanations on the DSA.2019

Online search engines are not a service in the sense of an information society. It remains unclear what exactly is meant by digital. The service must be based on "information expressed in digits".2020 Further-more, no remuneration is required here. It is also important that the search engine processes the search queries on all websites and is not limited either thematically or to specific sources.2021

An important difference in contrast to online intermediary services is that there are only two legal rela-tionships when using online search engines and not three as shown above.2022 In the case of online search engines, only the de facto user relationship between the search engine and the consumer is rele-vant, as well as an at least pre-contractual relationship between the consumer and the business web-site.2023 There is no need for a contractual relationship between the search engine and the business  website.2024

cc) Territorial scope, Art. 1(1) P2BR

Online platforms can be used worldwide via the internet, which is why it is necessary to take a close look at their geographical applicability. Art. 1(1) P2BR stipulates that the Regulation applies if the ser-vice is provided or offered to business users who are established or resident in the EU (country of  establishment principle) and who offer their services or goods to consumers in the EU (market place  principle). According to Art. 1(2) P2BR, the place of establishment of the online platform operator is not relevant.

The business user must clearly target its services to consumers from at least one Member State.2025 This does not depend on the commercial user's intention to do so, but on the circumstances of the individual case.2026 Possible indications may be the use of a Member State domain (or .eu) or telephone number as well as the mention of international customers such as through reviews or similar.2027

Consumers, on the other hand, only need to be located in the EU; nationality or residence in a Member State is not required.2028 As a result, business users who offer their services to consumers outside the EU are not bound by the regulation. In principle, the European legislator is only responsible for European consumer protection, which determines this geographical restriction. However, consumer protection is only an indirect objective of the regulation; the focus is on protecting commercial users from the supe-riority of the platform provider.2029 This protection is not possible if a business user only targets con-sumers from third countries.2030 Thus, the location of the consumer determines the need for protection of the commercial user.2031 This means that market power can be abused by platform operators without possible consequences under the P2BR.2032 This may be questionable if the operator of the online plat-form is also based in the EU, as there is then in any case a connection to the internal market in accordance with Art. 114(1) TFEU and the legislator could therefore adopt a standardised regulation for platforms used in the EU.2033

3. Requirements for online brokerage services and online search engines

The P2BR lays down most of the rules for providers of online intermediary services. These will be considered individually below before the obligations of online search engines are discussed.

aa) GTC, Art. 3 P2BR

Art. 3 P2BR is the main focus of the Regulation and regulates the requirements to be met by the GTCs provided by online platforms. Providers of online intermediary services regularly use general terms and conditions. The P2BR specifies how exactly the T&Cs must be presented to the business user and what content they must contain.

With the Directive/93/13/EEC (Directive on standard terms and conditions)2034, the European legislator introduced the standardisation of legal provisions on standard terms and conditions as early as 1993. The aim of this was to standardise the internal market and thus strengthen consumer protection.2035 However, the provisions of the Directive do not apply directly to the GTC of online platforms, as these only apply to the GTC of consumer contracts, whereas the P2BR regulates the supplier-side relationship between two companies.2036 The Member States have the option of tightening up the provisions of the Directive through the transposition laws of the Clauses Directive, so that B2B contracts can also fall under the control of clauses in national law.2037 However, the P2BR creates standardised transparency regulations for the drafting of general terms and conditions between two companies in the EU for the first time, but refers specifically to the obligations for online platforms.

In Art. 2 No. 10 P2BR, GTCs are formulated differently from the Clauses Directive, but are similar to this definition.2038 The P2BR does not require that the GTCs are pre-formulated, nor that they are used in a large number of contracts. Art. 2 No. 10 P2BR stipulates that the GTC are unilaterally determined, but not that they are unilaterally included.2039 Nevertheless, only the T&Cs of the online intermediary service are covered by the P2BR, while the national provisions apply to the (albeit rarely used) T&Cs of commercial users.2040

(1) Obligations to include general terms and conditions, Art. 3 (1) P2BR

Firstly, certain requirements are placed on the manner in which the GTCs are included. According to Art. 3(1)(a) P2BR, the GTC must be formulated in a clear and comprehensible manner.2041 In addition, the T&Cs must be easily available to the business user (Art. 3(1)(b) P2BR). The required availability must be guaranteed for both existing and potential future contractual partners.2042 This is already fulfilled by a link on your own website.2043

Furthermore, the content requirements to be introduced by the providers are regulated. Art. 3(2)(c) P2BR requires providers to state in their T&Cs the reasons for which the provision of the platform may be suspended, terminated or restricted.2044 This stipulates that the effectiveness of such measures only becomes effective through the justification in accordance with Art. 3(2)(c) P2BR.2045 Furthermore, com-mercial users should receive information about additional distribution channels or partner programmes of the intermediary services in accordance with Art. 3(1)(d) P2BR in order to know through which the platform may still distribute the users' offers.2046 Finally, the effects on the ownership of intellectual property of commercial users must be noted, Art. 3(1)(e) P2BR. The intellectual property in their own products is of considerable economic importance for commercial users, meaning that the possible effects of the GTC on this must be presented transparently.2047 The Regulation cites the use of logos, trademarks and business names as examples.2048 In addition, the inclusion of information on the points listed in Art. 5 et seq. P2BR.

(2) Obligations in the event of changes to the GTC, Art. 3(2) P2BR

Art. 3(2) P2BR sets out requirements for amendments to the GTC. The platform operator may propose changes to its GTC to the business user. Amendments must be submitted on a durable medium.2049

However, this does not include purely editorial changes if these do not change the content and meaning of the clause.2050

The commercial user then has the option of cancelling the contract within a certain period of time. This period is 15 days from notification of the change, but may be longer in individual cases in accordance with Art. 3(4) P2BR.2051 However, any shorter national deadlines must be observed.2052

However, commercial users have the right to waive the time limit entirely in accordance with Art. 3(2) P2BR. This is possible either through a written declaration or a clearly confirming act. The re-listing of goods or services is to be regarded as a confirmatory act.2053 If an extended deadline applies due to special circumstances, the posting is not considered an implied waiver of the deadline.2054

(3) Nullity of general terms and conditions, Art. 3(3) P2BR

If the GTC violate one of the provisions mentioned in (1) and (2), they shall be null and void pursuant to (3). This nullity shall be effective ex tunc erga omnes against all contracting parties.2055 This also rules out recourse to dispositive substitute law.2056 Nevertheless, only the provision that does not fulfil the requirements is null and void. If other provisions are separable from the void provision, they continue to exist.2057

A special feature is Art. 8 P2BR, which as a substantive legal standard sets out requirements for the use of clauses. It stipulates that no retroactive changes are to be made to the T&Cs, that the T&Cs must include termination options for commercial users and that data protection requirements must be set out. In contrast to Art. 3 P2BR, it does not contain its own nullity provision, meaning that infringements are governed by the applicable national law.2058

(4) Competitions

According to Art. 1(4) P2BR, the general civil law of the Member States remains unaffected. In princi-ple, the national regulations on general terms and conditions and their control continue to apply and must be supplemented by the P2BR.2059 It must always be clarified whether the P2BR -provides a con-clusive regulation for a specific behaviour. 2060 If this is not the case, the relevant substantive law must be applied.2061 Nevertheless, the interpretation of the P2B standards as European regulatory law must always be interpreted autonomously.2062 This also applies if other legal issues relating to the same facts are to be clarified in accordance with the principles of private international law under a specific legal system.2063

bb) Restriction, suspension and termination, Art. 4 P2BR

Art. 4 P2BR stipulates that providers must provide their users with written reasons why they are restrict-ing, suspending or terminating the provision of their own services for the user's products. Such a restriction, suspension or termination is only justified by legitimate reasons.2064 These reasons are already mentioned in Art. 3(1)(c) P2BR, so that Art. 4 P2BR stipulates above all that the reasons must be rec-orded on a durable medium, Art. 3(1) P2BR. Art. 4(5) P2BR specifies the obligation to state reasons to the effect that the platform operator must include all specific facts and circumstances, both factual and legal.2065 In addition, communications from third parties that have influenced the provider's decision must be included. In particular, this may include (negative) criticism from consumers, but also commu-nications from consumer organisations or authorities, as long as there is a direct link to the commercial user or their offer.2066 In accordance with Art. 4(2) P2BR, the reasons for termination must be provided on the data carrier at least 30 days before the termination takes effect.

According to Art. 4(5) P2BR, the obligation to provide reasons is excluded if the platform operator is not allowed to disclose the reasons due to a legal or official order or if the user has repeatedly (i.e. at least twice) violated the GTC. In the absence of information to the contrary, it can be assumed that there is no repetition if the first offence is time-barred under applicable national law.2067 In order to be able to invoke the exclusion of the obligation to state reasons, the T&C that violated Art. 4 P2BR must be valid under national law.2068

cc) Rankings, Art. 5 P2BR

(5) Regulatory objective

Another key provision of the Regulation is Art. 5 P2BR, which sets out transparency requirements for the process and the creation of the rankings produced by online intermediary services.

According to Art. 2 No. 8 P2BR, rankings are the relative prioritisation of goods and services offered on online platforms. The ranking criteria (according to an algorithm or other evaluation mechanism) are determined by the operators of the online intermediary platform.2069

The rankings of online platforms have a significant influence on consumer choice, to which the com-mercial success of business users is directly linked.2070 For this reason, the requirements of Art. 5 P2BR are intended to create predictability for business users and possibly provide an opportunity to optimise the presentation or goods themselves.2071 Nevertheless, there is no obligation for the operators of online platforms to disclose the detailed functioning of the mechanisms and algorithms used in order to prevent malicious manipulation.2072 Furthermore, the standard should not be a rigid obligation to specify certain parameters, but should always be adapted to the type of platform and the individual case.2073

(2) Specifications

According to Art. 5(1) P2BR, the main parameters and the reasons for their relative weighting must be listed in the GTC (product-related factors). This refers to those parameters that determine the ranking. An explanation of the dynamic nature of the ranking should be provided so that predictability is created with regard to certain influences. Examples of main parameters are given both by the Regulation itself and in Annex I of the European Commission's Ranking Transparency Guidelines, Art. 5(7) P2BR.2074 According to Art. 5(3) P2BR, it must be explained whether and how commercial users can actively influence the ranking by paying a fee and what effect this has on the ranking.2075

In addition, according to Art. 5(5) P2BR, consumer-related features must also be presented, such as the so-called matching of product features and the interests of consumers, but also the linking of product features with factors such as location, search history, order history, etc.2076

The fact that the information on rankings must be listed in the GTC means that the general updating obligation under Art. 3(2) P2BR also applies to these. It is important to note that temporary changes to the main parameters (Black Friday, delivery difficulties, changes to the technical basis) must also be noted.2077

(3) Delimitation to Art. 26, 27 DSA

The DSA sets out transparency requirements for platform operators in Art. 26 and 27 DSA.2078 The requirements of the two regulations are very similar - for example, the information in the general terms and conditions must be formulated clearly and comprehensibly. In addition, both Art. 27(2)(b) DSA and Art. 5(1) P2BR require the justification of the relative weighting of these parameters.

In principle, the provisions of the P2BR apply as lex specialis in accordance with Art. 2(4)(e) DSA if overlaps arise.2079 Nevertheless, it is important that the different objectives of the regulations are recog-nised: While the P2BR is concerned with the fair participation of commercial users, Art. 27 DSA focuses on the perspective of the recipient user as to why which offers are displayed and how.2080

dd) Differentiated treatment, Art. 7 P2BR

(2) Regulatory objective

According to Art. 7(1) P2BR, platform operators must also include explanations on the differentiated treatment of their own and third-party offers in the GTC. This should refer to the so-called self-prefer-ential treatment of hybrid companies2081, which are both intermediary service providers and competitors for commercial users.2082 In these cases, there is an increased risk of abuse of market power because the hybrid companies have the economic incentive and the opportunity to favour their own products.2083 In addition, competition is weakened by the prevention of so-called climbing in the rankings because there are no longer any incentives to improve one's own products.2084 The same applies to products offered via the intermediary service by commercial users who are under the control of the intermediary ser-vice.2085 This position of control presupposes a certain economic influence, which is particularly present in group structures.2086

(2) Specifications

Treatment within the meaning of Art. 7 P2BR are all measures that could potentially have an impact on the success of access.2087 These are differentiated if the treatment of two offers differs directly or indi-rectly.2088 There is an obligation to disclose if the standards of treatment lead to a significantly different treatment of the third-party provider.2089 Art. 3 P2BR provides some examples of what information is to be disclosed. Accordingly, preferential treatment for access to personal and other data (a), for ranking (b) with regard to the fees already mentioned in Art. 5(c) P2BR and for access to services, functions and technical interfaces (d) must be specified. While these requirements must already be included in the GTCs in accordance with Art. 5 and 9 P2BR, the requirements under Art. 7 P2BR always refer to the context in which they are related to a possible different treatment compared to third-party providers.

ee) Special contractual provisions, Art. 8 P2BR

Art. 8 P2BR sets out contractual provisions that the provider must observe when concluding the contract. According to Art. 8(a) P2BR, the platform provider may not change the GTC retroactively. Exceptions exist if the legislator or an authority so determines.

Providers must also stipulate in the T&Cs how users can terminate the contractual relationship, Art. 8(b) P2BR. The provision thus represents the counterpart to Art. 4 P2BR, whereby a breach of Art. 8 P2BR does not lead to the invalidity of the GTC.2090 However, there is no obligation to state grounds for ter-mination. Only those reasons must be stated which the platform provider grants to the user.2091 Art. 8(b) P2BR also does not apply to purely legal termination options; these are subject to national law in parallel to Art. 1(2) Directive 93/13/EEC.2092 While recital 32 states that the conditions for termination should be proportionate, this material appropriateness is not addressed in Art. 8 P2BR, so that there is only a pure transparency obligation.

According to Art. 8(c) P2BR, the platform provider must also explain what access it will continue to have to the data provided or generated by the user after termination of the contract. In principle, this requirement is in line with Art. 9(1) P2BR, so that reference is made to its explanations. However, Art. 9(1) P2BR refers to the period during the contractual relationship, whereas Art. 8(c) P2BR refers to the period after the contractual relationship.2093

ff) Data access, Art. 9 P2BR

(3) Regulatory objective

Online intermediation services are data-based business models in which the access and processing of data is a central element.2094 Art. 9 P2BR therefore creates transparency requirements regarding access to and handling of data of commercial users. The commercial users should understand from the infor-mation whether they can use the data to add value.2095 However, there is no right of access to this data.2096 Art. 9(1) P2BR obliges platform providers to specify in the GTC the access and handling of data for business users that are provided or generated by them or consumers when using the platform. Data is provided when it is actively (consciously or unconsciously) introduced and enters the platform provid-er's access area.2097 Generating is understood to mean the automatic generation of information through the use of the intermediary service.2098

Data that the platform provider provides itself is therefore excluded from the transparency obligation.2099 This includes both personal2100 and other data. Both technical access, i.e. what measures can be used to access the data, and contractual access, i.e. what legal requirements are placed on this, should be included in the GTC.2101 This primarily concerns the scope, type and conditions under which the commer-cial user is granted access to the data.2102 Article 9 of the P2BR does not stipulate that the platform provider must make data available, but the transparency requirements can increase the exchange of data and strengthen the European data space.2103

(2) Requirements, Art. 9(2) P2BR

Art. 9(2) P2BR sets out some requirements as to the content of the explanations in (1), but only repre-sents a minimum.

According to Art. 9(2)(a) P2BR, the platform provider must set out its own access to data provided or generated by the business user or the consumer in the GTC. It must explain to which category this data belongs and under which conditions it has access.

According to Art. 9(2)(b) P2BR, the same obligation applies to business users' access to the data that they themselves provide or generate through the use of the platform. Art. 9(2)(c) P2BR also supplements this obligation with data that can be traced back to other business users or consumers.

Article 9(2)(d) of the P2BR also refers to the same obligation with regard to the provision of data to third parties. This concerns both whether data is made available to third parties and whether this is necessary for the online intermediary service. The purpose of the disclosure should also be disclosed. In addition, information should be listed on whether and how the commercial user can object to the trans-mission of data.2104

According to Art. 9(3) P2BR, the information obligations from the first two paragraphs stand inde-pendently alongside other EU data protection requirements, in this case the GDPR, Directive (EU) 2016/680 and Directive 2002/58/EC, but must be harmonised with them.2105

gg) Restriction on the possibility of introducing other conditions by other means  Art. 10 P2BR

According to Art. 10(1) P2BR, platform providers must justify in their general terms and conditions why they prohibit commercial users from offering the same goods or services by other means and under different conditions. Platforms regularly use this sales restriction to prevent the offer on other platforms or in direct sales at better conditions and thus to bind consumers to their own platform.2106 Article 10(1) P2BR applies to all prohibitions, requirements or other stipulations regarding other offers to consumers (i.e. offers to traders are not included).2107 Other conditions can be a different price, other contractual conditions or modified service content.2108 It does not matter whether the conditions are better or worse for other offers.2109

A special feature in contrast to other transparency obligations of the P2BR is that the information from Art. 10 P2BR must both be set out in the GTC and be easily accessible to the public, Art. 10(1) P2BR. The information on a restriction must not only be provided, but also justified, Art. 10(1) P2BR.

hh) Internal complaints management, Art. 11 P2BR

(4) Regulatory objective

Art. 11(1) P2BR obliges providers of online intermediary services to set up an internal complaints man-agement system for complaints from business users. The aim of this provision is to provide business users with access to an immediate, appropriate and effective redress system and to create a bilateral, rapid dispute resolution system.2110 Platform operators, on the other hand, are to be given sufficient flexibility in dealing with complaints and the opportunity to respond appropriately to abusive use of the complaints system.2111

It is important to note that according to Art. 11(5) P2BR, the establishment of a complaints management system does not apply to SMEs, but they can set this up voluntarily.

Internal complaint management is the first of three legal protection options available to the user. The second stage is out-of-court mediation (Art. 12 and 13 P2BR) and finally judicial enforcement in accordance with Art. 14 P2BR, whereby the business user is free to choose between the stages and does not have to go through all of them.2112

(2) Specifications

According to Article 11(1)(1) of the P2BR, complaints management must have an internal character, i.e. it must be within the sphere of the intermediary service and be carried out either by the platform operator itself or by a third party that complies with the requirements of the P2BR.2113

The complaints management system must be easily accessible and free of charge and ensure that com-plaints are dealt with within a reasonable period of time, Art. 11(1) P2BR. According to Art. 11(2) P2BR, information on the organisation of the complaints procedure and the individual steps, such as examination, processing and clear and comprehensible results of the procedure, must also be recorded.

A distinction must be made between the obligation to include this information in the general terms and conditions in accordance with Art. 11(3) P2BR and the additional obligation to provide information in accordance with Art. 11(4) P2BR on how complaints management works in practice.2114 According to Art. 11(4) P2BR, information on the number of complaints, the most important types of complaints, the average time required and the outcome must be made easily available to the public.

(3) Demarcation

Art. 20 DSA also requires the establishment of an internal complaints management system, meaning that this obligation arises from both regulations. However, it is important for commercial users that in the event of problems or breaches of the P2B requirements, they can only refer to the complaints man-agement system set up under Art. 11 P2BR and not to a potentially more favourable system under the DSA.2115

ii) Duty to mediate, Art. 12 P2BR

Mediation is listed as a further dispute resolution instrument in Art. 12(1) P2BR. The aim of the regula-tion is to spare the parties lengthy and costly court proceedings.2116 According to (1), two or more mediators within the meaning of Art. 3(b) of the Mediation Directive2117 are to be specified by mediation platform providers with whom disputes are to be resolved. Participation in mediation is voluntary for both parties and can be interrupted at any time.2118

Art. 12(2) P2BR lists the requirements to be met by mediators. They must be impartial and independent (a), offer affordable services in the language of the GTC without delay (b), (c), (e), be easy to contact (d) and understand the business relationship sufficiently (f).

According to Art. 13 P2BR, mediation organisations can also be appointed. The advantage of this is that, despite the lack of predictability of the commercial user, the mediator has not yet been determined in person and a neutral organisation is therefore selected.2119 This strengthens trust in mediation.2120

b) Online search engines

The P2BR contains far fewer provisions for online search engine operators. They are only mentioned in Art. 5 and 7 of the P2BR.

aa) Ranking, Art. 5 P2BR

Art. 5(2) P2BR stipulates that online search engines must also disclose information about their ranking methods. In the absence of a contractual relationship between the provider and the commercial user2121, there are no general terms and conditions, meaning that online search engines must make the main parameters publicly and easily available in explanatory notes.2122 It must also be ensured that these are always kept up to date, Art. 5(2)P2BR.

According to Art. 5(4) P2BR, providers of online search engines must notify the user with the company's website of changes due to third-party notifications. This primarily refers to cases in which a company attempts to worsen the ranking of a competitor through notifications such as trademark and copyright infringements.2123

In addition, online search engines are required under Article 5(5)(c) of the P2BR to disclose the design characteristics of the website of users with a company website and how these influence the ranking mechanism. Paragraphs 3, 6 and 7 apply accordingly.

bb) Differentiated treatment, Art. 7 P2BR

Parallel to Art. 5(2) P2BR, Art. 7(2) P2BR regulates the obligation to provide information on differen-tiated treatment for online search engines. In the absence of a comparable provision to Art. 7(1) P2BR, the provider of an online search engine can significantly reduce its explanations. This is due to the fact that the lack of a contractual relationship between an online search engine and a commercial user means that there is less contractual abuse of power.2124 In contrast to Art. 5(2) P2BR, no precise requirements for the publication of the transparency requirements are standardised. Recital 31 also differs in its word-ing from that of recital 26 and only requires disclosure in an explanation, but does not mention how this explanation is to be written. There is therefore no clear regulation on how the online search engine operator must provide the explanations. In order to fulfil the purpose of the transparency requirements, the explanations must be made publicly accessible in any case.2125

4. Enforcement and supervision

The P2BR does not contain any enforcement instruments of its own, but refers to national (already existing) enforcement mechanisms.2126 In the absence of its own provisions on fines or the obligation for Member States to enforce the Regulation ex officio,2127 the P2BR is mainly aimed at civil liability of online platforms in the event of infringements of the P2BR.

a) Civil liability

aa) Claims under national law, Art. 15 P2BR

The P2BR does not contain any separate bases for claims, meaning that these must be established in national law by the legislator in accordance with Art. 15 P2BR.2128 The applicable law is determined by private international law. Claims for removal and injunctive relief as well as compensation for damages against online intermediary services can be considered under fair trading law, contract law and tort law. In the absence of a contractual relationship between users and online search engines, contractual claims do not apply here.2129 Breaches of the provisions of the P2BR may then constitute breaches of duty under national law.2130 Furthermore, the provisions of the P2BR can be used as judgements in national law.2131

bb) Filing a complaint, Art. 14 P2BR

In addition to internal complaints management and mediation, the third level of legal protection options is going to court (private enforcement). Art. 14 P2BR provides an option for legal action, which distin-guishes between collective rights in Art. 14(1) P2BR and individual rights in Art. 14(9) P2BR.

Art. 14(1) P2BR opens up the possibility of setting up organisations, associations and qualified public bodies that collectively represent the rights of business users through a representative action. The background to the possibility of collective action is the risk that commercial users will not enforce their rights due to a lack of financial resources, fear of retaliation and exclusive provisions of the applicable law on general terms and conditions.2132 The bodies to be set up must be properly established in accord-ance with the law of a Member State, must be non-profit organisations and must pursue their objectives on a permanent basis.2133 This is to ensure that they fulfil their tasks effectively and appropriately and that ad hoc foundations and influences from third-party funds are avoided.2134 They must also disclose their membership and sources of funding to national courts in order to prevent the associations from being influenced by online platforms.2135

In addition, Art. 14(9) P2BR stipulates that commercial users can independently enforce their rights under national law before the national courts. However, Art. 14(9) P2BR only has a clarifying function. The P2BR does not grant a separate individual right of action in addition to national law, but merely stipulates that individual actions under national law are not excluded by Art. 14(1) P2BR.2136

b) Supervision, Art. 15 P2BR

Pursuant to Art. 15(1) P2BR, the Member States are obliged to enforce the Regulation appropriately and effectively. To this end, effective, proportionate and dissuasive measures must be adopted.2137 In doing so, they can create new enforcement bodies or utilise existing bodies such as authorities or courts.2138 According to Art. 15(2) P2BR, the Member States must also adopt provisions on measures in the event of infringements, but are not obliged to take official action against infringements and impose fines.2139

c) Example Germany

In Germany, both the P2BR and the DSA are implemented by the Digital Services Act (DDG) of 6 May 2024. The Federal Network Agency is responsible for implementing the P2BR in accordance with § 22(1) DDG. In doing so, it can designate organisations, associations and public bodies in accordance with Art. 14 P2BR, § 22(2) DDG. In addition, it shall cooperate with the Federal Cartel Office in accordance with § 22(3) DDG so that both bodies can fulfil their tasks. According to § 33(3) DDG, the Federal Network Agency can levy fines against online platforms in the event of violations of the provi-sions of the P2BR.

5. Summary and implications for practice

For the first time, the P2BR creates concrete, harmonised transparency requirements for online plat-forms. For a regulation to be effective, the addressees must observe the requirements and incorporate them into their activities. In addition, there must be sufficient enforcement options to sanction violations appropriately.

To review this, the EU Commission evaluates the developments of the regulation at regular intervals in accordance with Art. 18 P2BR. It did so most recently in its report dated 12 September 2023.2140 In this report, the Commission stated that the P2BR does have an impact in terms of transparency requirements, but that its potential is not sufficiently utilised due to a lack of knowledge and implementation of the Regulation.2141

The Commission's assessment is based on a survey conducted in 2020, in which 179 online intermedi-ation services were analysed and business users were interviewed.2142 The findings included the follow-ing:

- Only a third of the online platforms list information about ranking parameters in their terms and conditions,2143 some of which were insufficient to provide clarity for commercial users.2144

- Only 19 of the 179 online platforms analysed have introduced an internal complaints manage-ment system. In addition, the number of complaints submitted and reviewed shows that the online platforms define the term complaint inconsistently.2145

- Only 25 online platforms name two mediators in their T&Cs in accordance with Art. 12 P2BR. 35 others name one mediator, with most of them naming the same mediator based outside the EU.2146

- The establishment of a specialised mediation centre within the meaning of Art. 13 P2BR is not known.2147

These results show that the platforms do not fully comply with the regulation in a targeted manner. As a result, commercial users are not or not sufficiently informed about their rights and legal protection options.

In addition, the P2BR does not require administrative enforcement of the P2BR by the Member States. Therefore, if the Member States do not introduce their own system of fines, infringements of the P2BR can generally only be enforced by way of private enforcement.2148 In the absence of sufficient infor-mation about a complaints management system in accordance with Art. 11 P2BR and mediation in accordance with Art. 12 P2BR, commercial users hardly ever use these channels.2149 Business users regu-larly lack the time and money for individual complaints, and there is also a fear of retaliation by online platforms.2150 Furthermore, there must be legal standing under national law for an individual action, as Art. 14(9) P2BR does not create such standing. The associations or organisations named in Art. 14 P2BR, which are authorised to bring a representative action, were only established by Ireland and Aus-tria at the time of the Commission's assessment, meaning that many commercial users are also denied the opportunity to bring a representative action. In addition, on 26 January 2023, the Commission filed infringement proceedings against eight Member States that have not created any measures under Art. 15 P2BR.2151

These circumstances make it clear that effective legal enforcement in the event of infringements of the P2BR is not guaranteed at the time of the report, but that this is necessary in order for the Regulation to create sufficient transparency. As a first step, the Commission intends to provide more information to business users in order to inform them about their rights and legal protection options. 2152
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1. Introduction

The Digital Services Act (hereinafter: DSA) is a globally unprecedented step towards regulating inter-mediary services and online platforms in particular.2153 Thus, the European legislator has created a reg-ulatory system with specific liability rules and special due diligence obligations for online intermediary services, which came into force on 17 February 2024. With its 156 recitals and 93 articles, the DSA sets out a comprehensive regulatory concept, which is presented below.

a) Background and relationship to the E-Commerce Directive, Art. 2, 89 DSA

The DSA follows on directly from its predecessor, the E-Commerce Directive 2000/31/EC2154.2155 According to recital 16 of the DSA, the DSA recognises the progress made by the E-Commerce Directive towards legal certainty; the DSA therefore has no effect on the application of the Directive, Art. 2(3) DSA. Excluded from this are the liability privileges provided for by the E-Commerce Directive in Art. 12 to 15, which are deleted in accordance with Art. 89(1) DSA – they find their successor provisions in Art. 4–6, 8 DSA, which largely correspond to the content of the predecessor provisions and merely provide for clarifications. Art. 89(2) DSA also stipulates that references to Art. 12 to 15 of the E-Com-merce Directive are to be understood as references to Art. 4–6 DSA and Art. 8 of the DSA. It can be deduced from the coexistence of the regulatory systems that the revision of the liability provisions of the E-Commerce Directive as the "cornerstone of the internet economy"2156 was not intended to be a fundamental overhaul, but rather the creation of a regulatory framework that is directly binding in all Member States. The main difference between the E-Commerce Directive and the DSA is therefore not of a substantive nature, but merely of a technical legal nature: While the DSA, as a regulation within the meaning of Art. 288(2) TFEU, is binding in all Member States, the E-Commerce Directive first had to be implemented by the Member States and was therefore susceptible to national specificities (Art. 288(3) TFEU).2157 If the teleological considerations of the DSA and the E-Commerce Directive are mirrored, it is also noticeable that the DSA provides for an extension of the intended objectives.2158 Article 1(1) of the E-Commerce Directive is still limited to contributing to the proper functioning of the internal market by ensuring the free movement of information society services between Member States. According to Art. 1(1) DSA, the DSA expands its thrust to the effect that even before the functioning of the internal market, the security, predictability and trustworthiness of the online environment, the promotion of innovation and the fundamental rights of the EU Charter are cited. In this respect, it must be recognised that the DSA has outgrown the regulatory objectives of the E-Commerce Directive in view of the fun-damental changes in the information society.

b) Legal policy considerations

More than two decades after the E-Commerce Directive, a fundamental change in the internet economy can be recognised: Information Society services have become an integral part of the daily lives of EU citizens.2159 The DSA thus emphasises the relevance of information society services right from the start. The DSA is committed to finding a balance between restriction and freedom; online platforms are not to be called into question entirely.2160 Rather, the desired status quo is that the risks and challenges associated with them should be addressed and thus tackled "for each individual user of the respective service, the companies and society as a whole"2161. This need results from the downsides of the increased relevance of internet services.

A core concern of the DSA is the legal containment of disinformation and hate speech.2162 Although these are not genuine problems of the internet, the ubiquitous nature of the internet creates an extremely suitable breeding ground.2163 The high speed of data processing and dissemination and the anonymity of the Internet are just two factors that promote the easy spread of disinformation.2164 The danger of disinformation is further increased by the fact that people are increasingly obtaining their information exclusively via social networks and, as a result, online platforms have ever greater power of opinion and, in extreme cases, can be used by governments as a "propaganda weapon".2165 As the currency of the internet, user numbers and user dwell time have an influence on the fact that the most "adven-turous"2166 statements, i.e. hate speech in particular, can generate a lot of attention.2167 As a result, social media is like a megaphone, especially for extreme opinions.2168

The increased influence of digital services has also created a power imbalance - on the one side are the major media services, on the other are the remaining commercial players, consumers and state authori-ties.2169 Online platforms have long ceased to be "extremely delicate and nurturing little plants".2170 The services decide de facto independently on the "whether" to grant access and the "how" of permissible behaviour; they have become "private legislators".2171 To put it bluntly, the relationship between plat-form and consumer can be compared to a "do-or-die situation".2172 The power of internet services, which the DSA is committed to containing, is vividly illustrated by the consequences of the storming of the Capitol in 2021, when ‘Twitter‘, ‘Facebook‘ and ‘YouTube‘ subsequently blocked Donald Trump's accounts. The most powerful man in the world at the time was robbed of one of his most important com-munication media by the power of internet services.2173

In response to this demonstration of power, EU Commissioner ‘Thierry Breton‘ proclaimed: "Just as 11 September marked a paradigm shift in global security policy, 20 years later we have witnessed a before and after in the role of digital platforms in our democracy."2174 The DSA is therefore a step by the EU Commission towards creating "a Europe for the digital age"2175.

c) Concrete goals

According to Art. 1(1) DSA, the aim of the DSA is to create a safe, predictable and trustworthy online environment in which innovation is encouraged and the fundamental rights enshrined in the Charter, including the principle of consumer protection, are effectively protected. In line with the above legal policy considerations, the DSA is intended to provide an appropriate counterbalance to the power of large internet platform operators and to regulate competition and illegal content.2176 In addition, the recitals can be consulted for more detailed background information.

The premise prior to the adoption of the DSA was that the Member States primarily issued national regulations. This resulted in a fragmented internal market,2177 which is particularly problematic given the cross-border nature of the internet.2178 In France, for example, the ‘Loi Avia‘2179 (anti-hate law) came into force in 2020, but was classified as partially unconstitutional just one month later.2180 The NetzDG was enacted at German level.2181 The background to these national efforts was that the E-Commerce Directive was no longer considered sufficient to contain the risks and challenges of the internet.2182 In addition to the positive effects of the prevailing platform economy on the Internet, numerous negative effects have also emerged: for example, the positive network effects promoted on the one hand,2183 on the other, can lead to market concentration. Other examples include criminal offences that are difficult to prosecute, threats to informational self-determination, copyright infringements and the increase in hate, hate speech and fake news on the internet.2184 These efforts by member states to adopt national regulations were also fuelled by the fact that the European Union had previously been reluctant to adopt its own regulations in this area and that these codes of conduct2185 and recommendations2186 were all rather vague and non-binding.2187 As a result, there was a growing need to take account of the new risks that had emerged.2188 The European legislator responded to this need and standardised the law with the DSA. The rules adopted in the form of a Regulation will be directly applicable in the EU. The European Commission hopes that this will give companies access to new markets and opportunities to utilise the benefits of the internal market, while at the same time offering consumers and other users greater choice.2189

In addition, the DSA aims to ensure effective protection of fundamental rights in the digital sector by creating an environment that guarantees European (fundamental) rights such as freedom of expression and information (Art. 11 CFR) to the greatest possible extent.2190 In the long term, the legal certainty thus created should mean that innovation is no longer hindered, but rather encouraged, and at the same time promote interoperability, i.e. the interaction of different intermediary services.2191

In addition to the predominantly economic considerations, democratic and socially relevant concerns were also at the forefront when the DSA was adopted.2192 This can be seen, for example, in recital 40 of the DSA, which stipulates that the established due diligence obligations are also intended to achieve political objectives such as the security and trust of the user. As recital 9 of the DSA shows, the aim is to achieve a standardised, secure, predictable and trustworthy online environment.

d) Basic structure

In terms of content, the DSA provides in particular for liability rules and due diligence obligations for intermediary services and procedural enforcement mechanisms, Art. 1(2) DSA. In Chapter I, the DSA first defines general provisions and thus draws general definitions "in front of the bracket".2193 The focus of the DSA is on the envisaged liability privileges (Chapter II) and due diligence and transparency obligations (Chapter III). Structurally, the DSA follows a system of tiered liability.2194 Within this tiered system, internet services are divided into four categories. Each additional category represents a subset of the previous one. Starting with intermediary services as the addressees of the standard, Chap-ters II and III § 1 provide for general regulations. The further regulatory levels are aimed at individual providers of intermediary services and provide for supplementary requirements. This creates a basic structure that provides for increasing regulatory intensity for an ever smaller subset of norm addressees that are categorised as more risky.2195 The result is a "pyramid model" based on gradual liability :2196
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The tiered regulatory system is partially continued in the subsequent provisions of the fourth chapter. This chapter contains the supervisory and enforcement mechanisms of the regulation.

2. Area

a) Material-personal scope

The central concept of the DSA is that of an intermediary service.2197 According to Art. 1(2) DSA, the DSA is a legal framework for the provision of services. The material scope of the DSA is therefore determined by the term "intermediary service" within the meaning of Art. 3(g) DSA.2198

aa) Intermediary services, Art. 3(g) DSA

Art. 3(g) DSA defines the intermediary service as one of the listed information society services. The term "intermediary service" thus refers primarily to the activity carried out by the service. The listed information society services include

- (i) the mere conduit, which consists of transmitting information provided by a user in a com-munications network or providing access to a communications network;

- (ii) a caching service, which consists of transmitting information provided by a user in a com-munication network, whereby an automatic, time-limited intermediate storage of this infor-mation takes place for the sole purpose of making the transmission of the information to other users more efficient at their request;

- (iii) a hosting service, which consists of storing information provided by a user on the user's behalf.

The basic requirement is that it is an information society service. This is defined in Art. 3(a) DSA, which in turn refers to Art. 1(1)(b) of the Info Directive2199.2200

The common feature of all intermediary services mentioned in Art. 3(g) DSA is that the activity they provide is linked to the provision of information by the user; all intermediary services therefore take on the role of an intermediary.2201

bb) Individual intermediary services, Art. 3(g)(i)–(iii) DSA

As explained above, the DSA follows the principle of tiered regulation, i.e. the scope covers different norm addressees depending on the tier.2202 These are differentiated according to the type of service they provide:

(5) Pure transit, Art. 3(g)(i) DSA

Art. 3(g)(i) DSA covers switching services whose service consists purely of routing (Art. 4(1) DSA). The provisions apply to services that transmit data packets to the recipient, whereby the intermediary service may not have any influence on the selection or content (rooting).2203 In addition, so-called access  providers, which provide access to a communications network,2204 also fall within the scope .

Recital 29 mentions, for example, Internet exchange nodes, wireless access points, virtual private net-works (VPN), DNS services and DNS resolvers.

Internet exchange points, also known as Internet Exchanges (IX), are physical infrastructures that enable various network operators to exchange data directly and thus increase the efficiency of data traffic. The best-known providers in Germany include DE-CIX, AMS-IX and Equinix.2205 Wireless access points, often referred to as WLAN hotspots, are devices that allow users to access the internet wirelessly by connecting to an existing network. Providers of such services include telecommunications companies such as Deutsche Telekom and Vodafone, which provide public Wi-Fi networks.2206 Interpersonal com-munication services also fall into the group of pure routing. Examples include Zoom and Skype.2207

According to Art. 4(2) DSA, automatic, short-term intermediate storage is also included in addition to pure transmission.

(2) Caching service, Art. 3(g)(ii) DSA

Caching is the temporary intermediate storage of information.2208 According to Art. 3(g)(ii), 5(1) DSA, the performance of a caching service is to be seen in the fact that the switching service transmits the information provided by a user in a communication network, whereby an automatic, time-limited inter-mediate storage of this information takes place for the sole purpose of making the transmission of the information to other users more efficient at their request. According to recital 29, this includes the sole operation of networks for the provision of content, ‘reverse proxies‘ or ‘proxies‘ for the customisation of content.

Content customisation ‘proxies‘ are services that filter or modify data traffic in order to adapt certain content to the needs of users or to enable or restrict access to certain information. Providers of such ‘proxies include content delivery networks‘ (CDNs) such as ‘Cloudflare‘ or ‘Akamai‘, which optimise and provide content, as well as specialised filter solutions that are used in schools or companies.2209 ‘Reverse proxies‘ include ‘Cloudflare and ‘NGINX‘, which offer both security and load balancing to optimise the performance of websites. ‘Reverse proxies‘ are aimed at various customer segments, including large companies that want to secure and optimise their web applications, as well as e-commerce platforms that require high availability and fast loading times. Smaller companies and start-ups also use ‘reverse proxies‘ to reduce the load on their IT infrastructure and integrate security solutions. This tech-nology is fundamentally relevant for anyone looking for an improved user experience and robust secu-rity measures.2210

The caching service must be differentiated in two respects: Firstly, it must go beyond mere transmission, as otherwise it would be a mere conduit. Secondly, permanent storage would be a case of a hosting service.2211

(3) Hosting service, Art. 3(g)(iii) DSA

Art. 3(g)(iii), Art. 6(1) DSA addresses such intermediary services that provide hosting services. A host-ing service consists of storing the information provided by a user on their behalf.2212

Cloud computing services are a particularly good example of this.2213 Cloud computing services offer IT resources such as computing power, storage and networks via the internet, which can be used flexibly as required. They are offered in various models, including ‘Infrastructure-as-a-Service‘, ‘Platform-as-a-Service‘ and ‘Software-as-a-Service‘. The most important providers include leading global companies such as ‘Amazon Web Services‘, ‘Microsoft Azure‘ and ‘Google Cloud‘.2214 Web hosting services also fall into the category of hosting services. These make it possible to provide websites and applications on external servers that are managed by specialised providers. Well-known providers include companies such as ‘IONOS‘, ‘Strato‘ and ‘Hetzner‘.2215

A sub-category of hosting services are online platforms, which in turn are subject to separate regula-tions.2216 Online platforms are used to store information entered by users, which is disseminated pub-licly. The business models include social networks, content sharing platforms, music streaming plat-forms and video streaming platforms. This includes large providers such as ‘Facebook‘, ‘Spotify‘ and ‘YouTube‘.2217

cc)  Online search engine as intermediary services, Art. 3(j) DSA

Online search engines are a special category of intermediary services. The online search engine is defined in Art. 3(j) DSA: It is a mediation service that enables users to enter queries in order to search on any topic on any website and receive results in any format.

However, the legal definition of online search engines is contradicted by Art. 2(1) DSA, according to which the regulation applies to intermediary services offered to users with a place of establishment or registered office in the Union [...]. In contrast, Art. 3(g) DSA does not list online search engines as intermediary services. If Art. 3(g) DSA is to be understood as exhaustive,2218 the categorisation of online search engines as intermediary services within the meaning of the DSA cannot at least be derived from Art. 3(g) DSA. Meanwhile, the wording of Art. 3(j) DSA expressly provides that online search engines are intermediary services.2219 Opinions differ as to how this conflict should be resolved:

One possibility would be to categorise the online search engine in the intermediary triad.2220 In favour of this, it is argued that numerous provisions explicitly refer to the online search engine as an interme-diary service; in particular the exclusion of general monitoring obligations in Art. 8 DSA and the provi-sions of Art. 11–15 DSA that apply to all intermediary services.2221 It can therefore be assumed that the omission from the list in Art. 3(g) DSA does not constitute a drafting error.2222 In this respect, it would then be deliberately left to the user of the law to subsume the online search engine under one of the categories. However, if this view is accepted, it remains unclear under which category the online search engines should be placed.2223 With reference to the ECJ, which has tended towards such a categorisa-tion,2224 it could be assumed that online search engines are hosting providers.2225 This is supported by the fact that this would explain Art. 35(1) DSA, which seems to assume in (g) that online platforms belong to the sub-category of hosting services. An argument against such a categorisation is that the online search engine is always mentioned alongside the online platform, i.e. it would be contradictory to subsume it under the umbrella category.2226 Online search engines also do not fit under the definition of a hosting service, as they do not carry out indexing on behalf of the user. To resolve the conflict, only the assumption of a de facto order could be considered, so that it is sufficient that the user does not object to the indexing.2227 It is therefore difficult to resolve the ambiguity by trying to integrate the online search engine into the mediation triad.

Another possibility would be to recognise online search engines as a fourth category in their own  right. As a consequence, the lack of mention as an independent category would then have to be an editorial error. The consequence of this would be that only those provisions would apply to online search engines that explicitly mention them or that apply to all intermediary services. This is particularly sup-ported by the fact that online platforms are always mentioned alongside another intermediary service and should therefore not be subordinate to it.2228

Ultimately, the solution to be supported is to recognise as a first step that online platforms are interme-diary services. In a second step, however, they are too heterogeneous to be clearly categorised as one type of intermediary service.2229 However, a fourth category should not be used to resolve this, but the intermediary service should be assessed on the basis of its individual function. This means that each individual duty of care must be analysed separately on the basis of its objective and interests to determine whether it should be applied to the search engine.2230 Recital 29 DSA also tends in this direction. According to this, the categorisation depends exclusively on its technical functions. The criticism that search engines could not be covered by the DSA is therefore unfounded.2231 The legislator has left the categorisation of a search engine to a case-by-case assessment.2232

b) Territorial scope (market place principle), Art. 2(1) DSA

According to Art. 2(1) DSA, the applicability of the DSA depends on the offer of intermediary services being directed at users with a place of establishment or registered office within the territory of the Union. The DSA thus follows the market place principle and is therefore in line with other European legal acts, such as the General Data Protection Regulation (EU) 2016/679 (GDPR).2233 In this respect, the scope of the DSA also applies to intermediary services that do not have an establishment in the Union but offer their services to users who have a registered office or place of business.2234 As a result, the scope is considerably broader than it would have been if a country-of-origin principle had been enshrined. As a result, more platforms without an establishment in the Union can be covered.2235 This is particularly welcome because it can prevent competitive disadvantages and the threat of migration out of the Union.2236

It covers users who are resident in a Member State or business users who are established in the Union.2237 An establishment within the meaning of EU law is the effective exercise of an economic activity by means of a fixed establishment in another Member State for an indefinite period of time.2238 According to Art. 3(b) DSA, a user is any natural or legal person who uses an intermediary service. Recital 2 DSA clarifies that, in addition to consumers, commercial users are also covered. It should be noted that, according to the case law of the ECJ, only low requirements are placed on establishment and therefore even minor activities are sufficient. 2239

Art. 2(1) DSA is based on whether the intermediary services are offered in the Union. According to Art. 3(d) DSA, this requires that legal and natural persons in one or more Member States are given the opportunity to use the services and that the intermediary service has a substantial connection to the Union. Such a connection exists on the one hand if the service provider is established in the EU. Art. 3(e) DSA mentions, for example, the number of users in the territory of the Union (Art. 3(e), second indent, first indent, DSA) or the specific targeting of Member States (Art. 3(e), second indent, second indent, DSA). With the first criterion in particular, the DSA makes it clear that the application is not necessarily based on the targeting by the provider itself, but is also given if a significant number in relation to the general population of the Member State uses the intermediary service.2240 According to recital 8 of the DSA, the determination of targeting is based on the circumstances of the specific individual case. The criteria to be applied are the available language, currency or availability in the respective national app store. The DSA is similar to the P2BR and the GDPR in terms of the connecting factor of offering. These also apply when the service is offered in the Union.2241 It is therefore advisable to interpret the terms coher-ently.2242

On the negative side, Art. 2(2) DSA stipulates that the DSA only applies to intermediary services within the meaning of the Regulation. Although this is logical, Art. 2(2) DSA also explicitly states this once again.2243

With the exception of Art. 12–15, the DSA does not affect the provisions of the E-Commerce Directive.2244 As a result, Art. 3 of the E-Commerce Directive, which lays down the country of origin  principle, remains in force alongside the provisions of the DSA. This means that each Member State continues to ensure that the information society services provided by a service provider established in its territory comply with the national provisions applicable in that Member State, which fall within the coordinated area2245.2246 The law of the country of establishment is decisive for legal responsibility. This means that, with the exception of the provisions of Art. 3(4) of the E-Commerce Directive, the country of origin principle stipulates that the service provider may not be subject to stricter regulations than those of its country of domicile.2247 With the application of the DSA, this significant limit for the responsibility of service providers has been reduced to the extent that the DSA has a conclusive harmoni-sation effect.2248 As a result, national regulations are superseded if and to the extent that the DSA pro-vides for conclusive requirements.2249

Recital 38 of the DSA contains a relaxation of the country of origin principle for orders to take action against illegal content and to provide information.2250 As the orders in question relate to specific illegal content or information, they do not, in principle, restrict the freedom of these providers to offer their services across borders.2251

3. (Due diligence) obligations and liability of providers of intermediary services, Art. 4–48 DSA

The centrepiece of the DSA is Chapter II (Art. 4–10 DSA), which provides for liability privileges for intermediary services and thus does not offer a paradigm shift compared to the E-Commerce Directive. Chapter III, on the other hand, sets out extensive obligations for providers of intermediary services (Art. 11–48 DSA), which are based on the tiered system of liability.2252

a) General liability ng concept, Art. 4–6 DSA

aa) Liability privileges as a cornerstone of platform regulation

In recent decades, liability privileges for intermediary services have been fundamental to the further development of digital business models.2253 The liability provisions of the DSA correspond almost exactly to the liability concept provided for in Art. 12–15 of the E-Commerce Directive.

It should be noted that the European legislator has expressly clarified in recital 17 that the liability priv-ileges only stipulate when the providers are not liable. On the other hand, they are not to be regarded as a negative arrangement, according to which the service providers would always be liable if Art. 4–8 DSA are not relevant. Rather, the substantive legal basis for liability is to be found in Union law (e.g. Art. 130 EUTMR) and in national provisions, even if the DSA applies. Art. 4–8 DSA therefore do not establish liability, but rather limit it; to a certain extent, they represent a "filter" for the liability of inter-mediaries.2254

The DSA has adopted the horizontal approach of the E-Commerce Directive. It therefore covers all types of unlawful content and all types of liability.2255 The wording "any liability" makes it clear that the provisions laid down in Art. 4–8 DSA apply irrespective of the otherwise applicable legal matter from which the substantive basis for liability arises.2256 The horizontal regulatory approach implies that the liability rules are independent of sector-specific provisions of Union or national law. With regard to Member State law, this already results from the primacy of European law. Articles 4–8 of the DSA are to be regarded as leges specialis and therefore take precedence over other European law. The applica-bility of the liability privileges means that further liability cannot be established by national legislation and EU law, as this is the only way to create a legally secure liability system.2257

The liability privileges form the cornerstone of the balance between the effective prevention of the dis-semination of illegal content, the communication needs of users and the economic interests of service providers.2258

bb) Subjective scope: Information society services

The subjective scope of Art. 4 et seq. DSA covers information society services. It is unclear whether the subjective scope only covers the service providers themselves or also their employees and bodies.2259 Depending on this, the liability exclusions would either only intervene in favour of the service providers or also privilege the activities of the employees and bodies.2260

cc) Material scope : Information provided by users

The prerequisite for liability privileges is that the object of the service is information provided by users, i.e. third-party information.2261 A distinction must be made between information provided by the service provider itself.

Under the E-Commerce Directive, case law and literature had created the concept of "making it one's own".2262 According to this, information that did not originate from the intermediary service itself but was "appropriated" by it was also "own". Indications such as the verification of the content by the service provider served to differentiate between the two.2263 This meant that content originating from a third party could still be attributed to the service provider. There were already doubts about this interpretation under the E-Commerce Directive2264 and the ECJ had also never adopted the figure. The interpretation failed because it could not be found in the wording of the E-Commerce Directive.2265 Subsequently, the ECJ ruled for the E-Commerce Directive that it follows from recital 42 of the Directive that the liability privileges should only apply where the activity is of a purely technical, automatic and passive nature.2266 The criterion of "making available" should therefore also be abandoned for the DSA.2267

Only those providers who play a passive role in the service are covered by Art. 4–6 DSA.2268 If the service provider assumes an active role by obtaining knowledge and control over the information, the liability privileges are not applicable.2269 The demarcation is therefore the central criterion for determin-ing whether the privileges apply to them. The case law of the European Court of Justice on the E-Com-merce Directive can be used for concretisation. According to this, the service provider may only assume the role of an "intermediary".2270 It must provide its service neutrally by means of purely technical and automatic processing of the data entered by its customers.2271 The decisive question is when the service provider still acts neutrally and when it leaves this role. Art. 4–6 DSA provide different connecting factors for this. For example, Art. 4 DSA is linked to an omission on the part of the service provider. The legislator has thus chosen an objective element to distinguish the neutral role from the active role. In contrast, Art. 6 DSA differentiates in its application according to whether the service provider has knowledge of the unlawful activity or content. Here, the legislator has provided for a subjective element in order to distinguish the passive from the active role.2272 This coexistence of subjective and objective elements is also made clear in recital 18 of the DSA, according to which an active role is associated with knowledge (subjective) or control (objective). Recital 18 of the DSA stipulates that the service provider crosses the boundary of neutral activity by assuming editorial responsibility for the content. The legis-lator is thus establishing the criterion developed by the ECJ that the service provider no longer assumes a neutral position if, for example, it supports users in the distribution of digital content and assumes editorial responsibility.2273 The service provider is then no longer a mediator of third-party information, but transmissions it into its own.2274

Recital 20 DSA provides for a limit to neutrality. According to this, neutrality cannot be assumed if the service provider co-operates with the user in order to carry out unlawful activities. On the other hand, the application of the liability privileges is excluded if the main purpose of the service provider's activity is to facilitate unlawful activities.

dd) Obligations of the individual mediation services

Art. 4–6 DSA each address one of the intermediary services listed in Art.(g) DSA.

(6) Pure transit, Art. 4 DSA

Article 4(1) DSA initially covers service providers whose service consists purely of transmission. According to Art. 4(1), Art. 3(g)(i) DSA, this refers to services that transmit information provided by a user or provide access to a communications network. They can then invoke the liability privilege if (a) they did not initiate the transmission, (b) they did not select the addressee of the transmitted information and (c) they did not select or modify the transmitted information. Consequently, even if they are aware of illegal content, they are not responsible.2275 According to recital 21 DSA, a modification of the content should not be considered if the service provider makes purely technical changes.

This privilege does not affect the possibility of court or official orders in accordance with Art. 4(3) DSA.

(7) Caching, Art. 5 DSA

Art. 5 DSA is aimed at caching services; the liability privilege of Art. 5(1) DSA covers caching. The caching service providers may (a) not change the information and must (b) observe the conditions for access to information. This means that the service provider must maintain the terms of use for the content provided if the information is only accessible to a limited extent.2276 Thirdly, the caching service is required to (c) comply with the rules for updating information that are widely recognised and used in the industry. This is because constant updates are necessary to ensure the identity of the information on the host server and the cache memory.2277 In addition, the caching service (d) must not interfere with the authorised use of technologies for collecting data on the use of information. It follows that, if the mir-rored server legitimately collects usage data using a technology that is widely recognised and used in the industry, the caching provider must not restrict this.2278 Finally, the caching service must also (e) act expeditiously in removing or blocking information it has stored as soon as it obtains actual knowledge that the information has been removed from the network at the original source of the transmission or access to it has been blocked or a judicial or administrative authority has ordered its removal or blocking. It is irrelevant whether the service provider itself becomes aware of the content it has cached. Recital 20 must be observed in this context, which specifies when the limit of the neutral role of the caching service is exceeded, which is particularly the case if its main purpose is to facilitate unlawful activities. Accord-ing to recital 20, the encrypted transmission of information is not sufficient. Parallel to Art. 4(3) and Art. 6(4) DSA, Art. 5(2) DSA contains an exception for injunctive relief and removal claims. 2279

(8) Hosting, Art. 6 DSA

Host providers can invoke a liability privilege under the conditions of Art. 6 DSA. A privileged service is the storage of information provided by the user. The decisive criterion is the service provider's knowledge of the illegal activities or content. On the one hand, the service provider must not have pos-itive knowledge of the illegality of the content or activity. This means that the service provider must not be informed that the content has been made available illegally.2280 The service provider is not expected to carry out an in-depth legal review, so the notice must contain sufficient information to enable the service provider to recognise the illegality.2281 In practice, the service provider is usually made aware of this through a third-party notification,2282 in particular through the notification and redress procedure prescribed in Art. 16 DSA. The background to this is that the service provider leaves its neutral role, which is a prerequisite for the privilege of liability, as soon as it becomes aware of it.2283

In the case of claims for damages, the liability privilege does not apply if the service provider is aware of facts or circumstances that clearly indicate unlawful activity or unlawful content.2284 In addition to positive knowledge, the liability privilege does not apply here if the unlawfulness was easily recognisa-ble.2285 The second exception to the liability privilege concerns the "notice-and-take-down" procedure. If the service provider subsequently becomes aware of the illegal content or activities, it will only con-tinue to be privileged if it acts swiftly to block access to the illegal content or remove it.2286 The obliga-tion to act swiftly is not subject to rigid deadlines,2287 but is made dependent on the type of illegal content reported and the urgency of the measures.2288 Art. 6(3) DSA contains a special provision to protect con-sumers. This covers e-commerce platforms that are designed to enable consumers to conclude distance contracts with companies.2289 According to this provision, the service provider may not invoke the lia-bility privilege even if an average consumer can assume that the information or the product or service that is the subject of the transaction is provided either by the online platform itself or by a user under its supervision.2290

ee) Good Samaritan privilege, Art. 7 DSA

An innovation compared to the previous provisions of Art. 12–14 E-Commerce Directive is Art. 7 DSA – this is the so-called “Good Samaritan Privilege”. 2291

The background to the regulation is that service providers only benefit from the liability privileges if they assume a neutral role in the provision of the service. As a result, service providers run the risk of losing their liability privileges through measures that would actually be desirable because they could prevent infringements.2292 Art. 7 DSA is therefore intended to create legal certainty and prevent the continued existence of false incentives not to take action.2293 With the introduction of the good samaritan privilege, the legislator hopes to promote preventive measures such as content filters and create positive incentives to enable the detection of illegal content.2294

If the service provider takes measures that fulfil the requirements of Art. 7 DSA, the measure and any resulting knowledge of the illegal content should not be to its detriment.2295 On the one hand, Art. 7 DSA stipulates that there is no risk of disadvantage,2296 if the service providers take voluntary measures based on their own initiative, which they carry out carefully and in good faith2297. Secondly, Art. 7 DSA also applies to measures taken to comply with legal requirements. The second option concerns, in particular, measures to comply with Union law, including the DSA itself and those resulting from national legisla-tion.2298

As a legal consequence, Art. 7 DSA stipulates that mediation services are eligible for the liability ex-clusions despite the measures mentioned. This means that the measures listed in Art. 7 DSA are to be disregarded when assessing whether the service provider assumes a neutral role. However, this does not mean that the service provider can automatically invoke Art. 4–6 DSA.2299 As a result, Art. 7 DSA clarifies what was already widely recognised in case law for voluntary measures.2300 Art. 7 DSA has also been criticised to the effect that, in the case of voluntary measures, unlawful content continues to trigger knowledge and, in this respect, liability would be established in the same way as without the measure.2301 Art. 7 DSA therefore gives the service provider "stones instead of bread".2302

b) No general obligation to monitor or actively investigate, Art. 8 DSA

Art. 8 DSA exempts service providers from a general monitoring and investigation obligation. The pro-hibition thus flanks the liability privileges.2303 In two directions, the service provider may neither be required to monitor transmitted or stored information nor to actively research it.2304 Specific monitoring obligations and orders from national authorities are excluded.2305 Art. 8 DSA therefore only refers to general obligations to monitor or investigate.

c) Judicial and official orders, Art. 9–10 DSA

Each of the liability privileges provides that Member State judicial or administrative authorities may require the cessation or prevention of an infringement in accordance with national law, Art. 4(3), 5(3) and 6(4) DSA. The orders are dependent on national legal systems;2306 they find their legal basis there and follow the principles established there.2307 The purpose of Art. 9 and Art. 10 DSA is to set minimum conditions for such orders. However, they do not constitute a legal basis for their issuance.2308

aa) Orders to take action against illegal content, Art. 9 DSA

The content of Art. 9 DSA refers to sovereign orders to take action against illegal content issued to providers of intermediary services. According to Art. 9(1) DSA, service providers are obliged to comply with orders and to inform the issuing authority of the nature and timing of the order. Art. 9(2)(a) DSA sets out standardised and binding formal minimum requirements throughout the EU that must be met in order to establish a duty on the part of the service provider.2309 Art. 9(2)(b) DSA stipulates that the territorial scope of the order must be limited to what is strictly necessary. Recital 36 DSA specifies the requirement to the effect that the necessary extent generally includes the territory of the Member State. The procedure for transmitting the order and information on its execution is governed by paragraphs 3– 6 of Art. 9 DSA.2310

bb) Requests for information, Art. 10 DSA

At the same time, Art. 10 DSA sets out requirements for an information order: As is already the case under Art. 9(1) DSA, Art. 10(1) DSA imposes an obligation on the service provider to execute and inform about the execution. Art. 10(2) DSA also establishes minimum content requirements. Art. 10(2)(b) DSA limits the scope of the order to the effect that it only relates to information that is already available, so that the service provider is not obliged to investigate.2311

d) Due diligence and transparency obligations for brokerage services

The counterpart to the liability privileges in Chapter III are the due diligence and transparency obliga-tions set out in Chapter III.2312 The DSA is based on a tiered system of due diligence obligations.2313 The aim is to ensure responsible and diligent behaviour2314 of the intermediary services and thereby create a safe and transparent online environment.2315 The following description of the due diligence and trans-parency obligations is therefore based on the tiered system mentioned above.

aa) Level 1: Regulations for providers of intermediary services, Art. 11–15 DSA

At the first regulatory level are the obligations that apply to all providers of intermediary services (Art. 3 (g) DSA).

(9) Contact point for authorities and users and legal representatives, Art. 11–13  DSA

Art. 11–13 DSA deal with the obligation to set up contact points for authorities and users, as well as the appointment of legal representatives. The background to this is that the DSA is not only intended to have a repressive effect, but also to promote cooperation with the intermediary services.2316 The inter-mediary services must provide a central contact point with which the authorities of the Member States, the Commission or the Executive Board can contact them, Art. 11 DSA. The standard thus creates the possibility of simple and efficient communication with the service providers,2317 by naming them (1) and providing the information required for communication (2), (3). The obligation under Art. 13 DSA is extended for service providers who do not have an establishment in the Union but offer services in the Union. They must also appoint a legal representative in the Member State in which they operate. This is intended to ensure effective supervision and enforcement of the provisions of the DSA.2318 The legal representative must be sufficiently authorised to do so (2) and, if necessary, be personally liable (3). In order to enable communication, the contact details must be reported to the Digital Services Coordinator (4).

Art. 12 DSA serves to ensure fast, direct and effective communication with users,2319 in which they can easily reach the service provider.2320 Recital 43 mentions telephone numbers, email addresses, electronic contact forms and chatbots as examples. In principle, service providers are free to choose between the means of communication. However, they must provide the user with a means of communication that is not exclusively based on automated tools (Art. 12(1) DSA). The information about the contact point must in turn be published (Art. 12(2) DSA).

(10) GTC, Art. 14 DSA

Art. 14 DSA contains a special regulation for the general terms and conditions (GTC) of intermediary services. This is a transparency obligation.

The background to the regulation is that intermediary services delete content on the basis of their own, often stricter, terms and conditions.2321 Art. 14 DSA is thus an expression of three basic statements of the DSA: private autonomy, transparency and balancing of interests. A balance is struck between the private autonomy of service providers and the freedom of users to use the services and provide infor-mation.

If the service provider restricts this freedom of users, it is subject to the transparency obligation of Art. 14 DSA.2322 Content moderation by the service provider should be foreseeable and comprehensible for the user, Art. 3(t) DSA.2323 This creates the possibility of being able to judge the legality of restrictions that the platform has disclosed to users ex ante ex post.2324

Intermediary services must provide information in clear and comprehensible language on the extent to which user content can be restricted (Art. 14(1) DSA). This includes information on the guidelines, procedures, measures and tools they use to moderate content, in particular whether and to what extent algorithms are used (Art. 14(1) DSA). The requirements for the GTC, clear and plain language and easily accessible public form (Art. 14 (1) DSA), correspond to the requirements of Art. 3(1) P2BR.

The DSA does not provide for any restrictions on the content of general terms and conditions so as not to excessively restrict entrepreneurial freedom.2325 This means that services do not have to allow all content, only if it is lawful, because there is no legal requirement to the contrary.2326 In order to take sufficient account of the protection of minors, Art. 14(3) DSA stipulates that an intermediary service that is primarily aimed at or predominantly used by minors must explain its conditions and any restrictions in such a way that minors can also understand them. If the service provider makes changes, the user must also be informed of this in accordance with Art. 14(2) DSA.

According to Art. 14(4) DSA, the intermediary service provider must take into account the rights and legitimate interests of all parties and the fundamental rights of users when applying and enforcing the restrictions. Recital 47 DSA also extends this obligation to the design of the GTC.

It is unclear whether the DSA thereby establishes content control. If so, this would extend to the content in addition to the control and enforcement.2327 The background to this could be that the design should not be left solely to the regulatory competence of the networks.2328

Another interpretation would be that this is merely an exercise control.2329 In this case, Art. 14(4) DSA would only serve to enforce the content of the clause and would be limited to controlling the exercise.2330

Recital 45 DSA speaks in favour of an interpretation as content control. This includes the "content" of the GTC in the review. The purpose of Art. 14(1) DSA would also be rendered meaningless if the pro-viders were to provide GTCs which they cannot exercise due to Art. 14 Para. 4 DSA.2331 Furthermore, such an interpretation would contribute to the appropriate balancing of the fundamental rights enshrined in the Charter of Fundamental Rights as intended in Art. 1(1) DSA. Service providers draw the line between freedom of opinion and information and the protection of individual interests by restricting content in their general terms and conditions. 2332

The second interpretation can be based on the wording of Art. 14(4) DSA: This merely refers to the balancing of interests in application and enforcement. The ratio of the standard is to stipulate a non-discriminatory and non-arbitrary exercise of the GTC.2333

In German law, a parallel could be drawn with the case law of the Federal Court of Justice on the general terms and conditions of large and powerful social networks. Their freedom of organisation is to be restricted by the fundamental rights of their users,2334 so that the Federal Court of Justice is aiming for a similar objective with its case law. However, it does not yet follow from this that Art. 14(4) DSA is a content review. On the one hand, the BGH's requirement for an objective reason and comprehensibility is also taken into account by a mere exercise control. Secondly, the DSA is fully harmonised Union law, which is therefore subject to an interpretation independent of national case law. The starting point of the BGH's decision is also decisive. This is aimed at a much smaller group of addressees than the DSA regulation and cannot be transmissionred from the individual case of the social media platform with market power to the totality of all intermediary services.2335 As a result, the parallel should be recog-nised, but cannot be used as an argument for an interpretation.

(11) Transparency reporting obligations, Art. 15 DSA

The second transparency provision that applies to all intermediary services is Art. 15 DSA. According to this provision, service providers must publish a transparency report once a year, Art. 15(1) DSA. As with Art. 14 DSA, the ratio of the standard is the transparency and accountability obligation of service providers with regard to content moderation.2336 The transparency report is intended to inform the public and the authorities about the moderation carried out by the service providers.2337 Art. 15 DSA of the DSM applies in principle to all intermediary services, but differentiates in some respects between the service providers with regard to the obligations laid down. An exception is made in particular for micro and small enterprises (Art. 15(2) DSA). The content of the transparency report is set out in (1) in a catalogue of minimum requirements.2338 According to Art. 15(1) DSA, service providers must formally make clear, easily understandable reports on the content moderation they have carried out in the relevant period publicly available once a year in a machine-readable format and in an easily accessible manner. The formal requirements can be specified by implementing acts of the Commission, Art. 15(3) DSA.

bb) Level 2: Rules for hosting services, Art. 16–18 DSA

The norm addressees of Art. 16–18 DSA are only intermediary services that are to be categorised as hosting services due to the storage of information provided by the user, Art. 3(g)(iii) or Art. 6 DSA.2339 These are at the second level of the tiered regulatory system.

The background to the more extensive due diligence and transparency obligations is that hosting services play a particularly important role in dealing with illegal online content.2340 The service providers store the information transmitted by users on their behalf and enable others to access sometimes considerable amounts of data. As a result, there is a need for simple reporting and redress procedures.2341

(12) Reporting and redress procedures Art. 16 DSA

Pursuant to Art. 16(1) DSA, hosting services are obliged to set up a reporting and remediation procedure to enable users and third parties to report illegal content (definition in Art. 3 DSA). Only content that does not comply with Union law or the law of a Member State is covered. Content that merely violates the contractual terms of use of the service provider is not covered.2342 The illegality of the content is assessed according to Member State law, as the DSA does not specify any requirements in this regard.2343

The obligation to set up a notification and redress procedure arises from the liability privilege of Art. 6 DSA.2344 Art. 16(3) DSA stipulates that a notification that reaches the service provider in the course of the notification and redress procedure prescribed by Art. 16 DSA leads to the service provider gaining concrete knowledge. Conversely, this results in the obligation to take swift action (Art. 6(1)(b) DSA). Art. 16 DSA establishes a ‘notice-and-take-down system‘. The aim is to ensure that the notice is facili-tated by users or third parties.2345 The procedure relates exclusively to the individual information notified and does not extend to other information - even if the same - that has not been notified, and therefore does not establish ‘a stay-down obligation‘.2346

Art. 16 DSA does not regulate what the consequences of the absence or non-implementation of a noti-fication and remedial action procedure are for the privilege of liability. It could be considered to deny the service provider the privilege in the event of systematic disregard. Dogmatically, the exclusion could be linked to the requirement of a neutral service or a fiction of knowledge.2347

According to Art. 16(1) DSA, the procedure must be easily accessible and user-friendly and allow for "transmission by electronic means". Examples of such a procedure would be flagging systems and reporting buttons which, when selected, lead to a web form.2348 The necessary content of the notification, which must be cumulative, also follows from Art. 16(2) DSA. In particular, the report must contain a duly substantiated explanation from the user as to why the content is considered illegal (Art. 16(3)(a) DSA). The aim is to ensure that the hosting provider can take action by providing the necessary infor-mation.2349 This is a favourable provision for the service provider, as only a notification that complies with the requirements of Art. 16(3) DSA also has the effect of establishing knowledge and thus liability (Art. 6(1)(b) DSA, Art. 16(3) DSA).2350 The procedure following notification by the user or third party is specified in Art. 16(4)–(6) DSA. The hosting provider must make a prompt decision in accordance with Art. 16(6) DSA. A rigid time limit for blocking is not specified, so that prompt is to be interpreted on a case-by-case basis. Consequently, the requirements may vary considerably depending on the spe-cific facts and circumstances and the type of content in question.2351 The notification and remedial pro-cedure must be considered in conjunction with Art. 17 DSA and the regulation for providers of online platforms in Art. 20 DSA, as it sets out rules on the remedial decision following the notification.2352

(13) Justification, Art. 17 DSA

The consequence of a report is necessarily a remedial decision, according to which the content is either left on the platform or a measure is taken against the content. Art. 17 DSA is not a basis for a remedial decision,2353 but serves to ensure transparency of the moderation decision on which the restriction is based.2354 According to Art. 17(1) DSA, the user concerned must be informed of the measure taken and a clear and specific justification must be provided. An exhaustive catalogue of restrictions requiring justification is provided for, which includes, for example, the restriction of the display of certain infor-mation provided, i.e. in particular the removal or blocking of content.

Art. 17 DSA is broader than Art. 16 DSA and refers to measures that are directed either against illegal content or content that violates the GTC.2355 The minimum requirements for the statement of reasons are specified in Art. 17(3) and (4) DSA. Art. 17(3) DSA sets out a comprehensive catalogue of content requirements. Art. 17(4) DSA stipulates that the statement of grounds must be clear, comprehensible and reasonably accurate and specific.

(14) Reporting of criminal offences, Art. 18 DSA

If the hosting provider becomes aware of information that gives rise to suspicion of a past, present or future criminal offence, it must report this to the law enforcement or judicial authorities of the competent Member States. The purpose of the standard is to use the hosting provider as a source of information.2356 Art. 18 DSA stipulates that the offence must be one that poses a threat to the life or safety of one or more persons. The requirements for the offence are not specified in more detail. Recital 56 of the DSA provides guidance, but only refers to examples of offences under Directive 2011/36/EU on preventing and combating trafficking in human beings, Directive 2011/93/EU on combating the sexual abuse of children or Directive (EU) 2017/541 on combating terrorism.

cc) Level 3: Additional provisions for online platforms, Art. 19–28 DSA

On the third level, Art. 19–28 DSA are aimed at online platforms (Art. 3(i) DSA). This is a hosting service that stores and publicly disseminates information on behalf of a user, provided that this activity is not merely an insignificant and purely ancillary function of another service or an insignificant function of the main service which, for objective and technical reasons, cannot be used without that other service, and provided that the integration of the ancillary or insignificant function into the other service does not serve to circumvent the applicability of this Regulation, Art. 3(i) DSA. This includes, for example, social networks and online trading platforms.2357

Micro and small enterprises are exempt from the requirements of Art. 19–28 DSA in accordance with Recommendation 2003/361/EC (Art. 19 DSA). The de minimis clause defines a materiality threshold above which micro and small enterprises are covered and below which they are to be protected from burdens. According to Art. 2(2) and (3) of Recommendation 20003/361/EC, providers with fewer than 50 employees and an annual turnover or annual balance sheet of up to ten million euros are privileged.

(15) Internal complaints management system, Art. 20 DSA

Compared to the E-Commerce Directive, Art. 20 DSA has been newly included. It requires online plat-forms to set up an electronic, easily accessible and free complaints procedure. The legal background to this regulation is the risk of so-called overblocking of lawful content.2358 The internal complaints pro-cedure is intended to strengthen user rights by giving the uploading user the opportunity to respond.2359 Here too, the DSA is limited to establishing procedural requirements and does not provide any infor-mation about the outcome.2360

The complaints procedure must be accessible electronically and free of charge for six months from the time the user (Art. 17 DSA) or the reporting person (Art. 16(5) DSA) becomes aware of it (Art. 20(1) and (2) DSA). The authorised user is given the opportunity to lodge a complaint against the omitted content moderation and against the content moderation that has taken place. In both cases, a prior noti-fication is required. The second option for action, the complaint against moderation that has taken place, only relates to one of the catalogue decisions in (1)(a)–(d).2361

According to Art. 20(3) DSA, the complaints procedure must be easily accessible and user-friendly and enable the submission of precise and well-founded complaints.2362 The complaints procedure is easily accessible and user-friendly if it is intuitive and easily recognisable.2363 In contrast to Art. 21 DSA, the complaints procedure takes place between the service provider and the complainant without the need for external bodies to be involved.2364 Users, including the reporting persons or organisations, are authorised to submit complaints (Art. 20(1) DSA); this does not include external third parties.

The service provider has no obligation to investigate or provide information. This means that the service provider can decide within the framework of the complaints procedure on the basis of the file, i.e. according to the facts presented.2365 It could be criticised that no hearing of the ‘other party‘ is stipulated; the only standard of review is the complaint. 2366

In order to ensure a fair procedure,2367 complaints must be processed "promptly, without discrimination, carefully and free from arbitrariness". Again, there is no rigid time limit within which the provider must take action. Furthermore, Art. 20(6) DSA requires that a human being is involved in the decision-making process (so-called human-in-the-loop principle). 2368

The platform operator must decide within the complaints procedure whether the omission or the measure taken was unfounded. In other words, the subject of the decision is whether action was justified (Var. 1) or whether an omission would have been necessary (Var. 2). Depending on the outcome of the decision, the measure taken or the omission must be cancelled immediately (Art. 20(4) DSA). Art. 20(4) DSA is merely a procedural implementation obligation and not an individual right of the user.2369 Despite this, Art. 20(4) DSA represents a rare obligation to act on a case-by-case basis in the DSA system.2370

(16) Out-of-court dispute resolution, Art. 21 DSA

In addition to Art. 20 DSA, the users concerned, including the reporting persons or organisations, have the option of invoking a certified out-of-court dispute resolution procedure in accordance with Art. 21 DSA. The out-of-court dispute resolution procedure is intended to provide both an alternative to the internal complaints procedure and a remedy against the decisions made there.2371 The alternative solu-tion to the internal complaints procedure should be viewed critically, as it does not fit into the escalation system set out in Art. 16, Art. 20 and Art. 21 DSA. It could be considered that a prior attempt at internal dispute resolution would be appropriate.2372

The choice of dispute resolution centre is at the discretion of the user. The parties are also obliged to cooperate with the body in good faith (Art. 21(2) DSA), whereby the duty to co-operate does not apply if the dispute has already been settled (Art. 21 (2) DSA). The point of reference for the decision is again the substantive law. The out-of-court dispute resolution body makes a court-like decision, which as such is not legally binding (Art. 21(2) DSA). Authorisation of the dispute resolution body follows the requirements set out in Art. 21(3) DSA and is granted upon application to the Digital Services Coordinator.

The costs of the proceedings are regulated in Art. 21(5) DSA and are borne asymmetrically. The plat-form operator bears the costs of the proceedings as well as reasonable reimbursement of the user's expenses if the user initiating the proceedings prevails. On the other hand, the user does not bear any procedural costs or reimbursement of expenses if they are unsuccessful.2373 An exception is only appro-priate if the user has clearly acted in bad faith and the abuse has also been established (Art. 21(5) DSA).

Uploading users and reporting parties can force the platforms to settle a dispute even if the moderation decision is flawless, without the risk of having to bear the costs. This user-friendly regulation should be viewed critically in its current form: The idea behind the out-of-court dispute resolution procedure was to incentivise the platform operator to make the "right" decisions (the so-called prize-tag argument).2374 The incentive effect is to be achieved by the fact that incorrect moderation can be "priced" by the affected users.2375 As a result, the cost-bearing regulation actually achieves the opposite. It makes legally compliant moderation more expensive, which in turn makes the desired moderation decisions more dif-ficult.2376 Due to the eligibility of both the affected user and the reporter, the platform operator is also faced with the conflict of being forced to settle the dispute out of court by one of the parties entitled to file a complaint, depending on the "severity" of the moderation decision.2377 In addition, the fact that the dispute resolution centre is called upon by the user also results in a design-related partiality (so-called ‘built-in trias‘). There is a risk of forum shopping, whereby the user chooses the dispute resolution body that decides in favour of the applicant.2378 Ultimately, it could be considered that the user is already sufficiently protected by the possibility of internal complaint management opened up in Art. 20 DSA and that further protection is therefore not appropriate.2379 The result of the obligation to participate and the cost-bearing regulation is that the platform providers are restricted in their entrepreneurial freedom (Art. 16 CFR).2380 The conflict could only be resolved by significantly restricting the scope of Art. 21 DSA.2381

(17) "Trusted flagger”, Art. 22 DSA

According to Art. 22 DSA, platform operators must set up mechanisms and processes that make it pos-sible to prioritise the processing of reports that originate from certain trusted flaggers. The requirements for ‘trusted flaggers‘ and their authorisation are specified in Art. 22(2) DSA. This categorisation is intended to result in an accelerated reporting procedure for reports submitted via the reporting procedure under Art. 16 DSA.2382 The difference between Art. 16(7) DSA and Art. 22(2) DSA is that general notifications must be responded to promptly, while ‘trusted flagger‘ notifications must be responded to immediately.2383 In this respect, only time is prioritised. The Commission currently has a total of nine ‚trusted flaggers‘ from five Member States on its list.2384

(18) Measures and protection against misuse, Art. 23 DSA

The regulatory purpose of Art. 23 DSA, as evidenced by its title, is to protect against misuse of the online platform. The provisions of Art. 23 DSA cover two constellations that are mirror images of each other: On the one hand, the frequent and manifestly unlawful provision of illegal content by users (1). On the other hand, the frequent submission of obviously unfounded reports or complaints (2). The con-sequence of the existence of one of the abuse alternatives should be that the provider temporarily sus-pends the provision of the services or their establishment. In each case, this is preceded by a warning to the user. This does not affect the possibility for service providers to stipulate stricter sanctions in their general terms and conditions.2385 The regulatory concept of Art. 23 DSA ensures that platform operators must take action against frequent and obvious abuse in order to protect the rights and interests of all parties involved.2386

(19) Transparency obligations, Art. 24, 27 DSA

Art. 24 and 27 DSA set out further transparency obligations. The information to be disclosed goes beyond the obligations applicable to all providers under Art. 14 et seq. DSA that apply to all providers. As a result, according to Art. 24(1) DSA, the requirements for the transparency report applicable to the online platform are extended compared to the general Art. 15 DSA.

(a) Transparency reporting obligation of online platform providers, Art. 24 DSA

According to Art. 24(1)(a) DSA, providers of online platforms must list the number of disputes submit-ted to the out-of-court dispute resolution bodies referred to in Art. 21 DSA, the results and the duration of the mediation. In addition, according to Art. 24 (1)(b) DSA, they must disclose the number of sus-pensions in accordance with Art. 23 DSA, i.e. their activities to remove and block information that is considered illegal content or violates their general terms and conditions. According to Art. 24(2) DSA, they are also required to publish the average number of monthly active users. Correspondingly, the Digital Services Coordinator at the place of establishment and the Commission can request the infor-mation specified in (2) at any time. Finally, platform operators are obliged under Art. 24(5) DSA to disclose to the Commission the reasons for restrictions on use following the provision of illegal content (Art. 17(1) DSA).

(b) Transparency of recommendation systems, Art. 27 DSA

Art. 27 DSA is only aimed at service providers that use recommendation systems. They must set out in their general terms and conditions the most important parameters used in their recommendation sys-tems, as well as all options for users to change or influence these important parameters (Art. 27(1) DSA). The requirement is concretised by Art. 27(2) DSA, which sets out certain minimum standards that the information must meet.

(20) Design and organisation of the online interface, Art. 25 DSA (Dark Patterns)

Consumers frequently do not make rational decisions in an economic sense, but are often subject to cognitive biases when making judgements and decisions; they unconsciously fall back on mental rules of thumb (heuristics), which are also known as mental shortcuts.2387 Such rationality deficits make peo-ple susceptible to targeted and subtle manipulation, such as the conclusion of unwanted contracts, par-ticularly in digital environments.2388 One example of such manipulation is the pop-up windows or no-tices "The offer is only reserved for 60 seconds at the stated price!" often found on online hotel booking websites, which are intended to put pressure on consumers to conclude a contract.2389 The European legislator considers such influencing strategies to be an inadmissible exploitation of certain behavioural and decision-making weaknesses by online platforms and intends to protect consumers with Art. 25 DSA.2390

Art. 25(1) DSA stipulates that online platforms must not design, organise or operate their online inter-faces in such a way that users are deceived, manipulated or otherwise significantly impaired or hindered in their ability to make free and informed decisions. Art. 25 DSA thus addresses the phenomenon of so-called ‘dark patterns‘.2391 According to recital 67 of the DSA, this refers to practices that are intended to or actually do significantly distort or impair the ability of users to make an autonomous and informed choice or decision. Online platforms are therefore prohibited from using certain design patterns in their user interfaces.2392 These are very diverse in their design.2393 The practical relevance and prevalence of ‘dark patterns‘ was confirmed by a study commissioned by the European Commission in 2022, accord-ing to which 97% of the 75 most popular websites and apps in the EU use ‘dark patterns‘.2394 The European Commission has reprimanded an infringement by the online platform ‚X‘ for deceiving users about how to obtain a verified status (so-called ‘blue tick‘). This is achieved by ‚X‘ designing and operating its interface in a way that deceives the user, as the blue tick can be obtained for a fee and is not dependent on an internal verification mechanism.2395

According to the wording, the protected group of persons are users, i.e. natural or legal persons who use an intermediary service (Art. 3(b) DSA). Recital 2 of the DSA clarifies that this includes commercial users as well as consumers.

The offences covered include the design, organisation (preparatory acts) and operation (use) of an online interface that deceives, manipulates or otherwise impairs the user. Due to the broad wording, Art. 25 DSA basically covers all acts that are likely to impair or hinder the user.2396

An action is unauthorised if users are deceived, manipulated or otherwise significantly impaired or hin-dered in their ability to make free and informed decisions.

Deception within the meaning of Art. 25(1) DSA means the misrepresentation of false facts.2397 This includes practices such as the secret expansion of the shopping basket (‘sneak into basket‘), the unrec-ognised subscription (‘hidden subscription‘), ‚‘disguised buttons/advertisements ‘disguised but-tons/ads‘) and confusing questions (‘trick questions‘).2398

Manipulation refers to designs that deliberately influence or push users in a certain direction.2399 This is characterised by creating and then disappointing users' expectations. This includes emphasised options for action (so-called ‘framing/false hierarchy‘), ‘hidden information‘ and distraction (so-called ‘misdi-rection‘). The transition between the offences of deception and manipulation is often fluid.2400

In addition, any action that otherwise significantly impairs or hinders users in their ability to make a free and informed decision is also included as a fallback option. Design practices covered would be, for example, the creation of insurmountable obstacles or ‘forced review‘, where certain services are only possible if the provider's data protection conditions are accepted.2401

The wording of the standard is therefore very broad and can be understood as a general clause. The decisive factor is that the user's ability to make a free and informed decision is significantly impaired or hindered by the design (success of the offence).2402 The term "significantly" depends on the individual case and is formulated in an open-ended manner.2403 Due to the limitation to measures that impair or hinder, positive control effects (so-called ‘nudging‘) are not covered by the ban.2404

In order to cope with the diversity of the phenomenon and its legal containment, the Commission is authorised under Art. 25(3) DSA to issue guidelines for a more detailed classification of practices.

The regulation of the DSA is limited by the fact that, according to Art. 25(2) DSA, the provisions of the UCPD and the GDPR take precedence - in this respect, numerous practices to be classified as dark  patterns are already covered by Art. 6 UCPD and the provisions of the GDPR, in particular Art. 6(1) GDPR.2405

(21) Online advertising and recommendation system, Art. 26 DSA

A further transparency obligation for online platforms can be found in Art. 26 DSA. The background to the regulation is the growing importance of online platforms and the new ways in which advertising is distributed on the platform (e.g. ‘targeted advertising‘).2406 Providers of online platforms should there-fore be obliged to make online advertising more transparent.

With this provision, the DSA follows on from the obligation of the advertiser to label the advertisement as provided for in the UCPD (Art. 7(2) UCPD).2407 This obligation also applies to the provider of online platforms according to Art. 26(1) DSA. They must clearly indicate that the information is advertising (Art. 26(1)(a) DSA). In doing so, they can make use of voluntary standards in accordance with Art. 44(1)(h) DSA. This enables the user to make the decision not to receive content in the interests of their general freedom of action, which is protected by fundamental rights.2408

In addition, the user is protected from being misled,2409 in that the provider of the online platform must identify the natural or legal person in whose name the advertisement is displayed (Art. 26(1)(b) DSA).

In addition, in the case of paid advertising, the natural or legal person who has paid for the advertising must also be recognisable (Art. 26(1)(c) DSA). Finally, the user must be provided with meaningful information about the parameters used to determine the users to whom the advertising is displayed (Art. 26(1)(d) DSA). This is intended to prevent the potential risk of personalised advertising.2410

Furthermore, Art. 26(2) DSA stipulates that the provider of online platforms must offer users a function with which they can label commercial communications. The labelling function makes such labelling easier, particularly for product-placing influencers. The online platform ensures that this labelling is highlighted and enables other users to clearly and unambiguously identify the commercial nature in real time (Art. 26(2) DSA).

Art. 26(3) DSA prohibits the display of advertising based on ‚profiling‘ if personal data within the meaning of Art. 9(1) GDPR is used as input data.2411 According to the definition of Art. 4(4) GDPR referred to in Art. 26(23) DSA, ‚profiling‘ is any form of automated processing of personal data con-sisting of the use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning that natural person's performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements. This includes so-called ‘targeted advertising‘.2412

(22) Transparency of recommendation systems, Art. 27 DSA

Recommendation systems are there to ensure that content is presented to the user in a curated manner. This algorithmic curation of content is a central component2413 of the activities of online platforms. Art. 27 DSA takes this into account and provides for transparency obligations in connection with recommen-dation systems.

Recommendation systems are fully or partially automated systems that are used to suggest or prioritise certain information to users of online platforms on an online interface or to determine in some way the relative order or emphasis of the information displayed.2414 These are filter tools that provide the user with a selection of information determined according to specific criteria.2415

Providers of online platforms that use such recommendation systems are required to disclose to users the most important parameters used in the recommendation systems (Art. 27(1), (2) DSA). The infor-mation must be provided in the general terms and conditions and must be written in clear and under-standable language (Art. 27(1) DSA). The content must explain to the user why certain information is being proposed. This includes information about the criteria that are most important for determining the user (Art. 27(2)(a) DSA). In addition, the relative importance of the parameters must also be explained (Art. 27(2)(b) DSA). The obligation to provide information is limited to the most important parame-ters.2416

According to Art. 27(3) DSA, the provider of the online platform must provide a selection and modifi-cation function that is accessible at all times.

(23) Online protection of minors, Art. 28 DSA

Taking into account the increased need to protect minors, providers of platforms that are accessible to minors are obliged to take proportionate measures in addition to the general requirements. This is intended to create a high level of privacy, security and protection for minors.2417

The scope is restricted by Art. 28(3) DSA. According to this provision, providers are not obliged to collect data on the age of their users. This means that the scope of Art. 28 DSA only addresses providers that are aimed directly at minors or are predominantly used by minors.2418 The increased requirements for online platforms aimed at minors are an argument against them collecting data on the age of their users on their own initiative, which in turn thwarts the purpose of the standard and is likely to weaken the effectiveness of the protection of minors.2419

Providers that fall within the scope must take suitable and proportionate measures to protect minors in accordance with Art. 28(1) DSA. The required measures are only specified to the effect that they should serve the privacy, safety and protection of minors. A large number of different measures can be derived from this.2420

Art. 28(2) DSA is related to the general provision of Art. 26(3) DSA: According to this provision, no advertising may be displayed on the basis of profiling using the user's personal data.

(24) Further consumer protection provisions, Art. 30–32 DSA

Articles 30 - 32 of the DSA contain supplementary consumer protection provisions that only apply to providers of online platforms and enable consumers to conclude distance contracts with companies. The standard is aimed at B2C marketplaces. C2C platforms, on the other hand, are not covered.

The background to the regulation is that the online platform plays an intermediary role between traders and consumers. The purpose of Art. 30 to 32 DSA is therefore to facilitate the enforcement of existing consumer rights.2421

On the one hand, service providers must take precautions to ensure the traceability of companies (know-your-business rule). This is intended to prevent so-called fake shops and those that make it difficult to enforce consumer rights due to missing or incomplete information.2422 Art. 30(1)(a)–(e) DSA obliges service providers to ensure that businesses can only use their platform if consumers have received the necessary information in advance.2423 Art. 30 DSA is a duty of care. The service provider must ensure that the company is not authorised to use the platform if it does not provide the information or if it concludes to the best of its ability that the information is not reliable and complete. 2424

Furthermore, the DSA obliges service providers to design their platforms in such a way that companies can fulfil their duty to provide information (Art. 31(1) DSA). In particular, it must be possible for com-panies to provide information on the identification of their product and product safety and conformity in accordance with Art. 31(2) (a) and (c) DSA). The service provider must in turn verify the provision of this information to the best of its ability (Art. 31(3) DSA).

Ultimately, service providers must help consumers to enforce their rights in relation to unlawful products and services or to exercise them at all (Art. 32 DSA). Service providers are therefore obliged to inform consumers if a product or service is unlawful and to inform them of possible legal remedies (Art. 32(1) DSA). If it is not possible for the consumer to make contact, the service provider must make the infor-mation publicly and easily accessible (Art. 32(2) DSA). The decisive factor here is also the service provider's knowledge of the illegality of the content, as only then does the obligation to inform the consumer arise (Art. 32(1) DSA). Knowledge can result from an own-initiative investigation or a report, among other things.2425

dd) Stage 4: Regulations for very large platforms and very large search engines

Large digital platforms are an integral part of the infrastructure of the digital economy. They offer important marketing and sales channels for companies. At the same time, they enable opinions to be exchanged easily in the digital space and user-generated content to be distributed.2426

The obligations imposed on intermediary services are related to their social impact.2427 The DSA recog-nises that ‘very large online platforms‘ (VLOPs) and ‘very large online search engines‘ (VLOSEs) pose social risks that go beyond those of small platforms. This also means that they are subject to higher due diligence requirements.2428 The background to the societal risks is that VLOPs and VLOSEs have a major influence on the formation of public opinion and public discourse as well as online trade. The DSA therefore aims to identify and prevent or at least minimise the potential risks and social or eco-nomic damage through effective regulation and enforcement.2429

The central provisions of the fifth section of the DSA are the tightening of the catalogue of obligations for online platforms and, as the "centrepiece",2430 regulatory instruments that deal with the identification, assessment and minimisation of systemic risks (Art. 34 to 37, 39 to 41, 45 and 48 DSA).

The regulatory system is based on the ‘enforced self-regulation‘ approach. This means that the obliga-tions are initially carried out under the company's own obligation (Art. 34, 35 DSA), but are regularly audited externally (Art. 37 DSA) and, if necessary, are subsequently subject to official supervision.2431

(25) Scope, Art. 33 DSA

Art. 33 et seq. DSA apply to online platforms (Art. 3(i) DSA) and online search engines (Art. 3(j) DSA) which have an average monthly number of at least 45 million active users in the Union and which are designated as very large online platforms or very large online search engines pursuant to Art. 33(4).

The decisive criterion for categorisation as VLOP or VLOSE is the average number of active users and therefore a case-by-case assessment (Art. 33(4) DSA). The relevant threshold is at least 45 million active users in the Union (Art. 33(1) DSA). The background to this figure is that this number of users accounts for 10% of the population of the Union. The DSA sets this as the threshold for assuming a significant reach above this level.2432 Due to the constantly growing population, the Commission is authorised to supplement the operational threshold on an ongoing basis by means of delegated acts (Art. 33(2) DSA). The basis for determining the threshold is primarily the number of users to be reported by the providers in accordance with Art. 24(2) DSA, Art. 33(4) DSA.

The number of users is based on the number of active users, which is not necessarily the same as the number of registered users.2433 The term active user of an online platform or online search engine is legally defined in Art. 3(p), (q) DSA: According to this, an active user of an online platform is a person who uses a platform either to provide information or to consume content published by the platform. In contrast, an active user of an online search engine is a person who submits a search query and can view the indexed information displayed by the search engine via its online interface (Art. 3(g) DSA). Recital 77 DSA concretises the undefined legal term "activity" to the extent that it refers to active use. In any case, it is sufficient that the user interacts with the information by clicking, commenting, linking, sharing, purchasing or carrying out transactions on an online platform.2434 On the other hand, the owners of the websites indexed in the search results are expressly not covered.2435 According to Art. 33(3) DSA, the Commission is responsible for adopting delegated acts to determine the delimitation criteria and methods.

In contrast to the DMA, only the number of users, but not the gatekeeping function or the impact of the platform on the internal market, is to be used for categorisation. Despite the different connecting factors, most of the platforms covered by Art. 33 et seq. DSA will also fulfil the requirements of the DMA, meaning that regulation is comparable in this respect.2436

As of now, the regulations of Art. 33 et seq. DSA cover 17 platforms, including ‘YouTube‘, ‘Amazon Store‘,‘Facebook‘,‘ Instagram‘ and two very large online search engines: ‘Bing‘ and ‘Google Search‘.2437

(26) Tightening of the catalogue of obligations applicable to online platforms

The provisions that the DSA provides for the third level of regulation will be further tightened for online platforms. Specifically, this concerns the requirements for recommendation systems (Art. 38 DSA), online advertising (Art. 39, 46 DSA) and transparency reporting obligations (Art. 42 DSA).

According to Art. 38 DSA, VLOPs and VLOSEs are obliged to offer users a selectable option for the recommendation system that dispenses with profiling within the meaning of Art. 4 No. 4 GDPR. Art. 38 DSA thus goes beyond the transparency obligation provided for in Art. 27 DSA.

In addition to the transparency obligations for online advertising that apply to all platform providers and the limited ban on profiling under Art. 26 DSA, Art. 39(1) DSA also requires VLOPs and VLOSEs to set up a publicly accessible archive on their online interfaces. This archive should contain various infor-mation on the adverts placed.2438 The necessary content of the archive is specified in Art. 39(2) DSA. It is clear from the wording at least that this is minimum information.2439

Amazon was appointed VLOP by resolution of 23 May 2023. As a result, Amazon was also obliged to make an advertising archive publicly accessible. Amazon took action against this obligation and com-plained about the disclosure of confidential information. The ECJ rejected this application in its ruling of 27 March 2024.2440

Furthermore, Art. 42 DSA expands the general transparency obligations of Art. 15 and 24 DSA to include additional reporting items. Firstly, Art. 42(1) DSA provides for an increased frequency of publi-cation of the transparency reports. In addition, the VLOPs and VLOSEs must expand their transparency reports to include information on the staffing of content moderation as part of the reporting and com-plaints procedures in accordance with Articles 16, 20 and 22 DSA (Art. 42(2) DSA) and the average monthly number of users (Art. 42(3) DSA).2441 The transparency obligation is supplemented by Art. 42(4) DSA, which is linked to the obligation under Art. 37 DSA for independent auditing.2442 Providers are obliged to make available a report on the results of the risk assessment in accordance with Art. 34 DSA, the remedial measures taken in accordance with Art. 35(1) DSA, the audit report in accordance with Art. 37(4) DSA and the report on the implementation of the audit results in accordance with Art. 37(6) DSA.

(27) Risk assessment, Art. 34 DSA

Art. 34 DSA applies to the self-regulation of VLOPs and VLOSEs. They are obliged to identify, assess and analyse the systemic risks arising from the design, operation or use of the services and the associated systems, including algorithmic systems, or the use of their services (Art. 34(1) DSA).

The legislator is focussing on four risk categories. The risks arising from the dissemination of illegal content are to be recorded. The risk to VLOPs and VLOSEs due to the rapid and widespread dissemi-nation of content is taken into account.2443 The second risk category concerns the negative impact of the service on the exercise of the fundamental rights of the Charter, in particular freedom of expression and information and the right to respect for private life and data protection.2444 It also covers risks that have a negative impact on democratic processes, social debate and electoral processes as well as public secu-rity.2445 The last category covers risks to physical and mental health.2446

The risk assessment is carried out at least once a year (Art. 34(1) DSA). In terms of content, the catalogue of Art. 34 (1) DSA reflects the four risk categories described. The catalogue includes:

Dissemination of illegal content (a),

any actual or foreseeable adverse effects on the exercise of fundamental rights (b),

actual or foreseeable adverse effects on social debate, electoral processes and public safety (c),

actual or foreseeable adverse consequences in relation to gender-based violence, the protection of public health and minors, and serious adverse consequences for the physical and mental well-being of a person (d).

In any event, it is sufficient that adverse effects are apparent; it is therefore not necessary, according to the wording, for there to be an actual unlawful impairment.2447

In particular, service providers must consider whether and how the factors listed in Art. 34(2) DSA influence the systemic risks. These factors include

Design of the recommendation systems and other relevant algorithmic systems (a),

Systems for moderating content (b),

applicable general terms and conditions and their enforcement (c),

Systems for the selection and display of advertising (d),

data-related practice of the provider (e).

VLOPs and VLOSEs are obliged to retain risk assessment documents for at least three years in accord-ance with Art. 34(3) DSA.

(28) Risk minimisation, Art. 35 DSA

Art. 35 DSA responds to the systemic risks identified in accordance with Art. 34 DSA. The provider is obliged to take appropriate, proportionate and effective risk mitigation measures that are tailored to the systemic risks identified in accordance with Art. 34 DSA. Therefore, Art. 35 DSA is a further building block of enforceable self-regulation, as the providers themselves are primarily obliged to take measures to address the identified risks.2448

The limits of the measures lie in the fact that they must be appropriate, proportionate and effective. Therefore, VLOPs and VLOSEs must take all necessary measures, taking into account the economic capacity of service providers in the context of proportionality.2449 The illegality of the content does not constitute a restriction. Rather, permitted behaviour and content may also be restricted in order to reduce the risks.2450

When taking measures, the service provider must take into account the fundamental rights of users in accordance with Art. 35(1) DSA. This applies in particular to freedom of expression.2451 Art. 35 DSA thus indirectly refers to the categories of systemic risks, which include the negative impact on funda-mental rights and on public security and electoral processes.2452 The service provider must therefore maintain the balance between overblocking and underblocking.2453

Art. 35(1)(a)–(k) DSA contains a list of exemplary measures. Further details of the measures can be found in recitals 87 and 88 DSA. The measures to be taken under certain circumstances include

Adaptation of the design, features or functionality of the services (a),

Adaptation of the general terms and conditions and their enforcement (b),

Adaptation of content moderation procedures [...] (c),

Testing and adapting their algorithmic systems (d),

Adapt their advertising systems and adopt targeted measures [...] (e),

Strengthening internal processes, resources, auditing, documentation or supervision of their activities (f),

Initiation or adaptation of cooperation with trusted whistleblowers pursuant to Art. 22 DSA and the implementation of decisions by out-of-court dispute resolution bodies pursuant to Art. 21 DSA (g),

Starting or adapting cooperation with other providers of online platforms or online search engines on the basis of the codes of conduct or crisis protocols referred to in Article 45 and Article 48 (h),

Awareness-raising measures and adaptation of online interfaces to provide users with more information (i),

targeted measures to protect the rights of the child (j),

Ensuring that an individual piece of information, whether generated or manipulated image, sound or video content, which bears a striking resemblance to an existing person, object, place or other entity or event and which falsely appears to a person to be genuine or truthful, is rec-ognisable by a prominent marking when it is displayed on the online interface, and also provid-ing a user-friendly function that allows users of the service to view such information (point (k)).

Art. 35(2) DSA clarifies another core component of the enforced self-regulation. This obliges the Digital Services Board (Art. 61 et seqq. DSA) to publish an annual report. This report is to be prepared in cooperation with the Commission and contain the most conspicuous recurring systemic risks and best practices for mitigation. The committee thus breaks down the best practices for minimising risk for VLOPs and VLOSEs2454 and provides support for the self-regulation provided for in Art. 35(1) DSA.

Further assistance is provided by Art. 35(3) DSA, according to which the Commission, in cooperation with the coordinators, can issue guidelines for the application of Art. 35 DSA.

(29) Rapid response mechanism and protocols, Art. 36, 48 DSA

While Art. 34 and 35 DSA are aimed at the normal operation of the service provider, Art. 36 and 48 DSA are aimed at crisis situations in which the service provider must take additional measures. Accord-ing to the DSA, a crisis occurs when exceptional circumstances arise that lead to a serious threat to public security or public health in the Union or in significant parts of the Union.2455 For example, a crisis may be caused by an armed conflict, an act of terrorism, a natural disaster or a pandemic.2456

In these special cases, the Commission is authorised to issue decisions that require one or more VLOPs and VLOSEs to take special measures. Art. 36 DSA thus compensates for the fact that in "normal oper-ation" the approach of self-government applies and the state must restrict the service providers' room for manoeuvre in individual cases due to its duty to protect.2457

Art. 36(1) DSA lists the measures that service providers may have to take:

Assessment of whether, and if so, to what extent and how the operation and use of the services contribute or are likely to contribute significantly to a serious threat within the meaning of par-agraph 2 (a);

identify and apply targeted, effective and proportionate measures, such as measures referred to in Article 35(1) or Article 48(2), to prevent, eliminate or mitigate such contribution to the seri-ous threat identified in accordance with point (a)2458 (point (b)); and

report to the Commission by a date specified in the Decision or at regular intervals on the as-sessments referred to in point (a), on the precise content, implementation and qualitative and quantitative impact of the targeted measures taken pursuant to point (b), and on any other issue related to those assessments or measures, as specified in the Decision (point (c)).

When determining and applying the measures, Art. 36(1) DSA stipulates that the principle of propor-tionality must also be observed here. The severity of the threat, the urgency of the measure and also the actual or potential impact on the rights and interests of all parties concerned must be taken into account.

The Commission decision must fulfil the requirements set out in Art. 36(3) DSA. The aim of the requirements is to ensure that the decision strikes a balance between effectiveness and proportionality.2459 Therefore, the decision must contain measures that can be taken within a short period of time, but at the same time the crisis mechanism is only applied if and to the extent that this is absolutely necessary. The measures should be effective and proportionate at the same time.2460 Article 36(3)(a) DSA therefore reiterates the principle of proportionality of the decision and its necessity. Pursuing the same restrictive purpose, Art. 36(3)(b) DSA stipulates that service providers must be given a reasonable period of time to take the measures. Finally, Art. 36(3)(c) DSA sets a time limit for the measures, according to which they may be imposed for a maximum of three months.

The further procedure for adopting a resolution is specified in Art. 36(4) DSA. According to this, the Commission must notify the providers of the decision once it has been adopted (a), publish it (b), inform the body, invite it to comment on it and keep it informed (c).

The VLOPs and VLOSEs are granted the right to choose the specific measures in Art. 36(5) DSA, despite the honourable restriction of the scope for decision-making in crisis situations. Pursuing a similar objective, the Commission can enter into a dialogue with the service provider on the effectiveness and proportionality of the measure in accordance with Art. 36(6) DSA.

To ensure the effectiveness of the decision, the Commission has the right to monitor the service provider in accordance with Art. 36(7) DSA. It must report its findings to the committee on a monthly basis. If the Commission is of the opinion that the measures taken are ineffective or disproportionate, it can request the service provider to review this by means of a decision after hearing the panel. This "second chance for the platform operator" in crisis situations must be critically assessed.2461

Art. 36(8) DSA stipulates a possibility to amend the decision in accordance with Art. 36(1) DSA and responds to the dynamics within crisis situations.2462 The Commission can revoke the decision on the recommendation of the panel (a), but can also decide to extend it for a maximum of three months (b). According to (c), the measures can also be adapted in such a way that the experience gained in the application of the measures is taken into account.

If the Commission has adopted a decision pursuant to Art. 36(1), (7) or (8) DSA, it must fulfil an ongoing reporting obligation to the European Parliament and the Council, Art. 36(11) DSA.

In addition, Art. 48 DSA stipulates that the Commission may, on the recommendation of the panel, require VLOPs and VLOSEs to draw up voluntary crisis protocols. These are intended to provide for an intensified use of risk measures tailored to the acute situation.2463

(30) Independent audit, Art. 37 DSA

Art. 37 DSA requires service providers to undergo an independent audit at least once a year and at their own expense. The purpose of the regulation is to ensure that the obligations arising from the regulation and, where applicable, additional obligations from codes of conduct and crisis protocols are complied with.2464 With Art. 37 DSA, the legislator intends to compensate for the scope for decision-making within the framework of self-regulation by monitoring service providers.2465

The scope of the audit is based on Art. 37(1) DSA and includes the obligations set out in Chapter II (a). In addition, obligations from codes of conduct (Art. 45 and 46 DSA) and the crisis protocols (Art. 48 DSA) are covered (b).

The audit procedure is set out in Art. 37(2) DSA. The auditor must base the audit method and audit standards on industry best practice and the applicable audit standards and codes.2466 VLOPs and VLO-SEs are expected to co-operate fully. They must provide the necessary support and co-operate with the auditors. To this end, they should grant the auditors access to relevant data and premises and respond to verbal or written enquiries.2467

In order to compensate for the auditor's extensive access to data, the auditor shall ensure an appropriate level of confidentiality and compliance with confidentiality obligations2468. On the other hand, the pro-tection of the service provider should not adversely affect the performance of audits and other provisions of this Regulation, in particular the provisions on transparency, monitoring and enforcement.2469 It is therefore particularly important to prevent the duty of consideration from having an impact on the scope of the audit.2470

Who is suitable as an auditor is defined in Art. 37(3) DSA. The audit must be carried out by an organi-sation that is independent and has no conflict of interest (a), has proven expertise in the field of risk management as well as technical skills and capacities (b) and can be shown to work with objectivity and in accordance with professional ethics (c). When a conflict of interest exists on the part of the audit organisation is specified in Art. 37(3)(a)(i)–(iii) DSA.

The result of the audit should be recorded in an audit report in order to enable a meaningful assessment of the audit.2471 Its content is specified in Art. 37(4) DSA. It must contain the following information:

Name, address and contact point of the provider and the period to which the audit relates (a);

Name and address of the audit organisation or audit organisations (b);

Declaration of interests (c);

Description of the elements and methods tested (d);

Description and summary of the most important findings (e);

List of third parties that were consulted (f);

Audit opinion as the conclusion of the audit (g);

Recommendation in the event of a non-positive audit opinion (h).

The audit opinion provided for in Art. 37(4)(g) DSA should be emphasised. This indicates whether the service provider has complied with the audited obligations. It is divided into three categories: positive, positive with comments and negative.

According to Art. 37(6) DSA, the consequence of a non-negative audit report is that the service provider must take due account of the operational recommendations addressed to them and take the necessary measures to implement them. The service provider must in turn report on the implementation measures.2472 However, the service provider does not have a mandatory obligation to implement the recommendations, rather the principle of ‘comply-or-explain‘ applies2473: the measures can be followed or replaced by alternatives and a justification (Art. 37(6) DSA).

(31) Data access and control, Art. 40 DSA

Art. 40 DSA also serves to monitor VLOPs and VLOSEs. According to this, VLOPs and VLOSEs are obliged to grant access to data to various recipients.

Firstly, Art. 40(1)-(3) DSA regulates access to data by public sector bodies. According to Art. 40(1) DSA, the Digital Services Coordinator of the competent Member States or the Commission can assert the right of access. The rightful claimant must submit a "reasoned request", which only roughly defines the required procedure.2474 The subject of the claim is data that is necessary for monitoring and assessing compliance with the Regulation.2475 In more concrete terms, this includes data relating to algorithms and algorithms for training.2476 The data access claim thus covers a core area of the activities of VLOPs and VLOSEs.2477 In addition, the service provider has an obligation to provide explanations in accordance with Art. 40(3) DSA.

The right to data access entails a significant encroachment on the legal position of the service provider. Art. 40(2) DSA therefore stipulates that the use of data must be strictly earmarked.2478 This should allow the rights and interests of the data subjects to be duly taken into account.2479 In particular, the protection of personal data and confidential information and the protection of business secrets must be taken into account.2480

In addition, Art. 40(4) DSA grants a certain group of researchers a subjective legal right to data access.2481 This entitlement is limited in personal and material terms. Only the authorised researchers spec-ified in Art. 40(8) DSA are eligible. The right to data access should only be authorised in narrowly defined cases and for specific purposes.2482 It is subject to strict purpose limitation. The data may only be used for the purpose of research that contributes to the detection, identification and understanding of systemic risks or that relates to the appropriateness, effectiveness and impact of risk mitigation measures.2483

The further regulation of the data access claim is described in more detail in Art. 40(4)–(12) DSA.

(32) Compliance department, Art. 41 DSA

According to Art. 41 DSA, the provider of VLOPs and VLOSEs is obliged to set up an independent compliance department. The term compliance refers to adherence to laws and regulations that affect companies.2484 The compliance department forms the basis for compliance with the requirements of the DSA and is an important component of the concept of self-regulation.2485

The compliance department must have sufficient authority, powers and resources.2486 In addition, direct access to the provider's management body must be provided. This also means that the management body bears overall responsibility.2487 According to Art. 41(2) DSA, the management body must ensure that the compliance officer has the necessary qualifications to fulfil the tasks set out in (3). The specific requirements for the officer therefore depend on the company in question.2488 Furthermore, the manage-ment body must appoint an independent head of the compliance department (Art. 41(2) DSA). The name and contact details of this person must be communicated to the Commission and the Digital Services Coordinator in accordance with Art. 42(4) DSA.

The duties of the compliance officers are defined in Art. 41(3) DSA. These include

cooperation with the Digital Services Coordinator at the place of establishment and with the Commission for the purposes of the DSA (a),

ensuring that all risks referred to in Art. 34 DSA are identified and properly reported and that appropriate, proportionate and effective risk mitigation measures are taken in accordance with Art. 35 DSA (b),

the organisation and supervision of the activities of the provider of the systemically important platform in connection with the independent audit pursuant to Art. 37 DSA (c),

informing and advising the management and employees of the provider of the systemically important platform about the relevant obligations arising from the DSA (d),

monitoring the provider of the systemically important platform with regard to its obligations under the DSA (e) and

where applicable, monitoring compliance with the commitments entered into by the provider of the systemically important platform under the codes of conduct pursuant to Art. 45, 46 DSA or the crisis protocols pursuant to Art. 48 DSA (f).

However, this catalogue is not to be understood as exhaustive, but merely as a supplement to the general obligations associated with a compliance mandate.2489

It follows from Art. 41(1) DSA that the compliance department should have an independent position. This requirement is further supported by the fact that, according to Art. 41(5) DSA, it is the responsibility of the management body to ensure independence.

(33) Supervisory fees, Art. 43 DSA

The purpose of Art. 43 DSA is to ensure the financing of the additional regulatory burden associated with the DSA.2490 For this reason, the Commission levies a supervisory fee. The supervisory fee is not at the discretion of the Commission, meaning that in principle every service provider is liable for the fee.2491

The specific calculation of the fees is only determined in principle by Art. 43(2), (5) DSA. The starting point is the estimate of the total amount of the annual costs incurred within the framework of the DSA, Art. 43(2) DSA. The estimate is made in advance and according to reasonable judgement.2492 This total amount is then distributed in proportion to the size of the service and its average number of users.2493 The exact amount of the supervisory fee depends on the services designated in accordance with Art. 33 DSA and is determined by an implementing act of the Commission for each provider, Art. 43(3) DSA. When calculating the fee, the Commission must apply the methodology to be determined by legal act in accordance with Art. 43(4) DSA. The Commission is therefore responsible for specifying the method-ology, determining the limits and implementing the payment.2494 In addition, the principles set out in Art. 43(5) DSA must be observed and the implementing acts must be adopted in accordance with the advisory procedure set out in Art. 88 DSA. In this way, the DSA endeavours to ensure the proportionality of supervisory fees.2495

In order to guarantee the purpose of Art. 43 DSA, Art. 43(6) DSA stipulates that the fees are external, earmarked revenue.

This does not affect the possibility of individual member states to demand a supervisory fee from pro-viders if their main establishment is in their territory. The criteria for this can be found in recital 111 DSA, according to which the fee must be limited to what is necessary to cover costs and proportionate to the tasks.2496

4. Supervision and enforcement, Art. 49–63 DSA

The DSA is enforced in two parts at national and European level. The actors include the national authorities, the so-called Digital Services Coordinators (DSC), the European Digital Services Board  (EDPS) and the European Commission.2497

a) Supervision and enforcement by the Member States, Art. 49–55 DSA

Articles 49 to 55 of the DSA regulate the part of the supervisory system that is the responsibility of the Member States. The DSA thus gives the Member States a primary government mandate. To this end, each Member State must appoint a Digital Services Coordinator by 17 February 2024 (Art. 49(2), (3) DSA). The coordinator is the main actor for enforcing the material obligations of the DSA.2498

The coordinator is responsible for coordinating the other national authorities in the Member State.2499 It is also the point of contact for the Commission, the NEB and the DSC of other Member States.2500 In order to fulfil its purpose as a central contact point, Art. 49(2) DSA stipulates that the DSC shall coop-erate closely with the other national competent authorities, the Commission and the EDPS. If a Member State designates several competent authorities, the DSC is "first among equals" and hierarchically supe-rior to the others.2501 Nevertheless, the national authorities must work closely together to ensure a strong capacity to act at national level.2502

The coordinator must fulfil the requirements set out in Art. 50 DSA. Accordingly, the coordinator must act impartially, transparently and promptly in the fulfilment of its tasks. The Member States are obliged to provide the coordinator with sufficient financial and human resources, Art. 50(1) DSA.

In order to fulfil its duties, the DSC has the powers of investigation and enforcement standardised in Art. 51 DSA. The far-reaching instruments follow a graduated system with increasing intensity of inter-vention.2503 The powers aim to be effective, dissuasive and proportionate2504 and thus to be able to mon-itor compliance with the DSA and enforce the resulting obligations.2505

The investigative powers vis-à-vis providers of intermediary services that fall within its remit include

the authorisation to request the transmission of information (a),

the power to carry out inspections or to request a judicial authority in their Member State to order such inspections in any premises used by those providers or those persons for the purposes of their trade, business, craft or profession (b),

the power to require all employees or representatives of providers to make statements on any information relating to the alleged infringement (c).

According to Art. 52(2) DSA, enforcement powers include the following:

the authority to accept the commitments of these providers with regard to compliance with this Regulation and to declare these commitments binding (a),

the authority to order the cessation of infringements and, if necessary, impose remedial measures (b),

the power to impose fines or to request a judicial authority in their Member State to do so, in accordance with Art. 52 DSA (c),

the power to impose a penalty payment or to request a judicial authority in its Member State to do so, in accordance with Art. 52 DSA (d),

the power to take interim measures to avoid the risk of serious harm or to request the competent national judicial authorities in their Member State to do so (e).

In addition, the DSC can utilise repressive enforcement powers under Art. 51(3) DSA. However, these are only to be used as a last resort if all other powers under Art. 51 DSA have been exhausted. This is a tiered regulatory system. The first step is to request the governing body to take all necessary measures, including the creation of an action plan (a) and the second step is to request the competent judicial authority to block the user's access to the affected service or, if this is not possible, to the online interface (b). In view of the intensity of the intervention, both on the part of the user and, where applicable, on the part of third parties, this is subject to strict conditions and is only possible in the event of serious damage and an offence against the life or safety of a person.2506

Companies also face sanctions with preventive (periodic penalty payments) and repressive (fines) effects. To this end, the member states issue provisions on sanctions, Art. 52 DSA. These must be effec-tive, proportionate and dissuasive.2507 The maximum amount of fines that can be imposed for non-com-pliance with an obligation laid down in this regulation is 6% of the worldwide annual turnover of the provider of intermediary services concerned in the previous financial year. Penalties may be imposed for providing incorrect, incomplete or misleading information, for failing to respond or to correct incor-rect, incomplete or misleading information, or for failing to submit to an inspection, up to a maximum of 1% of the annual worldwide turnover of the provider of intermediary services or person concerned in the preceding financial year.2508 The maximum amount of a periodic penalty payment may not exceed 5% of the average worldwide daily turnover or the average worldwide daily income of the provider concerned.2509

b) Compensation Art. 54 DSA

Systematically within the objective-legal monitoring and enforcement system, Art. 54 DSA regulates a subjective right of the individual. This follows from the fact that the user should always have a right to an effective and legal remedy before a court in accordance with national regulations.2510

The DSA thus allows for individual legal enforcement, which users of intermediary services can use to claim compensation in such cases. The central claim standard for this is Art. 54 DSA. According to this, the user can claim damages if the service provider breaches user-related duties of care. Of particular relevance are the obligation to establish a reporting and redress procedure (Art. 16 DSA), the establish-ment of a complaints system (Art. 20 DSA) and the obligation for the provider to participate in out-of-court dispute resolution (Art. 21 DSA).

Art. 54 DSA is an imperfect liability standard. According to the wording, it must be applied in accord-ance with EU law and national law. In particular, this means that it is up to national law to specify the conditions of the claim and the legal consequences.2511

c) Coordinated investigations and coherence mechanisms, Art. 57 DSA

Due to the complex enforcement system at both Member State and European level, the DSA provides for close cooperation between the DSCs of the Member States, the Commission and the European body. The organisation of this cooperation is governed by Art. 57 DSA. The DSCs and the Commission are obliged to co-operate closely and provide mutual assistance, Art. 57(1) DSA. This obligation includes, in particular, the exchange of information between the DSC and the Commission as well as the obliga-tion of the DSC to inform the Commission of the initiation of an investigation.2512 The provision of information is concretised by granting the service provider the power to request other Digital Services Coordinators at the place of establishment to provide specific information about a particular provider of intermediary services that they hold or to exercise their investigatory powers in relation to specific information located in their Member State.2513

Finally, Art. 57(3) DSA contains an addition to the authorisation granted in Art. 57(2) DSA to request the provision of information. Among other things, the requested party must inform the DSC immediately and no later than two months after receipt. A refusal is only permitted in the cases regulated by Art. 57 (3)(a)–(c) DSA.

Across borders, Art. 58 DSA stipulates that the DSC of the destination should co-operate with that of the place of establishment of the service provider.

According to Art. 58(1) DSA, if the DSC at the place of destination considers that a service provider is infringing the provisions of the DSA and that this infringement is having a negative impact on users of the service in its Member State, it may request the DSC at the place of establishment to take investigatory and enforcement measures. In addition, in the event of a request from at least three DSCs at the place of destination, the political pressure on the DSC at the place of establishment can be increased by a request from the European body, Art. 58(2) DSA.2514 The content requirements for the request are set out in Art. 58(3) DSA.

If national authorities fail to fulfil their obligations under Art. 58 DSA and Art. 60(3) DSA, or do so inadequately, Art. 59 DSA constitutes an "escalation standard"2515. According to this, the body (Art. 61 DSA) can submit an alleged infringement to the Commission so that it can deal with it.2516 The DSA thus provides for subsidiary supervision and enforcement by the Commission.2517

In order to make cross-border supervision more efficient, joint investigations can be initiated in accord-ance with Art. 60(1) DSA. This allows the DSC at the place of establishment to invite one or more other DSCs to conduct joint investigations. The cases in which joint investigations can be initiated are regu-lated in Art. 60 (1)(a) and (b) DSA. Other DSCs may request to participate in the investigation in accordance with Art. 60(2) DSA.

Communication between the competent bodies and authorities should take place via a reliable and secure information exchange system. Art. 85 DSA therefore requires the Commission to set up such a system.

d) European Digital Services Board, Art. 61–63 DSA

The European Digital Services Board is an independent advisory group of Digital Services Coordinators for the supervision of providers of intermediary services, Art. 61(1) DSA. The German-language abbre-viation is "Gremium". The aim is to interlink the Member State and European levels. 2518

The members of the panel are the coordinators for digital services, Art. 62(1) DSA. The Commission is not a voting member, but chairs the panel, Art. 62(2), (3) DSA. In addition, it provides administrative and analytical support for the activities of the body, Art. 62(4) DSA.

The purpose of the panel is to develop a common view of the Union and to promote cooperation between the competent authorities.2519 The panel should therefore advise the Member State coordinators and the Commission in order to achieve the objectives set out in Art. 62(2)(a)–(c) DSA. This includes contrib-uting to the uniform application of this Regulation and to effective cooperation (a) as well as coordinat-ing and contributing to guidelines and analyses of the Commission, the Digital Services Coordinators and other competent authorities (b) and supporting the Digital Services Coordinators and the Commis-sion in the supervision of very large online platforms (c).

In order to achieve these objectives, the committee must fulfil the tasks listed as examples in Art. 63(1)(a)–(e) DSA. Due to its role as an independent advisory group, the panel has no legal enforcement powers. The body's functions are limited to consultation and support.2520 Art. 63 DSA can therefore be read as a kind of "general task clause"2521, which authorises the panel to provide advice and support, but does not grant it any investigative or enforcement powers of its own.2522

The importance of the Committee derives from its ‘copy or explain‘ function, which is laid down in Art. 63(2) DSA. This is a formal obligation to take account of. Accordingly, Digital Services Coordina-tors and, where applicable, other competent authorities that do not follow the opinions, requests or rec-ommendations addressed to them by the panel are required to give reasons for this. This is intended to ensure uniform application of the DSA.2523 Measures taken by the panel are not legally binding.2524 Instead, the legal consequences of a measure taken by the panel can be categorised into two stages. At the first stage, the DSCs and coordinators have a duty to familiarise themselves with and review the opinions, requests or recommendations. At the second stage, the measures must be justified in the event of a substantive deviation. This is therefore a formal but qualified duty of consideration.2525 In addition to the general duty of care, the DSA has a number of more specific material duties of care. The legislator of the ordinance makes this clear by providing for consideration (Art. 60(4), Art. 91(7) DSA) or "taking into account" (Art. 36(10), Art. 58(4), Art. 59(3), Art. 66(4), Art. 75(1) DSA) of the panel's views.

e) Enforcement of obligations of providers of very large online platforms and very large online search engines

The DSA also recognises in its enforcement powers that VLOPs and VLOSEs are significant due to their scope and impact.2526 For this reason, they are subject to stricter supervision. The Commission is the main body responsible for supervision. On the one hand, it has exclusive competence with regard to obligations specifically directed at VLOPs and VLOSEs (Art. 56(3), Art. 66 DSA). These include the obligation to assess (Art. 34 DSA) and minimise risks (Art. 35 DSA), to set up a crisis response mech-anism (Art. 36 DSA), to carry out independent reviews (Art. 37 DSA) and to ensure the transparency of recommendation systems (Art. 38 DSA) and online advertising (Art. 39 DSA). On the other hand, it has shared responsibility for the obligations also directed at other service providers.2527 Nevertheless, the Commission has a margin of discretion as to whether such shared responsibility is considered appropri-ate.2528 The Commission's strong role is also strengthened by the fact that it is granted a prerogative position in enforcement vis-à-vis the national authorities.2529

aa) Supervisory responsibility, Art. 66 DSA

Proceedings against VLOPs and VLOSEs are usually initiated in accordance with Art. 66 DSA. Such proceedings are initiated by the Commission if there is an actual suspicion against the service provider, Art. 66(1) DSA. The Commission is then obliged to inform the DCS and the panel.2530 However, the initiation of proceedings is not a mandatory requirement for the Commission to exercise its investigative powers.2531 In addition, the DCS have the option under Art. 65(2), (3) DSA to request the Commission to take action. If the obligation is not specifically addressed to the VLOPs and VLOSEs, the competent authorities of the Member State are only authorised to take action as long as the Commission has not yet initiated proceedings (Art. 66(2) DSA).

bb) Powers of the Commission

The powers of the Commission include

Art. 67 to 69 DSA Powers of investigation: Powers to provide information (Art. 67 DSA), powers to question and take statements (Art. 68 DSA) and powers to carry out inspections (Art. 69 DSA)

Art. 70 to 72 DSA Powers to issue procedural orders: Provisional measures (Art. 70 DSA), power to declare commitments binding (Art. 71 DSA) and the power to take supervisory measures (Art. 72 DSA)

Art. 73–76, Art. 82(1) and (2) DSA Powers to sanction and terminate proceedings

The limits of their powers exist where they conflict with the rights of the persons subject to supervision. Taking this into account, Art. 79 DSA provides for a right to be heard and a right to inspect files. Art. 84 DSA draws a line where professional secrecy is threatened.

cc) Non-compliance and sanctions, Art. 73 ff DSA

Art. 73 et seqq. DSA regulates what VLOPs and VLOSEs are threatened with in the event of non-compliance. According to Art. 73(1) DSA, non-compliance means that the service provider does not fulfil the relevant provisions of this regulation (a), the interim measures ordered pursuant to Art. 70 DSA (b) or the binding commitments pursuant to Art. 71 DSA (c). In this context, the term "relevant provi-sions" must be interpreted narrowly, so that this only includes established infringements of provisions from Chapter III Section 5 (Art. 33 to 43 DSA) that fall within the exclusive area of responsibility of the Commission and established infringements of other provisions of a systemic nature that fall within the area of shared responsibility.2532

The Commission is then authorised to issue a decision declaring non-compliance, Art. 73(1) DSA. The decision marks the end of the proceedings initiated under Art. 66 DSA.2533

Non-compliance can be penalised with fines and periodic penalty payments.2534 The imposition and amount of the authorised fines is governed by Art. 74 DSA. Furthermore, Art. 76 DSA allows the imposition of periodic penalty payments to enforce compliance with obligations to act, tolerate or refrain from acting. In contrast, fines act as a repressive punishment for an infringement, while periodic penalty payments are intended to influence the future or current behaviour of the service provider.2535 The setting of fines and periodic penalty payments must comply with the principle of proportionality and the prohi-bition of double jeopardy.2536

Overview of sanctions2537 dd)
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5. Summary and implications for practice

In order to achieve its overarching goal of creating a safe, predictable and trustworthy online environ-ment2538, the DSA includes a comprehensive system of obligations and enforcement. The "heavy artil-lery" provided for by the DSA2539 in the form of due diligence and transparency obligations as well as fines and periodic penalty payments apply to all providers of intermediary services. The scope of the DSA covers both the few globally operating VLOPs and VLOSEs as well as smaller providers of inter-mediary services.

The DSA always walks the fine line of balancing very different conflicting interests. For example, the DSA aims to effectively combat and prevent illegal content, thereby protecting the fundamental rights of platform users. On the other hand, there is the accusation that too much and too far-reaching content is deleted (so-called overblocking) and that there is too much interference in the entrepreneurial free-doms of the providers.

It is very welcome that the DSA creates a standardised legal landscape for such a cross-border field of activity as digital services. The DSA thus manages to protect the European area from fragmentation by national regulations and to prevent obstacles that hinder innovation.2540 Service providers are faced with a total of 27 different regulatory systems if they want to operate across borders. Complying with these different and sometimes contradictory systems is cost-intensive and can only be managed by larger companies. The DSA will provide companies with a level playing field, making it easier for them to operate and grow across internal markets. The European Commission expects this to lead to a 2% increase in cross-border digital trade.2541

Suppliers of SMEs are exempt from the most cost-intensive obligations under Art. 29 DSA, which also promotes their growth. If an SME uses the online platform to sell its goods, it is subject to the terms and conditions of the major platforms and their internal handling of content. In this respect, the DSA pro-vides SMEs with insight into the process of categorising their content, the advertising mechanisms and the moderation of their content through transparency obligations. The legislator hopes that this will make it easier for SMEs to grow and "take on the gatekeeper platforms".2542

On the other hand, companies are concerned that they will not meet the far-reaching due diligence and transparency obligations and will be confronted with the provisions on fines and damages.2543 Never-theless, the scope should not cause service providers to "panic".2544 As a first step, service providers are required to check whether and, if so, under which category of the DSA they fall, which requires a careful examination. The second step is to determine which obligations apply to them. It should be noted that the application of the DSA may be broader than it appears at first glance and that even small companies are recommended to carry out an assessment of their risk profile.2545 The advantage of the DSA is that it follows an asymmetrical regulatory system tailored to the size of the switching service. This is intended to ensure that service providers only face obligations that are proportionate. This could be coun-tered by the fact that the comprehensive compliance obligations in particular are so high that they do not facilitate market access, but rather make it more difficult.2546 It should also be taken into account that although the DSA is committed to the goal of creating legal clarity, there will still be questions of demarcation due to numerous undefined legal terms or vague obligations.2547 In several places, the DSA provides that the Commission can adopt further legal acts to clarify the law2548 or that the authorities can fill in the undefined legal terms in their inspections2549, which emphasises that the DSA leaves room for further development. The DSA must therefore be recognised as creating a uniform regulatory system within the EU. However, it should be noted that the DSA has not created an exhaustive system that cannot be further specified. As a result, uncertainty will remain in some areas pending final clarification by the ECJ. Nevertheless, this is not a genuine problem of the DSA, but is inherent to the nature of a recent legal act. Furthermore, the legislator must be given credit for the fact that a field as dynamic as the data economy requires a flexible and adaptable regulatory system.2550

Another thrust of the DSA is to remedy the so-called gatekeeper role of the large platforms. This is to be achieved by increasing the transparency of the mechanisms for consumers. 2551 The powerful VLOPs and VLOSEs will also be subject to a series of comprehensive due diligence obligations, which will enable quick and predictable decisions through legal certainty. However, it remains to be seen whether the DSA will have a Brussel effect similar to the GDPR. This would be the case if regulatory law were to be modelled on the DSA. The resulting competition, the so-called ‘race to the top‘, would be condu-cive to the aim of the DSA. On the other hand, it is also conceivable that service providers would try to be subject to a less intensive regulatory system. The result would be a so-called race to the bottom, a "harmful deregulation spiral."2552

The system has been the subject of critique on account of its tendency to exaggerate matters. Whether this assumption that the obligations imposed are disproportionate to the risks is correct depends on how the risks are categorised. On the one hand, the far-reaching and strict liability framework could be wel-comed in view of the threat of "civilisational decay".2553 On the other hand, it should be recognised that in a liberal society, regulation, especially of freedom of expression, should always be treated as a last resort.2554
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1. Introduction

The Digital Markets Act (hereinafter: DMA) was published in the Official Journal on 12 October 2022 and entered into force on 1 November 2022 in accordance with Art. 54(1) DMA. From 2 May 2023, the DMA will apply in all member states in accordance with Art. 54(2) DMA; it takes into account the growing importance of digital services, which are also increasingly more important for the functioning of the internal market within the Union.2555

a) Economic background of the DMA

Increasingly, market power can be observed to be centred on a few central platform services (so-called gatekeepers, Art. 1(2) DMA), which act as an economic interface between different groups of commer-cial and private users.2556 The recitals to the DMA identify numerous reasons for this position of power, not least of which is the particular structure of the digital services market.2557 Providers of centralised platform services benefit in particular from so-called network effects, whereby a distinction is made between direct and indirect network effects.2558 Direct network effects arise when the utility value of a user increases the more members of the same user group the platform has.2559 This applies in particular to users for commercial purposes due to the higher sales potential.2560 Indirect network effects, on the other hand, occur in connection with multi-sided markets when the value and thus the growth of one demand group depends on the demand of another group.2561 Platform providers benefit from these net-work effects in the form of rapid and exponential growth2562. At the same time, the addition of further users for platform services is hardly associated with marginal costs.2563 In addition, end users generally only use one platform for a specific purpose, so there is no ‘multi-homing‘.2564 The largest platform usually wins.2565 This leads to a high level of dependency on the respective platform service, especially for commercial users, as platform operators can control the access of other companies to important cus-tomer groups if they have the corresponding gatekeeper power.2566 The dependence of commercial users on gatekeepers is flanked by the so-called lock-in effect2567, which ensures that platforms bind their users to themselves so strongly that switching to alternative platforms would only be associated with higher switching costs and/or overcoming switching barriers - as a result, users regularly remain on the respective platform and do not even consider using competing platform services.2568

Last but not least, simplified access to large amounts of data for platform operators is becoming increas-ingly important in the age of AI.2569 More users inevitably lead to more data, which in turn has a positive effect on the quality of the respective service and therefore attracts more users.2570 This is also referred to as data-driven network effects.2571 In addition, these data benefits can also spill over into other areas of the platform operator's activities, further consolidating its advantageous position.2572

The consequences of this development are manifold and their significance should not be underestimated: On the one hand, they have a detrimental effect on the choice available to users.2573 On the other hand, innovation and fair competition are impaired, as market entry is hindered due to the structural advantages of existing platforms.2574 This also harbours the risk of oligopoly formation.2575 In addition to the enor-mously high investment costs, the poorer access to data is also of particular importance.2576 In view of the special position of power of the providers of centralised platform services, there are also often divergent negotiating positions, which entail the risk of one-sidedly disadvantageous business condi-tions.2577

b) Objectives of the DMA

The DMA is intended to counteract the aforementioned risks and problems by creating guidelines for digital platform providers on how they may provide their services. According to Art. 1(1) DMA, the DMA is intended to contribute to improving the functioning and integration of the internal market by eliminating unequal competitive conditions for users and thus preventing fragmentation of the internal market.2578 The aim is to harmonise legislation in order to ensure a contestable and fair digital market throughout the Union.2579 Platform providers that are (potentially) in competition with gatekeepers are to be strengthened in order to weaken the gatekeepers in their centralised position or at least create the impression that they are weakened.2580 One of the aims of this is to ensure that gatekeepers do not inde-pendently abuse their market power vis-à-vis other companies and consumers.2581 The DMA is therefore not only intended to protect competition on secondary markets, but also to attack and prevent the natural formation of monopolies in the digital economy.2582 Nevertheless, the European legislator recognises that some gatekeepers are already so entrenched in their position that there is no longer any significant competition.2583 In these cases, the measures of the DMA are intended to promote free competition on the downstream secondary markets and ensure fairness between the companies operating on these mar-kets.2584 Standardisation of regulations at European level can serve to exploit economies of scale and  scope and reduce transaction costs.2585

c) Relationship to European and national competition law

The DMA is intended to take account of the special characteristics of digital markets and, in particular, competes with European and national competition regulations. Art. 1(6) DMA clarifies that the applica-bility of these provisions remains unaffected. However, the existing antitrust regulations have proven to be insufficient to achieve the concentration tendencies of digital groups that led to the enactment of the regulation.2586 While previous regulatory instruments under competition law, namely the prohibition of abuse of a dominant market position (Art. 102 TFEU), only intervene ex post, the DMA is intended to have an ex ante effect for the addressee.2587 A prior determination of unlawful behaviour is therefore no longer required under the DMA,2588 rather, the DMA defines its addressees on the basis of formal criteria irrespective of their market power or cross-market significance.2589 Although European competition law also applies in principle to the behaviour of gatekeepers, it is limited to specific incidents of market power, such as a dominant position on specific markets or certain anti-competitive behaviour.2590 In addition, the aspect of fairness is more important in the context of the DMA than in the regulatory purpose and in the provisions of European competition law.2591 Although fair competition is also men-tioned there, the aspect of fairness only plays a subordinate role, unlike in the DMA.2592

In future, official intervention on the basis of European competition law, in particular Art. 102 TFEU, should only be necessary in the case of actions by large digital groups if the DMA does not contain any corresponding provisions, if non-compliance with the requirements of the DMA can also be penalised as an infringement of the prohibition of abuse under Art. 102 TFEU and if it is linked to a significant market structure of the European internal market or threatens such a link.2593 The abuse control therefore remains applicable in cases in which the gatekeeper fulfils the criteria of Art. 102 TFEU without its behaviour being related to a central platform service and/or constitutes a circumvention of the require-ments of Art. 13 DMA.2594

The inconsistent regulatory provisions for digital services at national level have also led to a fragmen-tation of the internal market to date.2595 Consequently, there was also a need for standardised regulations across Europe, which the DMA is intended to remedy.2596

d) Relationship to the Digital Services Act

In addition to the DMA, the DSA is also intended to contribute to fair and open digital markets. As a joint package on digital services, they form the first detailed set of rules for online platforms at EU level.2597 The aim of the DSA is to create a safe, predictable and trustworthy online environment (Art. 1(1) DSA), focussing on the regulation of content on online platforms. However, the DMA ties in with the power structures typical of digital markets and is intended to counteract their fragmentation. Both pieces of legislation therefore target companies with positions of economic power, which can be traced back not least to the use of large amounts of data.2598 There are also considerable differences between the regulations, which are manifested in the divergent objectives, but also in the different definitions, categories and requirements or, for example, the measurement of company sizes.2599 In practice, how-ever, there can sometimes be overlaps between the large technology companies, especially if companies are to be categorised as gatekeepers within the meaning of Art 2 DMA and also have to comply with the provisions of the DSA as online service providers.2600 With the provisions on ranking (Art. 2 no. 22 and Art. 6(5) DMA) and those on recommendation systems (Art. 3(s) and Art. 27 DSA), both regulations also cover the same subject matter.2601 However, it is not clear from the respective legal texts how the two legal acts relate to each other in terms of substantive law.2602 This is partly due to the fact that both regulations were proposed at the same time and were initially intended as a single regulation during the legislative process.2603 In principle, it can be assumed that the two legal acts complement each other.2604 However, how the two regulations relate to each other in the event of a conflict can ultimately only be decided on a case-by-case basis.2605

2. Material and territorial scope, Art. 1(2) DMA

The territorial scope of the DMA extends to the European Union. According to Art. 1(2) DMA, it applies to central platform services that provide or offer gatekeeper functions to business users or end users established or resident in the EU, regardless of whether they are based inside or outside the Union. Although the terms "providing" and "offering" are not defined in the DMA, the provision of necessary facilities and the willingness to provide services in the EU may be sufficient, following the example of the P2BR.2606 From a material point of view, the DMA only applies to so-called gatekeepers in accord-ance with Art. 1(2) DMA. According to the legal definition in Art. 2 No. 1 DMA, these are companies that offer or provide centralised platform services for commercial users and end users and have been designated in accordance with Art. 3 DMA.

a) Central platform services, Art. 2 No. 2 DMA

Art. 2 No. 2 DMA lists an enumerative catalogue of services that are to be categorised as central plat-form services. These include:

Online intermediary services (a);

Online search engines (b);

Online services of social networks (c);

Video sharing platform services (d);

number-independent interpersonal communications services (e);

Operating systems (f);

Web browser (g);

virtual assistants (h);

Cloud computing services (i) and

online advertising services, including advertising networks, advertising exchanges and other advertising intermediation services provided by an undertaking providing one of the central platform services referred to in points (a) to (i) (point (j).

b) Appointment as gatekeeper, Art. 3 DMA

Art. 2 No. 1 DMA also requires that a company has been appointed as gatekeeper.

aa) Qualitative and quantitative thresholds, Art. 3(1), (2) DMA

Designation as a gatekeeper is made by the European Commission in accordance with Art. 3(1), (4) DMA, provided that the company

has a significant impact on the internal market (a);

provides a central platform service that serves commercial users as an important gateway to end users (b) and

holds a stable and permanent position with regard to his activities or is likely to obtain such a position in the near future (c).2607

According to Art. 3(2) DMA, it is presumed that a company fulfils the respective requirements of Art. 3(1) DMA if it meets the quantitative thresholds specified in Art. 3(2) DMA.

According to Art. 3(2)(a) DMA, an undertaking is deemed to have a significant impact on the internal market if it has had an annual turnover in the Union of at least EUR 7.5 billion in each of the last three financial years or if its average market capitalisation or equivalent market value in the last financial year was at least EUR 75 billion and it provides the same core platform service in at least three Member States.

According to Art. 3(2)(b) DMA, it is presumed that the core platform service provided by an undertaking serves as an important gateway to end users for business users if it had at least 45 million monthly active end users established or resident in the Union and at least 10 000 annual active business users established in the Union in the previous financial year. According to Art. 2 No. 20 DMA, an end user is a natural or legal person who uses centralised platform services and does not act as a business user, i.e. does not use the centralised platform services for the provision of goods or services. The specific circumstances of the individual case must be taken into account; even fundamentally commercial actors can use plat-form services as end users in a particular situation.2608

The (probable) existence of an established and durable position is presumed under Art. 3(2)(b) DMA if these thresholds of end users and commercial users have been reached in each of the past three financial years.

bb) Designation procedure

If a company provides a central platform service, it must notify the Commission without delay in accordance with Art. 3(3) DMA in conjunction with Art. 21 DMA if it has reached all the thresholds specified in Art. 3(2) DMA. In addition, the notification must contain the information specified in Art. 3(2) DMA for each central platform service. The Commission must designate the company as gate-keeper within 45 days of receiving the complete information, Art. 3(4) DMA. According to Art. 3(5) DMA, the company also has the opportunity in this context to explain why it would exceptionally not fulfil the requirements set out in Art. 3(1) DMA, although it meets all the thresholds set out in Art. 3(2) DMA. However, if a company does not fulfil its notification obligation within two months of reaching the thresholds at the latest, the Commission can still designate the company as a gatekeeper on the basis of the information available to it in accordance with Art. 3(3) DMA.

If a company that provides central platform services does not meet the quantitative thresholds of Art. 3(2) DMA, but fulfils the requirements of Art. 3(1) DMA, the Commission still has the option of desig-nating the company as a gatekeeper in accordance with Art. 3(8) DMA. To this end, it carries out a market investigation in accordance with Art. 17 DMA. When making the designation, the Commission must take various parameters into account in accordance with Art. 3(8) DMA, depending on the rele-vance for the respective company:

Size of the company (a)

Number of users (b)

Network effects and data benefits (c)

Economies of scale and scope (d)

Lock-in effects (e)

conglomerate-like corporate structures or the vertical integration of the company (f)

other structural business or service characteristics (g)

Depending on the case, the EU Commission may include some or all of the aspects mentioned as well as foreseeable developments of the companies in its assessment (Art. 3(8) DMA). The Commission can also use this route to order compliance with certain behavioural obligations for companies that do not yet have an established market position, but where such a position is expected in the near future (Art. 3(1) DMA).

If the presumption criteria of Art. 3(2) DMA are met or if the presumption is based on the conditions of Art. 3(1) DMA, the Commission issues a designation decision pursuant to Art. 3(9) DMA. In this deci-sion, the Commission names the relevant central platform services that act as an important gateway to end users for business users.

If a company argues that the presumption of conformity under Art. 3(2) DMA does not apply in its case, the EU Commission may reject these arguments within 45 working days if they are not sufficiently substantiated (Art. 3(5) DMA). However, if the Commission considers the arguments to be sufficiently substantiated, it can initiate a market investigation within the deadline (Art. 3(5) DMA). This market investigation should be completed within five months (Art. 17(3) DMA) and aims to comprehensively examine the role of the company as gatekeeper before concluding with a published decision.

In accordance with Art. 3(10) DMA, the gatekeepers have six months from the date of appointment to implement the requirements of the DMA.

So far, the Commission has designated Apple (core platform services: App Store, Safari, iOS), Alphabet (core platform services: ‘Google Search‘, ‘Chrome‘, ‘Android‘, ‘YouTube‘, ‘Google Maps‘, ‘Google Play‘, ‘Google Shopping‘, advertising services), ‘Meta‘ (core platform services: ‘WhatsApp‘, ‘Face-book‘, ‘Instagram‘, ‘Meta Marketplace‘, advertising services), ‘Amazon‘ (Central Platform Services: ‘Amazon Marketplace‘, advertising services), ‘Microsoft‘ (Central Platform Services: ‘Windows‘, ‘LinkedIn‘) and ‘ByteDance‘ (Central Platform Service: ‘Tiktok‘). ‘Apple‘ has also been a gatekeeper since 29 April 2024 with its central platform service ‘iPadOS‘ and ‘Booking‘ with its central platform service ‘Booking.com‘ on 13 May 2024.2609

3. Obligations of the gatekeepers

a) Duty to cooperate, Art. 3(3) DMA

If the thresholds of Art. 3(2) DMA have been reached, companies providing central platform services are obliged under Art. 3(3) DMA to notify the European Commission independently and provide the relevant information. This must be done immediately, but at the latest within two months of reaching the thresholds. If a company already designated as a gatekeeper provides another central platform ser-vice that reaches the thresholds of Art. 3(2) DMA, it is subject to the same obligation.

b) Duties of conduct and omission, Art. 5–7 DMA

In particular, however, Articles 5, 6 and 7 DMA provide for numerous obligations of behaviour and  omission for gatekeepers designated pursuant to Article 4(4) or (8) DMA with regard to the platform services specified in the designation decision pursuant to Article 3(9) DMA, which serve as an important gateway to end users.2610 The obligations under Art. 5, 6 and 7 DMA are so-called self-executing obli-gations, i.e. they apply by operation of law without the need for a prior decision by any authority.2611 According to Art. 13(3) DMA, these obligations must be fully and effectively implemented by the gate-keepers. Any behaviour that undermines effective compliance with the obligations under Art. 5, 6 and 7 DMA is prohibited under Art. 13(4) DMA. Art. 5 and 6 DMA differ in that Art. 6 DMA opens up further options for action by the Commission.

It regulates practices that undermine contestability in the digital sector and/or are considered unfair, as well as those that have a particularly negative direct impact on business users and end users.2612

The telos is to ensure contestability and fairness of the core platform services provided by gatekeepers by clearly and unambiguously defining obligations in relation to these services, taking into account the nature of these services, through harmonised rules for the entire internal market.2613 This should be taken into account when interpreting the rules as an important guide to their purpose and meaning.2614

c) Obligations of gatekeepers in accordance with Art. 5 DMA

Firstly, the individual obligations of Art. 5 DMA will be discussed.

aa) Prohibition of data merging, Art. 5(2) DMA

Art. 5(2) DMA standardises prohibitions for gatekeepers with a reservation of permission with regard to the use and merging of data. In addition to ensuring fairness towards end users and the fundamental right to the protection of personal data in accordance with Art. 8 GDPR, the purpose of protection is also the fundamental separation of the respective data stock to ensure the contestability of digital mar-kets.2615

bb) Prohibition of the processing of personal data for the purpose of operating  online advertising services, Art. 5(2)(a) DMA

Art. 5(2)(a) DMA generally prohibits gatekeepers from processing personal data of end users who use third-party services that utilise the gatekeeper's central platform services for the purpose of online advertising. The data protection terms used in Art. 5(2) DMA are borrowed in full from the GDPR, as can be seen from the definitions in Art. 2 No. 24, 25, 26, 31 and 32 DMA. Thus, personal data - parallel to Art. 4 No. 1 GDPR - refers to all information relating to an identified or identifiable natural person. As in Art. 4 No. 2 GDPR, processing is to be understood as any operation or set of operations which is performed upon personal data, whether or not by automatic means, such as collection, recording, organ-isation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure, dissemina-tion, alignment or combination, restriction, erasure or destruction of data. Art. 5(2)(a) DMA therefore further restricts the processing purposes permitted under the GDPR.2616 To date, gatekeepers have often collected personal data from end users for online advertising purposes when they use third-party web-sites and software applications.2617 In addition, third parties provide gatekeepers with personal data of their end users themselves in order to be able to use certain services provided by the gatekeepers as part of their central platform services, e.g. advertising to user-defined target groups.2618 The ban is intended to offset the advantages of gatekeepers in terms of data accumulation and thus reduce barriers to market entry.2619

cc) Prohibition of merging personal data, Art. 5(2)(b) DMA

Art. 5(2)(b) DMA generally prohibits gatekeepers from merging personal data from the respective cen-tral platform service with personal data from other central platform services or from other services pro-vided by the gatekeeper or with personal data from third-party services. The prohibition on merging  data applies in any case from the time the DMA takes effect. However, it is still unclear what impact this will have on existing databases fed from combined legacy databases.2620 With regard to delimitabil-ity, it can be said that Art. 5(2)(b) DMA goes further than Art. 5(2)(a) DMA in that it covers not only the personal data of end users, but also that of commercial users.2621 In addition, unlike the prohibition in Art. 5(2)(c) DMA, Art. 5(2)(b) DMA covers not only data from services controlled by the gatekeeper, but also data from third-party services without restriction.2622

dd) Prohibition of re-use of personal data, Art. 5(2)(c) DMA

Art. 5(2)(c) DMA generally prohibits gatekeepers from reusing personal data from the respective central platform service in other services provided separately by the gatekeeper, including other central platform services, and vice versa. It is questionable how the undefined legal term "reuse" is to be understood. In order to effectively protect the end customer and allow them to freely decide on their consent to the data processing and registration practices, the term reuse must be interpreted broadly in a systematically coherent manner, parallel to the term ‘data processing‘ under data protection law.2623 In contrast to Art. 5(2)(b) DMA, the further use of data is included to the extent that it takes place without data merging.

ee) Prohibition of circumvention by notification, Art. 5(2)(d) DMA

Art. 5(2)(d) DMA generally prohibits gatekeepers from registering end users in other services of the gatekeeper in order to merge personal data. This requires both an objective component (registration of end users in other services) and a component of finality (purpose of merging personal data).2624 It is unclear whether finality is to be understood subjectively in the sense of an intention to merge the data, or whether an objective interpretation is more appropriate. In favour of an objective understanding of the norm, the purpose of the norm with elements of data protection and competition law as well as the provision of Art. 8(1) DMA are put forward in addition to the historical references to abuse law case practice.2625 According to this provision, the gatekeeper must ensure and prove compliance with the obligations under Art. 5, 6 and 7 DMA, from which it can be concluded that verifiable, i.e. objectively demonstrable, measures are required to prove that a registration does not serve to merge personal data.2626

ff) Exceptions, Art. 5(2) DMA

Art. 5(2) DMA provides for two exceptions to the prohibitions on the use and merging of data.

On the one hand, the reservation of authorisation stipulated in Art. 5(2) DMA, insofar as the end user has been granted the specific choice and has effectively consented in accordance with Art. 4 No. 11 GDPR and Art. 7 GDPR in conjunction with Art. 2 No. 32 DMA. What is therefore required is a volun-tary, informed and unambiguous expression of will in the specific case in the form of a declaration or other unambiguous affirmative act by which the data subject indicates that they consent to the processing of their personal data, Art. 4 No. 11 GDPR. The granting of a specific choice is likely to be identical to the characteristic of a declaration for the specific case (Art. 4 No. 11 GDPR).2627 However, consent can be withdrawn at any time in accordance with Art. 7(3) GDPR. Due to the express reference of the DMA to the GDPR, its interpretation must be applied when applying the DMA.2628 In addition to the case law of the European Court of Justice2629, the guidelines of the European Data Protection Board in particular must be taken into account when interpreting the GDPR.2630 Consent must also be interpreted in the light of Art. 25 DPA, i.e. the user must not be deceived, manipulated or otherwise significantly impaired or hindered in his ability to make free decisions by any design of the online interfaces on the part of their providers (so-called prohibition of ‘dark patterns‘).2631 In addition, Art. 5(2) DMA must be observed as a restriction, according to which the gatekeeper may not repeat its request for consent for the same processing purpose more than once within one year once the end user has refused or withdrawn con-sent.2632 This is intended to prevent the end user from being bothered with continuous requests for con-sent (so-called ‘nagging prohibition‘).2633 Art. 5(2) DMA in conjunction with Art. 7(1) GDPR stipu-lates that the gatekeeper must prove the existence of consent.

On the other hand, contrary to the aforementioned prohibitions, processing and merging is also permitted without consent if the gatekeeper can invoke the lawfulness of the processing pursuant to Art. 6(1)(c), (d), (e) GDPR. Accordingly, processing is possible if it is necessary for compliance with a legal obliga-tion to which the controller is subject; to protect the vital interests of the data subject or of another natural person; or for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. However, processing pursuant to Art. 6(1)(b) and (f) GDPR is not possible, which leads to a restriction of the rights of the gatekeepers under the GDPR.2634

gg) Prohibition of parity clauses, Art. 5(3) DMA

Art. 5(3) DMA standardises a ban on so-called parity clauses (or best price clauses) for gatekeepers.2635 This means that gatekeepers are prohibited from using contractual conditions or other measures to pre-vent commercial users from offering the same products or services to end users via third-party online intermediary services (broad or cross-platform parity clauses) or via their own direct online distribution channels (narrow parity clauses) at different prices or conditions than via the gatekeeper's online inter-mediary services.2636 Broad parity clauses further restrict contestability by other platforms and thus the choice of other online intermediary services for end users.2637 Commercial users should be able to choose freely between the online intermediary services operated by the gatekeeper and other online intermedi-ary services or direct online distribution channels and offer their products or services to end users on differentiated terms.2638

hh) Prohibition of anti-steering measures, Art. 5(4) DMA

Article 5(4) DMA prohibits gatekeepers from restricting the freedom of their commercial users. Com-mercial users should therefore be allowed to communicate with their end users outside of the central platform service. Gatekeepers must organise interactions on platforms in such a way that commercial users are free to choose the distribution channel that they consider to have the best attributes for inter-acting with end users.2639 Downstream, this should also benefit the end user, as they will be able to choose between the commercial user's offers independently of the respective central platform service.2640 Art. 5(4) DMA thus also indirectly serves to protect end users' freedom of contract.2641 The background to the regulation is so-called ‘anti-steering‘ measures, in which gatekeepers do not allow commercial users to use their central platform service to acquire customers, but then redirect the customers to their own websites or other platforms by using communication content.2642 In particular, such ‘anti-steering rules‘ have come to light in antitrust law decisions on ‘app stores‘.2643 However, Art. 5(4) DMA is formulated broadly in terms of its scope, so that developments in this regard can be dealt with flexibly in the future.2644 In addition, the provision is intended to reduce the dependency of commercial users on the central platform service. It is also intended to encourage the parallel use of several services (multi-homing).2645

ii) Access and use of content acquired elsewhere, Art. 5(5) DMA

Art. 5(5) DMA should allow end users to access content acquired outside the platform. The end user should be able to use digital content, subscriptions, functions or other elements via the gatekeeper's platform even if they were not obtained directly from the gatekeeper. In this way, the behavioural requirement is intended to prevent ‘lock-in effects‘ and counteract the permanent binding of the end user to the gatekeeper.2646 The gatekeeper is thus also to be deprived of control over the business relationship between the end user and the commercial user.2647 In this respect, Art. 5(5) DMA indirectly protects the commercial user with regard to offers outside the respective platform.2648 The provision is closely linked to Art. 5(4) DMA, although the focus is on the performance of contracts already concluded and not on the initiation of contracts.2649

There is no restriction within the standard to specific content or categories of purchased items. The gatekeeper may not base its refusal of access solely on the fact that the content in question was not specifically acquired by it, although Art. 5(5) DMA was formulated in an open manner as to whether access can be restricted for other reasons.2650 In view of the drafting history, ‘app stores‘ in particular are likely to be covered as addressees of the standard, whereby narrower intermediary services as well as possible future developments may be included.2651

jj) Prohibition of obstruction of legal remedies, Art. 5(6) DMA

With Art. 5(6) DMA, the European legislator prohibits gatekeepers from obstructing notifications by users to authorities and national courts due to violations of Union or national law. However, sentence 2 allows internal agreements on complaint and dispute resolution mechanisms between the gatekeeper and commercial users. The provision therefore protects law enforcement against gatekeepers by allowing business users and end users to report concerns about unfair practices and infringements to the compe-tent authorities.2652 The prohibition applies not only to the obligations of the DMA, but also to any infringements of the law, as well as to all practices of the gatekeeper, so that practices relating to other services of the gatekeeper are also covered.2653 Furthermore, the legal violations do not have to have a direct impact on the user and/or be proven.2654 As examples of prohibited practices, the DMA mentions discriminatory access conditions, unjustified account blocking of commercial users or unclear reasons for the delisting of products. In addition to the protection of users, Art. 5(6) DMA also ensures the ability of the authorities to work, which require information from complainants, particularly in the context of antitrust proceedings.2655

kk) Prohibition of tying central platform services with selected other services, Art.  5(7), (8) DMA

Art. 5(7) DMA standardises a prohibition of tying, according to which the use of the central platform service may not be tied to the condition of using other services of the gatekeeper. This applies equally to end users and commercial users, whereby the latter's freedom to choose services other than those of the gatekeeper is to be protected in particular.2656 Nevertheless, the provision does not create an obliga-tion for the commercial user to offer any alternatives to the end user.2657 The provision of Art. 5(8) DMA also standardises a prohibition of tying, according to which the gatekeeper is prohibited from tying the use of its central platform service to the registration or subscription of another central platform service. This applies to both end users and commercial users. Such tying mechanisms make it easier for gate-keepers to accumulate data and thus create barriers to market entry.2658 Thus, Art. 5(8) DMA is intended to ensure the contestability of the central platform services and indirectly protect the freedom of com-mercial users and end users.2659 The provision is closely linked to Art. 5(2) DMA, which prohibits the aggregation of data and the mandatory registration of end users with other services, but already applies at an earlier point.2660

ll) Right to information, Art. 5(9), (10) DMA

An advertiser's right to information from a gatekeeper that provides online advertising services is standardised in Art. 5(9) DMA. Upon request, the gatekeeper must provide the advertiser with infor-mation free of charge on a daily basis regarding the adverts placed by the advertiser. The same applies to third parties authorised by the advertiser. The obligation to provide information includes the prices and fees paid by the advertiser (a), the remuneration received from the publisher (b) and the key figures on the basis of which the individual prices, fees and remuneration are calculated (c). Art. 5(10) DMA standardises a right to information on the part of the publisher for whom the gatekeeper provides online advertising services. The content of the right to information includes the remuneration received and the fees paid by the publisher, including any deductions and surcharges, for each relevant online advertising service provided by the gatekeeper (a), the price paid by the advertiser, including any deductions and surcharges, subject to the advertiser's consent (b), and the key figures according to which the individual prices and remunerations are calculated (c). The publisher's right to information is essentially similar to that of the advertiser in Art. 5(9) DMA and mirrors the corresponding obligations of the gatekeeper on two different platform markets.2661 The context of these disclosure obligations is the frequently non-transparent way in which gatekeepers deal with the conditions for their advertising services vis-à-vis commercial users.2662 The aim is to make it easier for advertisers to switch between individual providers of online advertising services by improving the comparability of conditions. In addition, the costs for online advertising services should also fall.2663

Publishers of online advertising services are those who offer the projection surface for advertising, such as the operators of blogs or an online magazine.2664 This advertising space is often marketed through the use of intermediaries, who in turn offer the advertising space to advertisers.2665 The brokerage usually takes place on online platforms in the form of an auction.2666 This platform plays an important interme-diary role in the relationship between advertisers and publishers.2667 If the online platform then also belongs to a gatekeeper, it is usually responsible for controlling access to the users of its platform.2668

It is not necessary for the online advertising service itself to be considered a central platform service for the right to information; rather, a certain market strength and affiliation to a gatekeeper is sufficient.2669 The information must be provided daily and free of charge, whereby a single request for information is sufficient.2670


d) Obligations of gatekeepers in accordance with Art. 6 DMA

Art. 6 DMA also standardises directly applicable behavioural requirements for gatekeepers.

mm) Prohibition of data use, Art. 6(2) DMA

Non-publicly accessible data generated or provided by commercial users in the course of using a central platform service may not be used by gatekeepers in competition in accordance with Art. 6(2) DMA. The background to this regulation is that gatekeepers often take on a dual role in which they offer a central platform service for commercial users on the one hand and are themselves in competition with these commercial users as providers of competing services or products on the other.2671 Gatekeepers can use the data collected from commercial users when using the gatekeeper platform in the course of their own service provision on the downstream market and thus optimise their own services. However, they will only make this data available to commercial users to a limited extent, which in turn leads to an infor-mation gap and offers potential for abuse.2672

The obligation covers all data generated or provided by the business user or its customer, although this does not have to be done on the central platform. Data generated by business users when using the gatekeeper's cloud computing services or its business for software applications via which end users of cloud computing services access software applications is also subject to Art. 6(2) DMA.2673 If the gate-keeper has generated the data itself and made it available to the business user, without having used data within the meaning of Art. 6(2) DMA, the obligation does not apply.2674

With Art. 6(2) DMA, the European legislator is pursuing a more far-reaching approach than the P2BR, which in Art. 7(3)(a) P2BR only provides for a right to information of the commercial user and in Art. 9 P2BR an obligation to provide information in the terms and conditions regarding access to and provi-sion of data to third parties.2675

nn) Obligation to uninstall, Art. 6(3) DMA

Art. 6(3) DMA regulates the gatekeeper's obligation to grant authorisation, according to which the gate-keeper is obliged to allow end users to uninstall pre-installed software applications. Although Art. 6(3) DMA does not prohibit the pre-installation as such, it may take the form of such a prohibition if the uninstallation of the programme is not easily feasible for the user.2676 In exceptional cases, the gate-keeper has the option of restricting uninstallability if this is technically necessary. In addition, gate-keepers are also obliged to prevent users from changing the default settings for linked products and services in operating systems, virtual assistants and web browsers (subsection 2). This is to be done by means of a selection field that forces the end user to make an active decision regarding the product or service provider.2677 The distinction in the subparagraphs between uninstallation and modification options is intended to take account of the special features of the respective services mentioned.2678 While an operating system can generally be configured as required through individual settings, standard set-tings such as the online search engine are usually not customised by the end user.2679 Instead, end users often stick with the default settings that have already been set.2680 However, this mechanism gives the gatekeeper the opportunity to favour and prefer itself and its services over competing offers through pre-installation.2681 Art. 6(3) DMA is intended to counteract this.2682

oo) Interoperability of software applications and ‘app stores‘, Art. 6(4) DMA

Art. 6(4) DMA contains the obligation of the gatekeeper to enable the installation and use of software  applications (‘apps‘) and shops for software applications (‘app stores‘) from third-party providers on their operating system. Gatekeepers must also grant them permission and the technical ability to request end users to use their software applications or ‘app stores‘ as the default for corresponding applications. However, the gatekeeper may take measures to maintain the integrity of its operating system (subsection 2) and enable the end user to take protective measures for the security of third-party software applica-tions or ‘app stores‘ (subsection 3). The provision is intended to curb the dominant position of gatekeep-ers in access to software applications and ‘app stores‘.2683 A prominent example of this is ‘Apple‘, against which the Commission recently initiated proceedings to check whether the company complies with the DMA and allows end users to easily uninstall software applications on ‘iOS‘, change the default settings without difficulty and set alternative default services using selection screens.2684 The provision is intended to benefit both end users and commercial users by allowing them to freely decide whether they want to use third-party services on the gatekeeper's operating system and also to escape the gate-keeper's control through the access path thus opened up.2685 The provision also favours third-party pro-viders of software applications or ‘app stores‘.2686

pp) Prohibition of self-preferential treatment with regard to rankings, Art. 6(5)  DMA

Article 6(5) DMA imposes a strict ban on gatekeepers from favouring themselves in rankings as well as in indexing and ‘crawling‘. ‘Crawling‘ refers to the process in which websites are searched and analysed by a so-called web crawler and then listed on the results page.2687 This is accompanied by the indexing process, in which websites are compiled in an organised directory, the index.2688 The gate-keeper can theoretically put itself in a privileged position during these processes.2689 Indexing is fol-lowed by ranking, which determines the order in which the results are displayed to the user. According to the DMA, any relative emphasis, including the display, assessment, linking or voice output of results falls under the term ranking in accordance with Art. 2(22) DMA. In addition, cases in which the central platform service only displays or communicates a single result to the end user should also be included.2690 A classic example of such an approach is the presentation of results in online search engines or online marketplaces, although the effect also occurs in other scenarios such as the listing of software applications in ‘app stores‘ or the sorting of videos on video sharing platforms.2691 The gatekeepers should not favour their products or those offered by a commercial user controlled by them in the ranking on a central platform service or in the associated indexing or crawling by legal, commercial or technical means.2692 In addition, the conditions applicable to such a ranking should generally be fair, transparent and non-discriminatory (Art. 6(5) DMA).

qq) Switching options for end users, Art. 6(6) DMA

Furthermore, gatekeepers may not deny their end users the possibility of switching, either technically or otherwise. End users must be able to switch between or subscribe to software applications and services in accordance with Art. 6(6) DMA. The aim of the provision is to offer more companies the opportunity to provide their services and thus expand the choice of services for end users.2693 With regard to recital 53 of the DMA, it should be noted that the mere offering of a particular product or service to the end user (e.g. through pre-installation) or the improvement of the offer alone is not to be categorised as a prohibited obstacle to switching providers.

rr) Interoperability of operating systems and virtual assistants, Art. 6(7) DMA

Art. 6(7) DMA regulates a general obligation of the gatekeeper to ensure interoperability. In doing so, it must enable the interaction of the services or products offered by service or hardware providers with the hardware and software features of its own operating system or virtual assistant. In addition, they should generally grant commercial users and third-party providers access to the same operating system, software or hardware functions that are available to them for their own offerings. This provision is intended to guarantee end users access to an open internet, as gatekeepers are in a position to technically restrict the end user's effective switch to other companies due to their ability to control hardware or operating systems.2694 The obligation is intended to give providers of ancillary services the opportunity to compete with the central platform providers.2695 The practical significance of this regulation can be seen, for example, in the ban on ‘Apple‘ denying ‘Spotify‘ access to the Siri voice assistant (which would allow ‚‘iPhone users‘ to play ‘Spotify music‘ by voice command), while ‘Apple Music‘ allows integration with Siri.2696

However, the gatekeeper is permitted under Art. 6(7)(2) DMA to take strictly necessary and reasonable measures to protect the integrity of its operating system, virtual assistant, hardware or software function from being compromised by interoperability, subject to the gatekeeper providing sufficient justification for the measures.

ss) Making advertising tools available, Art. 6(8) DMA

In addition, the gatekeeper must make performance measurement tools and other data required for its own independent review of the advertising inventory available to advertisers and publishers, as well as any commissioned third parties, free of charge upon request. This should make the conditions under which gatekeepers provide online advertising services more transparent in future.2697 The advertising services provided by the gatekeepers and their effectiveness should also become more comprehensible and comparable for the competition.2698 The obligation under Art. 6(8) DMA is therefore related to the content of the information claims under Art. 5(9) and (10) DMA.2699 The information provided by the gatekeeper must be designed in such a way as to ensure compatibility with the verification mechanisms and measurement tools of advertisers and publishers (Art. 6(8) DMA).

tt) Obligations to provide access to data, Art. 6(9), (10), (11) DMA

With Art. 6(9) DMA, the European legislator introduces an obligation for gatekeepers to provide end users with access to the data obtained in connection with the central platform service free of charge upon request. All data provided by the end user or generated through the use of the central platform service falls under the obligation to provide access. The data should be made available in a format that the user can access directly and effectively and that is suitable for further use.2700 Measures for effective usability, such as the provision programme interfaces, should also be taken by the gatekeepers.2701 The regulation is intended to prevent gatekeepers from undermining the contestability of central platform services or the innovation potential of a dynamic digital sector.2702 End users should be able to transmission their own data to other platforms and use it there, and it should be possible to switch to other providers and use different services (‘multi-homing‘).2703 In turn, gatekeepers and commercial users should be incen-tivised to innovate.2704

Art. 6(10) DMA also grants commercial users and third parties authorised by them a right of access within the meaning of Art. 6(9) DMA. The commercial user may also request access to the end user's data that commercial users receive via the central platform service. However, sentence 2 is to be used as a barrier, which only allows such a claim with regard to personal data if the data is directly related to the end user's use of the products or services offered by the commercial user via the central platform service. In addition, the end user must have consented to the disclosure.

Furthermore, according to Art. 6(11) DMA, the gatekeeper is obliged to grant third-party providers of online search engines access to ranking, enquiry, click and view data relating to unpaid and paid search results generated by end users via its online search engines upon request. Access to the data must be granted in compliance with FRAND conditions, i.e. on ‘fair, reasonable and non-discriminatory‘ terms.2705 If the data contains personal data, the gatekeeper is subject to an anonymisation obligation (Art. 6(11) DMA), whereby the anonymisation should not affect the quality or usability of the data.2706 Adequate anonymisation can be assumed if the data has undergone such a change that the information can no longer be used to draw conclusions about an identified or identifiable person or the personal data has been anonymised in such a way that the data subject cannot or can no longer be identified.2707 Data access is intended to give competitors of the gatekeeper the opportunity to improve their own search services through training with the data provided, to strengthen their role on the market and thus over-come any barriers to market entry.2708

The obligations to enable data portability under Art. 6(9) DMA and to create data access (Art. 6(10), (11) DMA) are closely related to the other provisions of the DMA. Together with the prohibition of data merging (Art. 5(2) DMA), the prohibitions of service coupling (Art. 5(7), (8) DMA) and the obligations of gatekeepers to ensure interoperability (Art. 6 (4), (7) DMA), they are intended to promote access and the transmission or sharing of data and at the same time restrict gatekeepers in their ability to collect and merge data.2709

uu) Access for commercial users under FRAND conditions, Art. 6(12) DMA

Art. 6(12) DMA contains the obligation of gatekeepers to guarantee access for commercial users to ‘app  stores‘, online search engines and online services of social networks that have been designated as central platform services by the EU Commission by applying FRAND conditions. However, the provision only obliges compliance with fair, reasonable and non-discriminatory access conditions, but does not stand-ardise an independent right of access.2710 This obligation is intended to restrict the gatekeeper's dominant negotiating position as an important access gateway for commercial users to end users.2711

The gatekeeper is also obliged to publish the general access conditions in accordance with the provisions of (12) DMA. This is intended to give commercial users the opportunity to gather impressions of the access conditions and make decisions based on these.2712 By also making the access conditions available for public inspection, alternative providers also have the opportunity to stand out from the competition by offering different access conditions.2713 The publication must also include a Union-based alternative dispute resolution mechanism. According to recital 62 DMA, this must be easily accessible, impartial, independent and free of charge for commercial users. Furthermore, measures must be provided to pre-vent abuse of the mechanism. However, the dispute mechanism must not restrict the commercial user's right to seek redress in accordance with Union and national law. The EU Commission is responsible for verifying compliance with the obligations of Art. 12(12) DMA when publishing the general access con-ditions in accordance with Art. 12(12)(3) DMA.

vv) Terms of cancellation, Art. 6(13) DMA

Art. 6(13) DMA stipulates the prohibition of disproportionate conditions for the cancellation of the use of central platform services or the deletion of an account by the end user or commercial user. In addition, according to Art. 6(13) DMA, the gatekeeper is obliged to ensure that compliance with the cancellation conditions is possible without undue difficulty. This includes, for example, the form of cancellation, the notice period or the reasons for cancellation.2714 It should be just as easy for the user to cancel a sub-scription or delete their profile as it is to open an account.2715 Furthermore, cancellation should not be associated with additional costs for the user.2716 This provision should also make it easier for users to switch to other services.2717 Unfair cancellation barriers allow gatekeepers to charge higher prices or reduce the quality of their products without losing users to other services.2718 This is to be counteracted.

ww) Further obligations

Art. 7 DMA ties in with the gatekeeper's duty of interoperability standardised in Art. 6(7) DMA. How-ever, the provision focuses on interpersonal communication services that are not linked to a mobile phone number. This refers in particular to messenger services. At least with regard to the basic functions, the gatekeeper must fulfil the interoperability obligation free of charge by offering the necessary tech-nical interfaces or similar solutions. According to Art. 7(2) DMA, the implementation of the interoper-ability obligation must be made possible immediately after the gatekeeper has been designated and includes, for example, end-to-end text messages and the exchange of images, voice messages, videos and other attached files between two individual end users. For the more complex specifications for group messages (b) or video and voice calls, the DMA provides for gradual implementation.

Art. 14 DMA also requires gatekeepers to inform the Commission of any mergers. With regard to consumer profiling, gatekeepers must provide the Commission with a description of the techniques used in accordance with Art. 15 DMA.

The obligations of the DMA are exhaustive in nature and no general clause can be used.2719 However, the Commission has the option, by means of a market investigation with Art. 19(3) DMA, to make additions to individual behavioural obligations or to supplement the DMA with further obligations for gatekeepers by means of a legislative proposal.

4. Supervision and enforcement, Art. 20–43 DMA

Public enforcement of the DMA is the responsibility of the European Commission (Public Enforce-ment).2720 According to Art. 37, 38 DMA, national authorities should only provide limited support. In addition, the obligations of the DMA can also be enforced under civil law (private enforcement). The DMA's enforcement concept also focuses on compliance requirements and regular reporting obliga-tions for gatekeepers.2721 The gatekeeper must implement the obligations of the DMA independently by amending the GTC, changing the platform design and modifying algorithms. This so-called compliance  by design approach, which is already an integral part of the GDPR (Art. 25) or the DSA (Art. 31), is now also to find its way into economic platform regulation through the DMA.2722 Gatekeepers must demonstrate compliance with the obligations pursuant to Art. 8(1); Art. 13(3) DMA. A comprehensive prohibition of circumvention is standardised by Art. 13(4) DMA. In addition, the gatekeepers are obliged to set up a compliance unit, which must be equipped with extensive powers and resources in accordance with Art. 28 DMA, ensure compliance with the DMA and be available to the Commission as a point of contact. Furthermore, pursuant to Art. 11 DMA, a so-called compliance report must be issued by the gatekeeper in both confidential and non-confidential, public form, which provides information on the measures taken to comply with the provisions of the DMA. The scope of such a report is set out in the template published by the Commission.2723 According to this, any changes to the user experience, tech-nical changes, A/B tests and information on indicators that can be used to measure the effectiveness of compliance measures with regard to the objectives of the DMA must be reported.2724 In their compliance reports published at the beginning of March 2024, the companies previously appointed as gatekeepers addressed the requirements of the DMA to varying degrees and with varying degrees of detail.2725

a) Public Enforcement

In the event of non-compliance, the EU Commission can use various sanction mechanisms and a wide range of investigative powers to enforce the DMA. It is therefore particularly important for practitioners to know the relevant requirements and legal protection options in order to best protect their own inter-ests.

If a gatekeeper violates the provisions of the DMA, the Commission shall issue a non-compliance deci-sion pursuant to Art. 29 DMA requesting the gatekeeper to cease non-compliance within a reasonable period of time and to explain what measures it will take to comply with this decision. Before doing so, the Commission must inform the gatekeeper concerned of the future steps that it intends to take or that the gatekeeper should take. Such proceedings for non-compliance with the DMA were initiated by the Commission on 25 March 2024 against the gatekeepers ‘Alphabet‘, ‘Apple‘ and ‘Meta‘ for possible violations of Art. 5(2), (4) DMA and Art. 6(3), (5) DMA.2726

b) Sanction options, Art. 20 et seqq. DMA

In its non-compliance decision, the Commission can also specify corresponding penalties. Despite the Member States' right of initiative, the Commission has the sole right to impose such sanctions (Art. 38(7) DMA). In the event of infringements, it can impose fines in accordance with Art. 30 DMA or periodic penalty payments in accordance with Art. 31 DMA. The Member States only have the option of resorting to national sanction mechanisms under competition law.2727 The fine is imposed by the Commission for a past infringement of the DMA, whereas the periodic penalty payments are imposed with a view to future compliance with the DMA. If there is a system behind the gatekeeper's non-com-pliance, Art. 18 DMA also allows the Commission to resort to further behavioural or even structural remedies such as the prohibition of mergers. Furthermore, the Commission can impose interim measures in accordance with Art. 24 DMA.

aa) Order to pay a fine, Art. 30 DMA

The amount of the fine is determined on the basis of the gatekeeper's total turnover in the previous financial year and can amount to up to 10% of this turnover in the event of a substantive offence and up to 20% in the event of a repeat offence. In the event of a formal offence, a fine of up to 1% of the turnover to be determined is to be expected. The amount of the fine in detail is determined in accordance with Art. 30(4) DMA according to the severity, duration and repetition of the infringement, whereby recourse to the pronounced antitrust practice is also to be expected here.2728 A fine can also be imposed on companies or associations of companies that have not assumed a gatekeeper position in the event of formal violations of the DMA (provided they were committed negligently or intentionally). The question so far is the relationship between the imposition of fines under the DMA on the one hand and antitrust law on the other for the same behaviour and whether this constitutes a violation of the prohibition of double jeopardy (‘ne bis in idem‘) standardised in Art. 50 CFR.2729 In principle, there is nothing to prevent the cumulative imposition of fines under the DMA and antitrust law in view of the different objectives.2730 In the opinion of the European Court of Justice, double prosecution must nevertheless be taken into account to reduce the fine.2731

bb) Penalty payments, Art. 31 DMA

The amount of the periodic penalty payments is determined by the average worldwide daily turnover achieved in the previous financial year. Art. 31 DMA is preventive in nature and therefore also applies in the absence of fault on the part of the addressee of the periodic penalty payment.2732 If the company fulfils the obligation, the EU Commission can set the final amount of the periodic penalty payment at a lower amount than the amount originally set by the decision in accordance with Art. 31(2) DMA.

cc) Systematic non-compliance, Art. 18 DMA

Further measures in the event of systematic non-compliance in accordance with Art. 18 DMA require a market investigation, in which the gatekeeper concerned is notified of the objections and the intended remedial measures within six months of the initiation of the investigation in accordance with Art. 18(1) DMA. According to Art. 18(1) DMA, the result of the market investigation must be systematic non-compliance with one or more of the obligations set out in Art. 5, 6 or 7 DMA and a strengthening of the gatekeeper's position with regard to the criteria set out in Art. 3(1) DMA. Non-compliance is automati-cally assumed pursuant to Art. 18(3) DMA if the Commission imposes at least three non-compliance decisions within eight years prior to the initiation of a market investigation. If these conditions are met, the EU Commission can order any behavioural or structural remedial measure against the gatekeeper that is appropriate and necessary to comply with the requirements of the DMA in accordance with Art. 18(1) DMA.

dd) Provisional measures, Art. 24 DMA

Finally, in urgent cases, the Commission has the option of taking interim measures against the gate-keeper pursuant to Art. 24 DMA. This requires the establishment of a ‘prima facie‘ infringement of Art. 5, 6 or 7 DMA and the risk of serious and irreparable harm to commercial users or end users. However, the order is only admissible in the context of proceedings initiated with a view to the possible issuance of a non-compliance order pursuant to Art. 29(1) DMA.

ee) Investigative powers of the European Commission, Art. 21 et seq. DMA

Furthermore, the EU Commission has a number of investigative powers under Art. 21 et seq. of the DMA. It can exercise these powers even before initiating proceedings on the possible adoption of a non-compliance decision, Art. 20(2) DMA. In accordance with Art. 21 DMA, the Commission can request the relevant companies to provide all necessary information by means of a simple request for infor-mation or by way of a decision. This also includes access to all data and algorithms of companies and information on tests as well as related explanations. In addition, pursuant to Art. 21(5) DMA, it may also make a request for information to the authorities of the Member States. Furthermore, pursuant to Art. 22 DMA, the Commission may question any natural or legal person and record such questioning by any technical means, provided that the person consents to the questioning for the purpose of obtaining information relating to the subject matter of an investigation. The Commission is also responsible under Art. 23 DMA for carrying out inspections to fulfil its duties under the DMA. In doing so, the Commis-sion officials responsible for the inspections and other accompanying persons authorised by the Com-mission are authorised to enter all premises, examine the books and other business documents, make or request copies or extracts thereof, seal business premises and books or documents to the extent necessary for the duration of the inspection, as well as request explanations of facts or documents and record the answers by technical means.

c) Private enforcement

In addition to the official enforcement of the provisions of the DMA, there is also the possibility of private enforcement. Although the DMA does not contain any explicit provisions on private enforce-ment,2733 it gives competitors, commercial users or end users the opportunity to enforce obligations under the DMA in negotiations with the gatekeepers by lodging complaints with the Commission or taking legal action and, if necessary, claiming damages.2734 Private enforcement is based on European law, where it is already common practice that European law also gives rise to individual rights of individuals, which act as a further effective check on the protection of their rights by way of individual enforce-ment.2735 It is also clear from Art. 39 and 42 DMA that the possibility of private enforcement should also exist.2736 Art. 39 DMA regulates the co-operation of the Commission with national courts, whereby the national courts are bound by the decisions of the Commission. The possibility of private enforcement arises from the fact that national civil proceedings can rule on the provisions of the DMA.2737 Art. 42 DMA declares the Consumer Associations Directive2738 and thus private collective redress applicable within the framework of the DMA.2739 Enabling private enforcement has many advantages: on the one hand, the EU Commission can be relieved of the burden of enforcing the DMA and, on the other, private enforcement offers a differentiated perspective.2740 Cases can be dealt with in a decentralised manner so that different market conditions in the various member states can be taken into account in the assess-ment.2741 In addition, the focus is on the individual perspective of plaintiffs.2742

ff) Requirements for enforcement under private law and applicable regulations

As such, the DMA is primarily aimed at gatekeepers. In order for users or other competitors to be able to invoke the provisions of the DMA, they must be directly applicable.2743 In principle, the DMA is already generally and directly applicable in the Member States due to its nature as a regulation pursuant to Art. 288(2) TFEU. In order to trigger rights for individuals and thus be the subject of private enforce-ment, the relevant standard must be sufficiently specific in the individual case.2744 The decisive factor here is whether the implementation of the respective standard is necessarily linked to further measures by the Union institutions or the Member States or whether it is a self-executing provision, i.e. applicable on its own.2745 At the same time, the specificity of the content must result in corresponding individual protection so that the provision can be enforced by the individual before the national courts.2746 Against this background, the obligations standardised in Art. 5 DMA are particularly suitable, as they do not require any concretisation by the Commission.2747 In addition, the obligations in Art. 6 and 7 DMA are also suitable; here, too, the Commission is not required to specify them.2748 The other provisions of the DMA are mainly of a procedural nature and concern the application of the DMA by the Commission, which is why the question of direct effect does not generally arise here.2749

gg) Practical relevance of private enforcement

The enforcement of the DMA under private law is likely to become particularly relevant in connection with urgent legal protection.2750 This is illustrated by the EU Commission's commitment decision of 20 December 2022, in which action was still taken against Amazon under traditional EU competition law.2751 Amazon's behaviour, which was criticised at the time the proceedings were opened in July 2019 and November 2020, had already been under fire for many years.2752 Until the commitment becomes binding at the end of June 2023, it can be assumed that the affected parties have suffered considerable harm, which could have been counteracted at an early stage by means of a private (urgent) enforcement of removal and injunctive relief claims on the basis of an already applicable DMA (Art. 6(2), (5) DMA).2753 Particularly for commercial users and competitors, the assertion of rights under the DMA by way of a (civil) action can therefore bring advantages, despite the risk of cost-intensive and lengthy proceedings.2754 In view of the fast-moving digital sector, facts can be established at an early stage and irretrievable damage caused by gatekeeper practices can be avoided.2755

It is to be expected that the enforcement of the DMA under private law will be of considerable practical importance.2756 However, in view of the lack of relevant DMA case law, practitioners will be confronted with both substantive and procedural issues.2757 Examples include international jurisdiction and the applicable law in cross-border disputes as well as the civil law obligation to provide evidence of an infringement.2758

5. Summary and implications for practice

For gatekeepers, many of the DMA's provisions are associated with significant interference in their business models.2759 Since March 2024, companies already designated as gatekeepers must comply with the prohibitions and restrictions for their central platform services and fulfil the objectives of the DMA by taking appropriate measures (Art. 8(1) DMA). In this context, it is relevant that companies can avoid being designated as gatekeepers by providing appropriate invalidating arguments (Art. 3(5) DMA). To date, the Commission's main focus has been on examining whether companies have implemented the obligations of the DMA in principle, and initial proceedings against violations have already been initi-ated.2760. Even though the DMA primarily addresses gatekeepers and therefore only primarily obliges a very small number of large corporations such as ‘Amazon‘, ‘Apple‘, ‘Meta‘ or ‘Microsoft‘, smaller companies are also affected by the DMA. They can also benefit from the DMA's objective of creating fair and contestable digital markets. As commercial users, competitors or end users, they can proactively inform the Commission of infringements by gatekeepers in accordance with Art. 27 DMA and thus initiate proceedings by the Commission or national competition authorities. The DMA also offers affected parties the opportunity to comment on planned compliance measures by gatekeepers (Art. 8(6) DMA) or in connection with market investigations due to systematic non-compliance or in relation to new services or practices (Art. 18(5), (6) DMA or Art. 19(2) DMA). Last but not least, those affected can also take legal action against the gatekeepers by way of private enforcement before courts in the Member States. In order to be able to act accordingly, it is essential for competitors and users to famil-iarise themselves with the regulations of the DMA, despite the lack of gatekeeper status.

a) Criticism regarding the appointment of gatekeepers

In order to justify the designation as a gatekeeper, the qualitative requirements of Art. 3(1) DMA must be met. This includes a significant influence of the company on the internal market as well as the pro-vision of a central platform service that serves commercial users as an important gateway to end users. In addition, the company must have a consolidated and permanent position with regard to its activities or achieve such a position in the foreseeable future (c). On the other hand, the Commission can also use the quantitative criteria standardised in Art. 3(2) DMA to determine a gatekeeper position. The gate-keeper status is assumed on the basis of size characteristics such as turnover, market capitalisation and the number of monthly users. Pursuant to Art. 3(3) DMA, a company whose central platform service exceeds the quantitative thresholds specified in Art. 3(2) DMA is obliged to inform the Commission of this fact immediately, but at the latest within two months. The Commission must then designate the company as gatekeeper within 45 working days. The potential gatekeeper will be subject to this obliga-tion if it has more than 45 million monthly active users, although only private users count and at least 10,000 commercial users are also required. The user number limits apply to the company's individual platform service. Difficulties arise with regard to the delimitation of the individual platform services, especially if the platform offers different services for different user groups, such as buying, selling and renting cars.2761 Ambiguities also arise in the case of additional services offered.2762 Although the annex to the DMA is intended to provide assistance with such questions, it does not have any legal effect2763 and only provides limited information on the above-mentioned problem.2764 However, in cases where a core product is equipped with other complementary products or services, thus creating a digital ecosys-tem, it is more likely to be an important gateway to end users.2765 Due to the high level of regulation, the DMA must generally be applied strictly, especially as ambiguities or uncertainties regarding the fulfil-ment of individual thresholds can be discussed with the Commission prior to notification in accordance with Art. 3(3) DMA and, depending on the outcome, a notification can also be refrained from.2766

In addition, pursuant to Art. 3(5)(2) DMA, the company concerned can demonstrate in its notification that the quantitative thresholds of Art. 3(2) DMA do not create a gatekeeper status in the specific case. In this respect, Art. 3(2) DMA is designed as a rebuttable presumption and is intended to make it easier to prove that the requirements for gatekeeper status are met.2767 However, the extent to which the rele-vant company must counter the presumption of Art. 3(2) DMA is a difficult endeavour. Due to reaching the thresholds, ‘Alphabet‘, ‘Amazon‘, ‘Apple‘, ‘ByteDance‘, ‘Meta‘, ‘Microsoft‘ and ‘Samsung‘ ful-filled their notification obligation as potential gatekeepers on 3 July 2023,2768 but at the same time all companies argued against their appointment as gatekeepers.2769 Success was achieved in three cases, meaning that no appointment as gatekeepers was made and the Commission also refrained from initiat-ing a market investigation pursuant to Art. 16(1) in conjunction with Art. 17(1) DMA.2770 In four other cases, the presumption of conformity pursuant to Art. 3(2) DMA was successfully rebutted, but a market investigation was initiated for further assessment in each case.2771 With the exception of ‘Samsung‘, all companies were unsuccessful in rebutting the presumption of conformity and were at least found to be operating one or more centralised platform services.2772 It is problematic in that the Commission refrains from providing clarification in its findings and does not explain which of the arguments put forward sufficiently substantiates the rebuttal of the presumption of conformity.2773 In particular, no stringent line of argumentation on the part of the Commission can be recognised.2774 While in the course of the proceedings against ‘ByteDance‘ it considered the lack of ‘lock-in effects‘ of end users and commercial users due to a lack of network effects to be insufficient,2775 similar arguments were taken into account in the assessment of the ‘Samsung Web Browser‘, ‘Microsoft Outlook‘ and ‘Gmail‘.2776 ‘ByteDance‘ also argued with the relative size of ‘TikTok‘ compared to other social networks.2777 The Commission also considered this to be unconvincing,2778 even though the argument was used in the case of ‘Gmail‘ and ‘Outlook‘ in favour of non-designation.2779 Consequently, such contradictions in the Commission's practice result in significant legal uncertainties.2780

b) Criticism regarding the prohibition of data merging (Art. 5(2) DMA)

The prohibition of data merging in Art. 5(2) DMA has also been criticised.2781 This relates in particular to the requirement for consent, the practical effectiveness of which is being questioned, especially with regard to the regulatory objectives of the DMA.2782 It can be assumed that end users are often unable to understand the extent of their consent and therefore de facto authorise the processing of their personal data without further ado.2783 In addition, gatekeepers can more easily obtain the consent of users through their seductive skills in practice and through appropriate design and thus utilise their data power.2784 However, if the user refuses consent instead, the deniability is torpedoed at the same time.2785

c) Outlook

However, whether the DMA has further weaknesses and in what form they occur will only be revealed in the future through more experience with the handling of the DMA by the Commission as well as by the gatekeepers themselves. In view of their extensive financial and human resources, it is quite con-ceivable that the gatekeepers will successfully prevail against the Commission and an overly harsh cut-back in their previous approach.2786 At the same time, the rapid initiation of proceedings against ‘Apple‘, ‘Meta‘ and ‘Alphabet‘ indicates that the Commission will take decisive action in the event of any vio-lations of the DMA.2787 These proceedings and any pending lengthy proceedings before the European Court of Justice also allow conclusions to be drawn about the practicability of the DMA.2788 In addition, the global activities of the gatekeepers should not be neglected, which could also lead to stronger regu-lation of large digital groups in other European countries in the future, modelled on the legislation here.2789
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